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CHAPTER
ONE

ABOUT SMARTUNIFIER

You are new to SMARTUNIFIER?
+ Learn about the SMARTUNIFIER connectivity platform
+ Learn about the connectivity use cases you can address with SMARTUNIFIER

* Get started with your integration

What is SMARTUNIFIER

SMARTUNIFIER represents a powerful but very easy to use decentralized industrial connec-
tivity platform for interconnecting all industrial devices and IT systems including equipment,
peripheral devices, sensors/actors, MES, ERP as well as cloud-based IT systems.

SMARTUNIFIER is the tool of choice for transforming data into real value and for providing
seamless IT interconnectivity within production facilities.
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What does SMARTUNIFIER do

+ SMARTUNIFIER provides an easy way to collect data from any Data Source and is able to
transmit this data to any Data Target.

- Data Sources and Data Targets (commonly referred to as Communication Partners) in this
respect may be any piece of equipment, device or IT system, communicating typically
via cable or Wi-Fi and using a specific protocol like e.g., OPC-UA, file-based, database,
message bus.

« With SMARTUNIFIER several Communication Partners can be connected simultaneously.

« With SMARTUNIFIER it is possible to communicate unidirectional or bidirectional to each
Communication Partner. i.e., messages and events can be sent and received at the same
time.

« SMARTUNIFIER can translate and transform data to any format and protocol that is re-
quired by a certain Data Target. This includes different pre-configured protocols and for-
mats, e.g., OPC-UA, file-based, database, message bus, web services and many direct PLC
connections. In case a certain protocol or format is currently not available it can be easily
added to SMARTUNIFIER.

* By applying so called Information Models, SMARTUNIFIER enables the same view to data
regardless of the protocol or format being used to physically connect an equipment, de-

What does SMARTUNIFIER do 3
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vice or IT system.

+ A big advantage of SMARTUNIFIER is, that in many cases there is no need for coding
when providing interfaces between different Communication Partners — providing a new
interface is just drag and drop of data objects between data source(s) and destination(s).

Important Use Cases with SMARTUNIFIER
SMARTUNIFIER enables an easy and very efficient realization of many use cases that are crucial
for gaining Industry 4.0 Excellence.

In the following subchapters some of the most important SMARTUNIFIER Use Cases are de-
scribed. These give a comprehensive overview of the advanced SMARTUNIFIER Features.

Anything-To-Anywhere IT Interface

Easy, fast and flexible bi-directional interconnection of multiple IT systems and equipment
within a production facility.

Interconnecting heterogeneous shop floor equipment and devices with IT systems and inter-
connecting different IT systems with each other is a central requirement for a successful tran-
sition to modern Industry 4.0 IT landscapes.

SMARTUNIFIER offers the unique capability to easily interconnect equipment and devices by
allowing

+ any number of parallel high-speed Communication Channels between equipment, devices
and IT systems

+ high-speed translation between different communication protocols and formats by apply-
ing configurable and reusable Information Models and Smart Mappings

« flexible integration of equipment periphery

- easy integration of enterprise-specific information (e.g., equipment -location/-name/-
type/-capabilities) via configurable Enterprise Context

« riskless simulation of interfaces and communication scenarios

Results from renowned reference customers have shown that average equipment integration
efforts and cost can be reduced by up to 90% using the SMARTUNIFIER and its advanced tech-
nologies to perform powerful IT integration by configuration instead of tedious interface pro-
gramming.

Important Use Cases with SMARTUNIFIER 4
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Reusable Interfaces and Interface Models
Reuse interface configurations multiple times with minimum effort.

When running an IT network with a higher number of installed SMARTUNIFIER /nstances, all
previously created interface configurations (Information Models and Smart Mappings) can be
reused easily and shared across the whole installation. This way similar equipment types are
integrated using the same connection and translation logic.

Changes and updates of interface configurations can be deployed from a centrally accessible
Master Repository, eliminating the need to touch and update each equipment or device individ-
ually

Summarized, SMARTUNIFIER allows a highly comfortable and effective management of very
small to very large IT communication environments, creating minimum overhead and letting
you reach your main goal: Excellent Manufacturing with a full Industry 4.0 IT infrastructure.

Important Use Cases with SMARTUNIFIER 5
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Integrate Legacy Equipment

Fast adaptation of legacy communication protocols and formats to modern enterprise stan-
dards.

By applying SMARTUNIFIER configurable protocol translation (Smart Mappings), modern com-
munication standards like OPC-UA or XML over message bus are fully supported.

SMARTUNIFIER allows a smooth migration from existing communication protocols and for-
mats (e.g., between existing equipment and MES) to new Industry 4.0 standards.

This unique capability of SMARTUNIFIER is realized by simply using existing communication
channels simultaneously with newly introduced channels. When finishing the migration, the old
channels can be switched off without any risk.

Important Use Cases with SMARTUNIFIER 6
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Implement Fab Communication Scenario
Easily implement complete fab communication sequences that cover multiple steps.

With SMARTUNIFIER it is not only possible to give access to simple equipment or device data
and to provide ,some data to MES and Cloud”, but also with SMARTUNIFIER complete commu-
nication scenarios between equipment to upper-level IT systems can be easily implemented.

The communication scenarios can cover all steps from identification, validation, order start as
well as sending results and process data from equipment to MES or Cloud. Of course, it is also
possible to provide any parameter data (recipes) from MES or SCADA to equipment.

Important Use Cases with SMARTUNIFIER 7
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Provide Base for Remote Maintenance and Health Monitoring

Establish new services and business models by giving secured multi-channel access to equip-
ment and device data in real-time.

Production equipment can be integrated with SMARTUNIFIER to provide direct access for
equipment suppliers or maintenance service providers to relevant equipment data (e.g., equip-
ment status, equipment key parameters) via an equipment supplier's cloud infrastructure.

This way, new innovative business models for equipment suppliers are supported by building
the base for "Production as a Service" offerings and remote predictive maintenance.

Also, further advanced business use cases with SMARTUNIFIER are possible, e.i., by imple-
menting real-time equipment monitoring capabilities in a cloud environment.

Another SMARTUNIFIER use case is to give Remote Assistance to equipment suppliers to
achieve production optimization and to ensure the most efficient usage of equipment resources
for customers.

Important Use Cases with SMARTUNIFIER 8
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Migrate to Industry 4.0

Migrate step by step to modern communication standards and apply enterprise-wide seman-
tics to data.

A key feature of SMARTUNIFIER is to open an easy way to integrate new IT systems using
modern communication protocols. This is realized by simply adding additional communication
channels to the existing legacy channels.

Another feature of SMARTUNIFIER in this respect is, that all existing IT systems with their legacy
protocols and formats can still be operated in parallel with the newly established IT systems
(e.g., Data Lake, Advanced Analytics, Cloud).

This way, it is possible to step by step introduce modern communication standards and incre-
mentally migrate to a state-of-the-art Industry 4.0 IT architecture, but still keep the existing IT
infrastructure fully operable.

Important Use Cases with SMARTUNIFIER 9
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Allow Unlimited Scalability
Rely on unlimited scalability from single equipment and devices to whole facilities.

SMARTUNIFIER is the first industrial connectivity platform that allows nearly unlimited virtually
scalability in terms of number of connected equipment and devices. The SMARTUNIFIER plat-
form can be applied for integrating one single equipment or device, but with SMARTUNIFIER
hundreds or even thousands of equipment and devices within whole facilities can be integrated
to upper-level systems or into the Cloud.

This is because SMARTUNIFIER is not a traditional middleware having a central limiting mes-
sage bus. Nor does SMARTUNIFIER contain any central performance and latency limiting
database for providing its communication features.

SMARTUNIFIER works as a distributed environment. Using advanced technologies of dis-
tributed computing is the key for enormous scalability.

In a large installation a high number of SMARTUNIFIER Instances, each with low software foot-
print, provide the required communication capabilities. These single instances can be deployed
to any location within an enterprise IT network — on a server, on an equipment PC, within the
Cloud.

Nevertheless, the configuration of all SMARTUNIFIER Instances can be managed centrally:
« central configuration of Information Models and Smart Mappings

+ central Operations Monitoring of installed SMARTUNIFIER Instances.

Important Use Cases with SMARTUNIFIER 10
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Thus, SMARTUNIFIER is an essential piece of Industry 4.0 for any manufacturing enterprise
- allowing fab-wide and enterprise-wide management of production communication and IT
integration infrastructure.
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Enable Internet of Things

Out-of-the-box connections between equipment, devices and other IT systems to Cloud in-
frastructures.

By acting as a translator between equipment and any 10T device precise and secured access
of data consumers is possible. The easy connection to any Cloud based infrastructure is also
possible (e.g., AWS, Azure).

Important Use Cases with SMARTUNIFIER 1
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Getting Started

Integration of industrial equipment, periphery and devices with IT systems can become a quite
complex task. SMARTUNIFIER delivers a standard way of implementing such integration sce-
narios. We recommend following the procedures described below.

Getting Started 12
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Action (Phases)

Description

Preparation

Deployment of Man-
ager

Configuration of
the Communication
Instance

Deployment of the
Communication
Instance

Testing

Rollout

Collect the requirements of systems that are going to be
integrated:

* Find out what protocols are in use.

+ ldentify the data structures.

- Identify the overall communication scenarios (cre-
ation of sequence diagrams might be useful).

Test and validate the communication of the systems that
are going to be integrated (e.g., testing basic connections
to the systems using tools like MQTT Explorer).

Define a plan on how to conduct the testing before the roll-
out.

The number of SMARTUNIFIER Manager installations de-
pends on the scope of the integration. If several plants
are involved, it is recommended to have one installation per
plant.

Note: Reusable configuration components such as Infor-
mation Models can be shared across multiple SMARTUNI-
FIER Manager installations (Backup and Restore).

For each Communication Instance:

+ Create Information Models based on the data struc-
ture of the system that is going to be integrated.

+ Create and configure the Communication Channels
that are needed to connect to the systems.

+ Create the Mapping between the Information Models
of the systems based on the previously defined com-
munication scenario.

+ Create the Device Type that acts as a template for the
Communication Instance.

+ Create and configure the Communication Instance.

For each Communication Instance:
* Plan the deployment of the Communication Instance.
+ Determine the proper deployment type for the Com-
munication Instance (on-premises, edge, or cloud de-
ployment).
+ Deploy the Communication Instance accordingly.

Test the communication according to the previously de-
fined test plan.
Rollout and scaling.

Getting Started
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CHAPTER
TWO

INSTALLATION

Overview

Installing SMARTUNIFIER on a host is the first step in realizing your connectivity scenario. There
are three ways you can install and operate SMARTUNIFIER:

+ Install the SMARTUNIFIER installation package on your operating system
— See the system requirements prior to the installation

- Amorph Systems supports using SMARTUNIFIER on the following operating sys-
tems:

* Windows
* [inux
* macOS

* Install SMARTUNIFIER in an containerized environments using Docker

SMARTUNIFIER Setup

Before using SMARTUNIFIER Manager it is recommended to have a look over the following
setup options:

* Product Information and Activation

* Credential Management

* Enabling HTTPS

+ Setting up an external version control

« Connecting to a remote database

Planning the Installation

In production it is typically recommended to host SMARTUNIFIER Manager and the Communi-
cation Instances on separate servers.

In a test environment, the Manager and the Communication Instances can run on the same
hardware.

The SMARTUNIFIER Manager and the Communication Instances can be run on dedicated hard-
ware as well as in a virtualized environment. CPU and memory requirements are estimated

14
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based on modern hardware (e.g. Intel Xeon Coffe Lake / Core i5-7xxx or AMD Epyc / Ryzen 5
3xxx or greater). In a virtualized environment, dedicated resources are highly recommended.

Minimum System Requirements (Manager)
« Computer and Processor: 4 cores
+ Memory: 1GB free memory
+ Storage (SSD): 10GB free space
- Display PC (Engineering, Dashboard): 1920x1080 (Full HD)
* Mobile Devices (Dashboard): Latest version of Apple iPadOS, Apple iOS, Android

- Operating System: Latest version of Windows, Windows Server, Linux, MacOS (Not rec-
ommended for production) - For an optimal user experience always use the latest version
of the operating system

+ Browser: Latest version of Chrome, Microsoft Edge or Firefox

Minimum System Requirements (1 Communication Instance)
« Computer and Processor: 4 cores
« Memory: 256MB free memory
- Storage (SSD): 5GB free space

+ Operating System: Latest version of Windows, Windows Server or Linux

Production Deployment Example

Multiple SMARTUNIFIER Instances can be operated on one server. The number of Instances
for each server depends on the overall scenario.

For a deplyoment of ca. 30-40 Communication Instances, the servers minimum requirements
are:

« Computer and Processor: 8 cores

+ Memory: 16GB free memory

- Storage (SSD): 150GB free space

+ Operating System: Latest version of Windows Server

For high-end use cases that require high data volumes, low latency and high amount of data
pre-processing, it might be that additional computing resources are required (e.g. deploy one
single high-performance Communication Instance on one dedicated computing device).

O Note

Communication Instances store log files on the host system therefore sufficient storage
needs to be provided.

SMARTUNIFIER Setup 15
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Test Environment Deployment Example

In a test environment the Manager and the Communication Instances can run on the same
machine. Hardware configuration for running 20 communication instances as well as the Man-
ager:

« Computer and Processor: 8 cores
+ Memory: 16GB free memory
« Storage (SSD): 100GB free space

+ Operating System: Latest version of Windows Server

Windows

SMARTUNIFIER be delivered in two formats: as an executable (.exe) or as a ZIP archive.

Install SMARTUNIFIER Manager (Archived Package)
Follow the steps below to install SMARTUNIFIER Manager:

« Move the SMARTUNIFIER installation package to a suitable location. Make sure the path
to the directory does not include any white spaces!

+ Extract the .zip-archive.

+ Execute the UnifierManager.bat script. Afterwards the SMARTUNIFIER Manager Console
appears on the screen.

* Enter your master password. When starting SMARTUNIFIER for the first time go to chap-
ter: Master Password and Administrator Account.

After successfully starting up the SMARTUNIFIER Manager, it can be accessed by opening an
Internet Browser (e.g., Chrome or Firefox) and navigating to http://localhost:9000. Use the ad-
ministrator credentials to login.

O Note

The console is for information purposes only. It can be moved to any suitable location on
your screen or it can be hidden. Nevertheless, do not close it, because the related processes
will also be terminated.

Install SMARTUNIFIER Manager as a Service

Apache Procrun

SMARTUNIFIER includes Apache Procrun, a Windows tool that facilitates the installation and
execution of Java applications as services. It simplifies the process by integrating the applica-
tion with the Windows Service Control Manager.

Follow the steps below to install and operate SMARTUNIFIER Manager as a Service under Win-
dows:

+ Move the SMARTUNIFIER installation package to a suitable location
* Ensure that the directory path does not contain any white spaces

* Extract the .zip-archive
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* Open a terminal window with Administrator privileges within the installation package

+ Execute the following commands in the terminal window to:

Listing 1: Install

[UnifierManagerService.bat install }

Listing 2: Start

[UnifierManagerService.bat start }

Listing 3: Stop

[UnifierManagerService.bat stop }

Listing 4: Uninstall

[UnifierManagerService.bat uninstall J

NSSM

O Hint

SMARTUNIFIER does not offer official support for NSSM, unlike Apache Procrun. If you
choose to use NSSM, you will need to download the NSSM binary separately.

Follow the steps below to install and operate SMARTUNIFIER Manager as a Service under Win-
dows using NSSM:

+ Move the SMARTUNIFIER installation package to a suitable location

+ Ensure that the directory path does not contain any white spaces

+ Download the latest version of NSSM to a suitable location (Last tested with version 2.24)
+ Go to win64 and copy the nssm.exe in the installation package

+ Create the UnifierManagerService.bat file in the installation package

Listing 5: UnifierManagerService.bat

@echo off

cd %~dp®

set JAVA_HOME=%~dpO®\jre

set JAVA=%JAVA_HOME%\bin\java.exe

set MANAGER=%~dpO®\bin\adaptermanagerweb.bat

set JAVA_OPTS=-Dunifier.administrator.credentials.file="%~dp0/conf/
—credentials.properties"

del RUNNING_PID
"%MANAGER%"

+ Open a terminal window with Administrator privileges within the installation package
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+ Execute the following commands in the terminal window to:

Listing 6: Install

[nssm install SmartUnifierManager "UnifierlManagerService.bat"

Listing 7: Start

[nssm start SmartUnifierManager

Listing 8: Stop

[nssm stop SmartUnifierManager

Listing 9: Uninstall

[nssm remove SmartUnifierManager

Optional

Listing 10: Set SERVICE_AUTO_START

[nssm set SmartUnifierManager Start SERVICE_AUTO_START

Linux
Follow the steps below to install SMARTUNIFIER Manager:

+ Move the installation package to a suitable location. Make sure the path to the directory
does not include any white spaces!

+ Extract the .tar.gz-archive.

[tar -xvzf SmartUnifierManager-linux-x64.tar.gz

« Start the Manager by opening up a terminal and executing the following commands:

[chmod +x UnifierManager.sh

[ ./UnifierManager. sh

O Note

Execute StartUnifierManagerinBackground.sh when the process should run in background.
To stop the process execute StopUnifierManager.sh.

[ ./StartUnifierManagerInBackground. sh

[ ./StopUnifierManager. sh

* Enter your master password. When starting SMARTUNIFIER for the first time go to chap-
ter: Master Password and Administrator Account.
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After successfully starting the SMARTUNIFIER Manager, it can be accessed by opening an In-
ternet Browser (e.g., Chrome or Firefox) and navigating to http://localhost:9000.

O Note

The console is for information purposes only. It can be moved to any suitable location on
your screen or it can be hidden. Nevertheless, do not close it, because the related processes
will also be terminated.

Mac OS
Follow the steps below to install SMARTUNIFIER Manager:

« Move the installation package to a suitable location. Make sure the path to the directory
does not include any white spaces!

 Extract the .tar-archive.

- Start the Manager by opening up a terminal and executing the following commands:

[chmod +x UnifierManager.sh

[ ./UnifierManager.sh ]

O Note

If you get the warning "java cannot be opened because the developer cannot be verified" -
go to System Preferences... > Security & Privacy and click on Allow Anyway.

* Enter your master password. When starting SMARTUNIFIER for the first time go to chap-
ter: Master Password and Administrator Account.

After successfully starting up the SMARTUNIFIER Manager, the SMARTUNIFIER Manager can
be accessed by opening an Internet Browser (e.g., Safari, Chrome or Firefox) and navigating to
http://localhost:9000.

O Note

The console is for information purposes only. It can be moved to any suitable location on
your screen or it can be hidden. Nevertheless, do not close it, because the related processes
will also be terminated.

Docker
Requirements

The following example shows how to set up SMARTUNIFIER using Docker Volumes mount to
local paths on the machine.

1. Create the following directories:

conf
Manager configuration files, keystore and database
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[mkdir _

p /opt/amorph/smartunifier/manager/conf

repository
Storing compiled artifacts

[mkdir _

p /opt/amorph/smartunifier/manager/repository

versioning (optional)
Storing of component sources, not required when using an external git server like gitea.

[mkdir -

p /opt/amorph/smartunifier/manager/versioning

logs (optional)
Storing of logs files from the manager

[mkdir -

p /opt/amorph/smartunifier/manager/log

|

2. Copy the conf and the repository folder from the SMARTUNIFIER installation package
into the newly created corresponding volumes:

cp -r conf/* /opt/amorph/smartunifier/manager/conf
Cp -r repository/* /opt/amorph/smartunifier/manager/repository

O Note

Edit the application.conf in /opt/amorph/smartunifier/manager/conf and remove the lines

‘javaHome = "jre

{nano /opt/amorph/smartunifier/manager/conf/application.conf

3. Create Docker Volumes mounted to the directories just created:

docker
--opt
--opt
--opt

docker
--opt
--opt
--opt

docker
--opt
--opt
--opt

docker
--opt

volume create --driver local \

type=bind \
device=/opt/amorph/smartunifier/manager/conf \
o=bind smartunifier_conf

volume create --driver local \

type=none \
device=/opt/amorph/smartunifier/manager/repository \
o=bind smartunifier_repository

volume create --driver local \

type=none \
device=/opt/amorph/smartunifier/manager/versioning \
o=bind smartunifier_versioning

volume create --driver local \
type=none \
(continues on next page)
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(continued from previous page)
--opt device=/opt/amorph/smartunifier/manager/log \
--opt o=bind smartunifier_logs

Start Up
Go to the SMARTUNIFIER package and open the docker directory with the console.

1. Build docker image

{docker—compose build }

2. Start the manager with attached console

[docker—compose run smartunifier ]

3. Enter Master password and admin user credentials on request

© Note

Remove the default user set up in the credentials.properties file in order to set the master
password and to create a new admin user.

After the setup is done, a credentials file containing the master password can be used to start
the manager without having to input the password.

[docker—compose up -d

Product Information and Activation
Product Information

To open the product information section click on the Account icon (1) and select the About
SMARTUNIFIER section (2).

= /AMORPH.Pro SVMARTUNIFIER & O ®

>

=

frm
e

Integrate perfectly your
Production- IT using

/MORPH.pro

SMARTUNIFIER

The About SMARTUNIFIER section provides the following information:

1. Product name
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Manager version
License information
Activation button

Company details

o o & W DN

Privacy Statement URL

1 SMARTUNIFIER

Amorph Systems GmbH
Handwerkstr. 29
70565 Stuttgart, Germany

Y, +497116729122
& +49 711 2295 4503

o CLOSE

To exit the About SMARTUNIFIER section, click on the Close button (7).

Product Activation

The SMARTUNIFIER product requires a license (demo/paid) for activation. The license details
are displayed in the About SMARTUNIFIER section, as seen above.

The product activation can be done in two ways:
* Online
+ Offline

Online Activation

Follow the steps bellow to activate the product online:
+ Click on the Account icon (1) and select the About SMARTUNIFIER section (2)

= /AMORPH.Dro SMARTUNIFIER @ ®

>

5]
H Integrate perfectly your HyUnfer Adminston
= Production-IT using 25 Account
& dex Repository
@ 3  DarkTheme

= simpleu
[

9,  Administrati
[} ° (i) bout SMARTUNIFIE
a2 5] Sign Out

/AMORPH.pro

SMARTUNIFIER

+ Click on the Activate button (3)
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/ZMORPH.Pro SMARTUNIFIER

© AMORPH SYSTEMS GMBH 2021. All rights reserved

SMARTUNIFIER Manager version: 1.5.0-SNAPSHOT
- ;

Amorph Systems GmbH
Handwerkstr. 29
70565 Stuttgart, Germany

Y +497116729122
& +49 717122954593

Managing Directors: Dr. Frank Frauenhoffer, Dr. Karl-Heinz Frank
Company Location: Stuttgart, Germany
Local Court Stuttgart HRB 747156

Privacy https://amorph.pro/privacy-statement,

CLOSE

* Input the key license number (4) and click on the Activate button (5)

/MORPH.Pro SMARTUNIFIER

License Information

License number *
o 0000-0000-0000-0000-0000

O offline Activation

O o

+ The license key is registered, displaying the following details:

License Number, visible by clicking on the Show button (6)

License Type

Expiration date

Maximum number of available deployments

+ Click on the Update License button (7) to register a new license key or click on the Close
button (8) to exit.

/ZMORPH.QIro SMARTUNIFIER

License Information

License NUmber: sssssesscsssscsssssccsssscsssscssssscsns o ®

License Type: DEMO
Expires on: Nov 24, 2021

No. of deployments: 2

o ) © 2

Offline Activation

Follow the steps bellow to activate the product offline:

» Click on the Account icon (1) and select the About SMARTUNIFIER section (2)
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= /MORPH.prO SMARTUNIFIER @ ®
1

>
ke
&
i Integrate perfectly your i Unifer Administator
<---> Production-IT using 2 Account

E.  Re-index Repository

0 DparkTheme
& | I =

i X simpleul

I

9 Administrative »
ﬁ ° o ‘About SMARTUNIFIER

]

/ZAMORPH.pro

SMARTUNIFIER

+ Click on the Activate button (3)

/ZMORPH.Pro SMARTUNIFIER

© AMORPH SYSTEMS GMBH 2021. All ights reserved

SMARTUNIFIER Manager version: 1.5.0-SNAPSHOT
e ;

Amorph Systems GmbH
Handwerkstr. 29
70565 Stuttgart, Germany

S, 497116729122
& +49 71122954593

Managing Directors: Dr. Frank Frauenhoffer, Dr. Karl-Heinz Frank
Company Location: Stuttgart, Germany
Local Court Stuttgart HRB 747156

Privacy https://amorph.pro/privacy-statement,

CLOSE

* Input the key license number (4) and check the box for Offline Activation (5)
+ Copy the License Data (6) to an external storage unit

/ZMORPH.Pro SMARTUNIFIER

License Information

License number *

o 0000-0000-0000-0000-0000

o Offline Activation
License data

X010500A00X0X22A00H2200D200507XMO00MOIETEX0D2000A0A0000KP10XFFOOOUO0900AALT]

Please visit: hitps://licensing.amorph.pro to activate using the code above. 6

Activation data *

Cancel

+ From a device connected to the internet open the license URL (7)

sign out

+ Paste the License Data (6) into the Manual activation data field (8) and click on the Acti-

vate button (9)
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/AMORPH

systems

iy
(\AJ

9: 059
L)

.

Manual Product License Activation

¥

Manual activation data

0X@D20301EDY902X225R0B0108PEGAFAT720ARDBRFAGEDM24XY
FONETFROEUXAR0E 220X0087ACEDEH2 26XF XSDTOE 250DA3005 1

@E@S7XBIFEDROXGP1LXXXOEGXTR1ENSOAAT2DTHKIS2A0XE

Activate
Manual activation response

[ X1F4. BX1XYoMeR7347ED 281EA3Y080801D -
28GEY6ES@45430EX30AITL2X6X3710225BEQXEECLOAGCOBNT

FO30I7X700R2YCOATSET2ZXIALATPIBDCYOSTOXSXFDIOYDEYES

| XDFXC3@BDRE3HEEB36 1AEAGALEBDX1RIASDPT 23RETOSPB5O3X

7. BX4 56CB08 D29A2IGE2®
| X20011Y0BAPORSEXXEEE2VTABASKTXN302BKBXEG3AEXCAGCAL 2

- Copy the Manual activation response (10) to an external storage unit and paste it into the
Activation data field (11)

/ZMORPH.PIro SMARTUNIFIER

License Information

License number

GOUG—GODG—GGOG—UGOD'DGGd

Offline Activation

License data
0X0D20301EDY902X225R0B0108PEO0F0720A0D0RFO0EDM24XYFONE7F000UX0006220X0007(T]

Please visit: hitps:/licensing.amorph.pro to activate using the code above.
Activation dat

o 7A9S30YN41MX0CIIA0C220090X410TS915E06Y00XYYY090008 000Y40AETDO092060ABAEXODOC

@

+ Click on the Activate button (12) to finish. The license is registered, as seen bellow.

/ZMORPH.Qro SMARTUNIFIER

License Information

License Number: sssssessssssssssssssssassssscsssssssssns ®©
License Type: DEVELOPER
Expires on: Nov 24, 2021

No. of deployments: 60

Update License

Follow the steps bellow to update the license:
* Click on the Account icon (1) and select the About SMARTUNIFIER section (2)
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= /MORPH.prO SMARTUNIFIER @ ®
1
>
I
b
i Integrate perfectly your i Unifler Admiistator
<---> Production-IT using 2 Account
E.  Re-index Repository
& 0 DparkTheme
SMARTUNIFIER SY——
‘ ADVANCED IT-INTEGRATION PLATFORM
9 Administrative »
ﬁ 0 o ‘About SMARTUNIFIER

]

sign out

/ZAMORPH.pro
SMARTUNIFIER

+ Click on the License Information button (3)

/AMORPH.Pro SMARTUNIFIER

© AMORPH SYSTEMS GMBH 2021. Al rights reserved

'SMARTUNIFIER Manager version: 1.5.0-SNAPSHOT

License: / Expires on: 3 License Information

Amorph Systems GmbH
Handwerkstr. 29
70565 Stuttgart, Germany

Y, #49711672 9122

& +49 711 22954593
info@amorphsys.com
= morph.pro

Managing Directors: Dr. Frank Frauenhoffer, Dr. Karl-Heinz Frank
Company Location: Stuttgart, Germany
Local Court Stuttgart HRB 747156

Privacy https://amorph. pro/privacy-statement,

CLOSE

» Click on the Update License button (4)

/AMORPH.Pro SMARTUNIFIER

License Information

License NUmber: ssssssssssssssssssscssccnccsssssssssssse ©®
License Type: DEVELOPER
Expires on: Nov 24, 2021

No. of deployments: 60

o )

+ Input the key license number (5) and continue with Online Activation (6) or Offline Activa-
tion (7)

/ZMORPH.Pro SMARTUNIFIER

License Information

nse number *

Lice
5 A858D-117BC-04541-27A9A-57837

O offline Activation
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Credentials Management
Master Password and Administrator Account

When starting SMARTUNIFIER for the first time you will be asked to enter a master pass-
word. The master password is needed in order to store credentials securely inside a KeyStore
("unifier.jceks") file located on the user's local machine.

+ Enter your master password in the console and re-enter it (1). If the passwords do not
match, simply close the console, execute the UnifierManager.bat and enter the pass-
words again.

[&5] UnifierManager - SmartUnifierManagery

name":"unifie

:false,"jrelIm
loymentFolde

=== Smart Unifier Setup =

y the first time ...
input for tore setup

© Warning

If the master password is lost it cannot be recovered!

+ Enter the name for the administrator user account and the password (2).

adaptermanagerweb.bat

- Initializing keystor
- Using u input for

Ma * Pa
d setup completede

+ Open an Internet Browser (e.g., Safari, Chrome or Firefox) and navigating to http://
localhost:9000 and login using the administrator account just created.

MORPH.Pro
IARTUNIFIER

admin

You can add more users using the SMARTUNIFIER Manager Ul.
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Setting default credentials

You can define default credentials to avoid to re-enter the master password on startup.
1. Go to the SmartUnifierManager folder

2. Open the file UnifierManager.bat for a Windows installation (UnifierManager.sh for a in-
stallation on Linux/macQOS)

3. Add the following line:

set JAVA_OPTS=-Dunifier.administrator.credentials.file="%~dp0/conf/
—credentials.properties"”

4. Make sure that the file credentials.properties exists in the SmartUnifierManager/conf
folder

+ Set for unifier.keystore.password the master password as defined in the chapter
Master Password and Administrator Account.

Listing 11: credentials.properties file content

# Keystore password
unifier.keystore.password=<keystore_password>

# Default Administrator account credentials
unifier.administrator.username=<administrator_username>
unifier.administrator.password=<administrator_password>

Enabling HTTPS

Following configuration is required to enable https :
1. Browse to SmartUnifierManager/conf folder
2. Open application.conf for editing

3. Comment out (using #) following lines

play.server.http.port = 9000
play.server.http.address = "0.0.0.0"

4. Uncomment following lines and replace path_to_keystore and keystore_password with
valid data

play.server.http.port=disabled
play.server.https.port=9443

play.server.https.keyStore.path="path_to_keystore"
play.server.https.keyStore.password="keystore_password"

5. Save and close

By default, keystore type is JKS. PEM. PKCS12 format is supported. In order to change the
keystore type you need to add following configuration: play.server.https.keyStore.type=PEM

Generating a keystore is done using the following command:
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1 keytool -keysize 2048 -genkey -alias unifier -keyalg RSA -keystore unifier.
—keystore

+ keysize 2048 sets the keystore size in bytes. The larger the storage, the more difficult it is
to decipher an SSL key. Setting the keystore size to 2048 bytes is sufficient for high-level
security.

+ genkeypair generates a public key and an associated private key.

- alias unifier sets the alias for the SSL key; use this alias to reference keystore later, when
configuring the application.

+ keyalg RSA sets the encryption type for storage, which is RSA.

« keystore unifier.keystore, sets the name for the file into which the generated key will be
written

Next, you will "fill in a questionnaire”. The data you provide is stored in the SSL key.

Once the keystore is created, you can generate a public SSL key. Recall the keystore password
and run the following command (the terminal asks you to provide the correct password):

1 keytool -certreq -alias unifier -file unifier_csr.txt -keystore unifier.
—keystore

- certreq generates a public SSL key (which has also the name Certificate Signing
Request).-alias unifier sets the alias to refer to the key.

- file unifier_csr.txt creates a unifier_csr.txt file to store the key (this is different from the
keystore).

+ keystore unifier.keystore sets the key storage file.

You can skip this section if you are going to only test the HTTPS connection. However, if you are
going to use the generated SSL key for production, you need to send it to a Certificate Authority.

Copy the SSL key that you can find in the home/johndoe/csr.txt file. Note that you must copy
the entire contents of the file including the delimiters —BEGIN NEW CERTIFICATE REQUEST--
and -—END NEW CERTIFICATE REQUEST---. Without the delimiters, your key is not valid.

The SSL provider gives you two certificates in exchange for the key — the root and the interme-
diary certificates. (These certificates are called primary and secondary.) Add them both into
the keystore.

Use the following command to add the intermediary certificate to the keystore:

1 | keytool -importcert -alias secondary -keystore unifier.keystore -file <path_
—»to_secondary_certificate>.<ext>

« importcert tells the keytool library to import the certificates into storage.
- alias secondary sets the alias for the intermediary certificate.
« keystore unifier.keystore sets the necessary keystore for the certificate.

- file <path_to_intermediary_certificate>.<ext> sets the path to the file with the intermedi-
ary certificate.Remember to replace the <path_to_secondary_certificate> with the actual
path; and also use the proper file extension instead of <ext>.
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Similarly, you can add the root certificate to your storage, in this case you need to use a different
command:

keytool -importcert -alias unifier -keystore unifier.keystore -trustcacerts -
—file <path_to_root_certificate>.<ext>

External Version Control
Gitea
For the setup, make sure you meet the following prerequisites:
+ Alocal installation of Gitea .
+ An user account explicitly for SMARTUNIFIER - smartunifier.
+ An access token for this user account.
Once all prerequisites are met continue to authenticate SMARTUNIFIER to access Gitea:

1. Go to the application.conf file that is located in the SMARTUNIFIER package
SmartUnifierManager-windows-x64\conf

2. Add the sourceControl JSON object inside the unifiermanager JSON object:

sourceControl {

gitea = {

baseUrl="**Enter Url here**"
accessToken="**Enter access token here**"
}

}

Examples for configuration properties:

Property Example

baseUrl http://localhost/api/vl
accessToken 8748ea571d0395434eela®ab6f46163ba32d8c95e

Local
Configuration of the local version control:

1. Go to the application.conf file that is located in the SMARTUNIFIER package
SmartUnifierManager-windows-x64\conf

2. Add the sourceControl JSON object inside the unifiermanager JSON object:

sourceControl {
localgit {
repoFolder = "**path to local direcotry**"
}

}
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External Database
To connect SMARTUNIFIER Manager to a remote database follow the steps below:

1. Go to the application.conf file that is located in the SMARTUNIFIER package
SmartUnifierManager-windows-x64\conf

2. Add the database JSON object inside the unifiermanager JSON object:

database {

main-database {
driver = "net.sourceforge.jtds.jdbc.Driver"
url = "jdbc:jtds:sqlserver://<ip>:<port>;DatabaseName=unifier_db"
username = '"<username>"
password = "<password>"

3

cache-database {
driver = "net.sourceforge.jtds.jdbc.Driver"
url = "jdbc:jtds:sqlserver://<ip>:<port>;DatabaseName=cache_db"
username = ‘'<username>"
password = "<password>"
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CHAPTER
THREE

HOW TO INTEGRATE WITH SMARTUNIFIER

Each integration scenario follows the same workflow, which consists out of 5 steps:

* Information Models - describe and visualize communication related data using hierarchi-
cal tree structures

« Communication Channels - describe and configure the protocols needed for the scenario

* Mappings - define when and how to exchange/transform data between Information Mod-
els

« Device Types - define templates for Instances
* Instances - define applications that provide the connectivity

Below you can see an example of integration scenario and the necessary steps to establish
connectivity with SMARTUNIFIER:

Dashboard & Analytics

MORPH.pro
SMARTUNIFIER

SMARTUNIFIER-
Mana

—
Deployment

Information Models

What are Information Models

In the SMARTUNIFIER, an Information Model is defined as the data related to communication
that a device or IT system can provide. Each device or IT system is represented by an Informa-
tion Model. An Information Model is composed of elements known as Node Types, and these
models are structured hierarchically like a tree. This means that elements within an Information
Model can include additional elements. This hierarchical structure is essential for accurately
modeling the data structure of devices in a way that reflects their real-world complexity.

Before starting the modeling process for the data structure of, for example, equipment or an IT
system, it's crucial to have a clear understanding of the overall use case. Generally, each piece
of equipment or IT system that needs to be integrated will have its own Information Model.
However, if there are multiple pieces of equipment or IT systems of the same type, a single
Information Model can be used for all of them.

During the later stages of configuring a SMARTUNIFIER instance, the Information Model that
is included in a Mapping, as well as the Mapping itself, can be applied to a Device Types. This
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allows for the creation of multiple instances from a single device type. Therefore, the Informa-
tion Model serves as a blueprint for the data structure of a device or IT system and needs to be
created only once. Understanding the reusability of the Information Model is crucial.

This concept emphasizes that once an Information Model is established, it can be effectively
reused across different devices or IT systems of similar types, significantly streamlining the
configuration process and enhancing efficiency.

Contextualization

Contextualization describes the process and functionality of connecting and combining corre-
lated data, often across system boundaries. This context data can be stored and used internally
within SMARTUNIFIER by utilizing Information Models to define the data structures, in combi-
nation with the InMemory Communication Channel. The context data can then be reused and
mapped to other systems wherever the data is needed.

How to create a new Information Model

Follow the steps described below to create an Information Model:

+ Select the SMARTUNIFIER Information Model Perspective (1).

= /MORPH.Dro

SMARTUnifier Configuration <

Information Models E: o

Channel Types .‘.
Communication Channels ###
Mappings &
Device Types
Instances E]:
Deployments

Deployment Endpoints w
User Management aa

* You are presented with the following screen containing a list view of existing Information
Models.
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* In order to add a new Information Model, select the “Add Model” button at the top right

corner (2).
t= Information Models a M + o

+ On the following screen provide the following mandatory information: Group and Name
@3).

+ The “Apply” button at the top right corner is enabled after all mandatory fields are filled in.
Click the button to create a new Information Model (4).

+ The newly created Information Model is now visible as a node on the left side of the

screen.
+ Add Model o X

aQ

:
o equipment

Name
EquipmentMode]|

¥ [MODEL NAME] A

Description

« After the root model node is created, a new Information Model can be built up using defi-
nition types.

« Perform aright click on the root model node and select "Add Node" (5). Select a Definition
Type from the dialog (6).

+ Add Model o
M Equipment~al Q
M covipmentitode
equipment
o + adinoe > | 0@ Vanab\eo ;
0 cory B Feent EquipmentModel
Commang d
Description
Array
List
Property
Basics

Based on the specific use case and the communication channels involved, it is important to
select the appropriate Node Type. Node Types are key components of an Information Model
and include various elements such as variables, properties, events, commands, and collections
like arrays and lists.

Each Node Type is associated with a Data Type, which specifies whether it is a predefined data
type (such as String, Integer, Boolean, etc.) or a custom data type.

Example of a Node of Type Variable:
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Node Type Data Type

Temperature [Double]

Name

Naming Restrictions

There are specific restrictions on the naming conventions for Node Types. For instance, Scala
keywords are not permissible. Moreover, a Node Type name cannot begin with a nhumber, and

the underscore character "_" is the sole permitted separator.

If the name of the Node, for example, the name of a Variable, requires a specific naming con-
vention that cannot be used as a Node Type name, it can be customized using the "Field Name"
option within the corresponding Communication Channel. Supported Communication Chan-
nels with the option to set a custom field name include:

+ File Reader (CSV, JSON, XML)

* File Tailer (CSV, JSON, XML)

* File Writer (CSV, JSON, XML)

- MQTT (CSV, JSON, XML)

SFTP File Writer (CSV, JSON, XML)

+ WebSocket Client (CSV, JSON, XML)

O Hint

If you need to use a specific naming convention for a Node Type where restrictions apply
and the Channel does not support custom field names, please contact the SMARTUNIFIER
support team.

List of Scala Keywords Prohibited as Node Type Names in the Information Model:
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Scala keywords

abstract else lazy override super true
case extends match package this try
catch false new private throw type
class final null protected trait val
def finally object return true var
do for if sealed type while
else forSome implicit super val with
yield

Available Node Types

Variables
What are Variables

Variables in an Information Model are components that can contain either a specific value or a
structure composed of other variables.

Data Types

+ For variables intended to store specific values, use the Simple Data Type.

+ To create structures, use the Custom Data Type.

How to create a Variable

* Enteran ID (1)
+ Enter a Data Type (2)
+ Click the "Apply" button (3)

+ Add Model o
M EquipmentModel Qic
[ MyFirstVariable [String] 0 MyFirstVariable
Description
Properties

What are Properties

Properties are working similar to Variables. Properties can be used for XML attributes when
XML-files are subject to be processed by SMARTUNIFIER, although XML elements are still rep-
resented by Variables in the Information Model.
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Data Types

Property Node Types can be defined using Simple Data Types.

How to create a Property

* Enteran ID (1)
* Enter a Data Type (2)
+ Click the "Apply" button (3)

+ Add Model o
I EquipmentModel A a3
NEWNODE A oMyF tProperty
Descrif
Data Type
[ S
Events

What are Events

SMARTUNIFIER is an event-driven software. In this context an event is an action or occurrence
recognized by SMARTUNIFIER, often originating asynchronously from an external data source
(e.g., equipment, device), that may be handled by the SMARTUNIFIER. Computer events can be
generated or triggered by external IT systems (e.g., received via a Communication Channel), by
the SMARTUNIFIER itself (e.g., timer event) or in other ways (e.g., time triggered event). Typi-
cally, events are handled asynchronously with the program flow. The SMARTUNIFIER software
can also trigger its own set of events into the event loop, e.g., to communicate the completion
of a task. Each event defined in an Information Model has an event type.

An event type consists of one or multiple simple or structured variables. Clients subscribe to
such events to receive notifications of event occurrences.

Data Types

Event Node Types can be defined using Custom Data Type.

How to create an Event

* Enteran ID (1)
+ Enter a Data Type for the Event. e.g., "MyFirstEventType" (2)
» Click the "Apply" button (3)

+ Add Model o

M EquipmentModel A
[NEW NODE] A

aaaaaaa e

o MyFirstEventType x
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Within the Event Variables, Arrays or Lists can be added. Follow the steps below to add a Vari-
able:

+ Right click the Event node, select "Add Node" and choose a Definition Type (4)

+ Add Model

M EquipmentModel
EirstEvent [IyErSE MyFirstEvent

[ variable o
+ AddNode » Description

MyFirstEventType x

+ Enter an ID (5)
+ Enter a Data Type (6)
» Click the apply button (7)

+ Click the “Save” button at the top right corner (8) to save the Information Model

+ Add Model ©
[ Equipmenthodel A & § | 6
~ A MyFirstEvent [MyFirstEventType] o Variablel
EW/NODE| A
Description
o String x

What are Commands

Commands are functions, whose scope is bound by an owning Information Model, like the meth-
ods of a class in object-oriented programming. Commands within an Information Model are
typically invoked by an external IT system (e.g., an equipment) that triggers the command.
In addition, commands of a target Information Model (e.g., an MES) can be triggered by the
SMARTUNIFIER through a Mapping. A command contains one or multiple simple or structured
Variables. Also a command has a return parameter that likewise can be a simple or complex
data type.

The lifetime of the command invocation instance begins when the client calls the command and
ends when the result is returned. While commands may affect the state of the owning model,
they have no explicit state of their own. In this sense, they are stateless. Each command defined
in an Information Model has a command type.

Data Types

Command Node Types can be defined using Custom Data Type.

How to create a Command

* Enteran D (1)
+ Click the "Apply" button (2)
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+ Add Model ©

M EquipmentModel A Q2
A [4 [NEW NODE] A o MyFirstCommand
Parameters A

Description

The main two parts of a Command are the Request, referred to as Parameters within the
SMARTUNIFIER, and the Reply. Variables, Arrays and Lists can be added to both of these com-
mand parts.

Follow the steps below to add a Variable to Parameters:
+ Select the Parameters node from the tree (3)
+ Enter a Data Type (4)
+ Click the "Apply" button (5)

+ Add Model ©

M EquipmentModel A a’
a

E MyFirstComman

MyFirstCommandRequest x

+ Select the Reply node from the tree (6)
+ Enter a Data Type (7)
+ Click the "Apply" button (8)

+ Add Model ©

M EquipmentModel A a

Data Type

o MyFirstCommandReply x

Follow the steps below to add nodes under the Parameter and Reply node:

+ Right click the Parameter node, select "Add Node" and choose a Definition Type (9)

+ Add Model

M EquipmentModel
~EM omn

Description

1 AddNode » = Veriable o MyFirstCommandReply «

+ Enter an ID (10)
« Enter a Data Type (11)
* Click the "Apply" button (12)

+ Click the "Save" button (13) to save the Information Model
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+ Add Model (12 2

M EquipmentModel A a ° é
irstCommand o Request1
ar: ers [MyFirstComman: dRequest]

v NODE]

ODE] A

aaaaaaaa

Arrays
What are Arrays

Arrays are designed to store a fixed number of elements, all of which share the same data type.
The array's size needs to be specified in the Information Model's configuration. When defined
as a Custom Data Type, arrays enable the creation of structured elements including Variables,
Arrays, Lists, and Properties.

Data Types

« For Arrays containing values of a specific type, use the Simple Data Type.

* To create structures with other Note Types, use the Custom Data Type.

How to create an Array

* Enteran D (1)
+ Select a Data Type for the Array by clicking the Data Type Drop-Down (2)
+ Enter the size of the Array (3)
+ Click the "Apply" button (4)
+ Add Model o

M EquipmentModel A a °
[NEWNODE] [ 1] A MyFirstArray

Description

o
o sting x
o -

Lists
What are Lists

Lists allow to hold a collection of elements (Variables, Arrays, Lists, Properties).

Data Types

« For Lists containing values of a specific type, use the Simple Data Type.

+ To create structures with other Note Types, use the Custom Data Type.
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How to create a List

* Enteran ID (1)
- Enter a Data Type for the List. E.g., "String" (2)
+ Click the "Apply" button (3)

+ Add Model

M EquipmentModel A
[NEW NODE] A

Data Types

@ 2

o MyFirstList

Descriptio

esc n
o String X

There are two different types of Data Types that can be used in the Information Model:

Predefined Types
These are the standard (primitive) data types that are available in the SMARTUNIFIER. They
include,
Type Definition
Boolean true or false
Byte 8 bit signed value (-27 to 27-1)
Int 32 bit signed value (-231 to 231-1)
String Sequence of characters
Char 16 bit unsigned Unicode character (0 to 216-1)
Double 64 bit IEEE 754 double-precision float
Float 32 bit IEEE 754 single-precision float
Long 64 bit signed value (-263 to 263-1)
Short 16-bit signed integer
LocalDate- Immutable date-time object that represents a date-time, often viewed as year-
Time month-day-hour-minute-second.
Offset- Immutable representation of a date-time with timezone information.
DateTime

Data types like these can be applied to the following Node Types: Variables, Properties, Arrays,

Lists.

Example - Variable with a Predefined Data Type:

« Add a new Variable

+ Enter an ID (Name)

- select a predefined data type e.g., "String" (1)
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+ Add Model

M EquipmentModel
M MiySmpleVariable [Strin

MySimpleVariable

o String X

Custom Types

Custom data types are user-defined data types that can be created and used in the Informa-
tion Model. They can be applied to the following Node Types: Variables, Properties, Arrays,
Lists, Events, Commands. They come in handy, for example, when a complex data structure is
required.

The name of the Data Type is to be defined by the user. It is recommended to name custom
data types in a way that reflects the data structure they represent.

Example - Variable with a Custom Data Type:

+ Add a new Variable

+ Enter an ID (Name) e.g., "MyFirstComplexVariable"

+ Enter a custom name for the Data Type e.g., "MyFirstComplexVariableType" (1)
Now another Variable can be added under the "MyFirstComplexVariable" - Variable:

+ Perform a right click on the Custom Variable - "MyFirstComplexVariable"

+ Select "Add Node" and choose Variable (2)

+ Add Model

quipmentModel

£ Model

~ [ MyFirstComplexVariable [MyFirstComplexVariableType] o MyFirstComplexVariable
v StringVariable [String

Description

MyFirstComplexVariableType x

© Hint

Model Node Types with custom data types can be easily duplicated throughout the Informa-
tion Model by selecting the same custom data type for a new model node type.

Structures Required by Channels

The structure of an Information Model is influenced by the Communication Channel used in
the integration. Communication Channels can be classified into two types: data-driven and
event-driven communication.

+ Event-driven involves integration triggered by an event within a system, such as the re-
ceipt of goods. This event activates a Rule within the Mapping of SMARTUNIFIER.

+ Data-driven, on the other hand, is initiated by a change in the data within a system.
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+ Additionally, there is command-driven integration, where an event in one system immedi-
ately requires a response from another system. This differs from event-driven integration,
which does not anticipate a direct reply.

Below, a table presents some examples of use cases along with the Information Model struc-
tures they require:

Use Cases

Description

Communication
Channel

Information Model Structure

Data-driven

Event-
driven

Command-
driven

Retrieving data from
OPC-UA Server

Posting data on
MQTT Broker

Executing a Se-
lect request on a
database with pa-
rameters.

OPC-UA Client

MQTT client

SQL Database

Structure of Variables (Prede-
fined and Custom Data Types)
representing the data struc-
ture of the OPC-UA Server
Using Events with a structure
of Variables (both Predefined
and Custom Data Types) to
represent the data structure of,
for example, a JSON message.
Using Commands with struc-
tures of variables under Pa-
rameters and Reply

O Hint

The required structure for the Information Model corresponding to each Communication
Channels is described in the specifc Channel Type documentation.

Importing Data Structures

Data structures can be imported by using extensions, which is especially convenient when deal-
ing with complex structures that include many variables. The following import options are avail-

able:

« OpcUa Model Import : Data structures can be imported from an OPC UA server.

« JSON Model Import: JSON structures can be imported directly.

Information Models
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Shortcuts
Shortcut Action
CTRL+C Copy the selected object
CTRL+V Paste the object from the clipboard
ArrowUp Navigate up
ArrowDown Navigate down
ArrowLeft Navigate up or collapse node
ArrowRight Expand node
ALT +N Open a new contextmenu
CTRL+ X Cut the selected object
CTRL+D Duplicate the selected object

CTRL + DELETE Delete the selected object

Communication Channels

What are Channels

Communication Channel or simply Channel refers to a transmission medium. A Channel is used
to convey information from one or several senders (or transmitters). Communicating data from
one location to another requires a pathway or medium. These pathways are called Communi-
cation Channels, and the information is transmitted with the help of communication protocols.
Each Information Model can have one Channel or many, and each model can choose which
Channels it subscribes to. The information is transmitted through the Communication Chan-
nels in both directions: from the external system to the SMARTUNIFIER application and vice
versa.

How to create a new Channel

Follow the steps below to create a new Channel:

* Go to the Communication Channels perspective by clicking the "Communication Chan-
nels" button (1)
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= /MORPH.Dro

SMARTUnifier Configuration <

Information Models T::
Channel Types i‘.
Communication Channels ##
Mappings &
Device Types
Instances :IEI:

Deployments

Deployment Endpoints w
User Management an

+ To create a new Channel, select the "Add Channel" button at the top right corner (2)
444 Communication Channels a® + <

SHSREEN . 00 . : &

+ The creation of a Communication Channel is split up into two parts. First enter basic
information about the new Communication Channel

- Fill in the information for the Channel identifier such as: Group, Name and Version.
Description is optional (3)

- Besides that, associate the Channel with an Information Model (4)

- Select the type this Channel represents from the Drop-Down (5) - A list of available
Channel Types and a description of how to configure each of them can be found
below

+ Click the "Save" button (6) to save the Channel

Communication Channels 45



SMARTUNIFIER User Manual, Release 1.10.0

@ Add Communication Channel

© -
EquipmentChannel
Description
o demo.EquipmentModel.latest
o File reader (CSV)

Channel Types and Configuration

There are several Channel types available with SMARTUNIFIER. A listing of Communication
Channel types can be found at https://amorph.pro/getsmartertopic/smart-connectivity/. If a
specific Communicating Channel type is not available in this product version, please contact
Amorph Systems. In many cases the provision of a specific Communication Channel type can
be provided as extension to the standard product.

The configuration of the Communication Channels can be done on Channel, Device Type and
Instance level.

© Note

It's important to note that the configuration of a Channel can be overwritten as needed. For
example, the configuration made in the Communication Channel view can be changed in the
Instance view.

The following paragraphs lay out the configuration process of selected Channel Types. If the
Channel Type you want to use is not described, please contact Amorph Systems for configura-
tion guidance.

File-based

File Reader
Characteristics

+ File Reader monitors a specified folder - the so-called input folder
« If a file is inserted the following actions take place:
- The Trigger of the specified Rule in the Mapping is activated
— Thus, the Rule is executed
« After successful execution of the rule the file is moved into a so-called output folder
* In case of an exception the file is moved into an error folder

» The File Reader can be used for different file formats like CSV, JSON and XML
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Information Model Requirements

B

it

i
The first Node after the root node ﬁ must be of type Event ... Depending on the file format,
the Information Model needs to be built up accordingly:

i

Csv

+ Reading multiple lines from a CSV file requires a List

+ Datainthe CSV columns is represented by the Node Type Variable . Note that the order
of fields in the CSV file must match the order of Variables in the Information Model.

Below is an example of a CSV file containing multiple records and the corresponding Informa-
tion Model:

M FileReadercsV
A [4 IncomingDataEvent [IncomingDataEventType]

Pressure, Temperature, Timestamp, PartNr A [ Record [RecordType]

17.5,20,2020.06.11-06:56:31,0001 — B Pressure [Doubdle]
18.9,22,2020.06.11-07:56:31,0002

JSON

+ Reading a JSON file containing a list structure requires a List

+ Keys are represented by the Node Type Variable .

Below is an example of a JSON file containinga list and the corresponding Information Model:

<?xml version="1.0"?>
<Records>
<Record Location="Sensor_A">
<Timestamp>1712146584</Timestamp>
<Temperature>60</Temperature>

<Pressure>105</Pressure> ¥ FileReader
</Record> ~ 4 IncomingDataEvent [IncomingDataEventType]

<Record Location="Sensor_B"> ~ [ Record [RecordType]

<Timestamp>1712146594</Timestamp>

<Temperature>61</Temperature> 7, .
<Pressure>104</Pressure> T 7;,:fm¥, - »,‘?v;
</Record> @ B

<Record Location="Sensor_C">
<Timestamp>1712146604</Timestamp>
<Temperature>61.5</Temperature>
<Pressure>104.5</Pressure>
</Record>
</Records>

Communication Channels
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XML

+ Elements of the XML file are represented by the Node Type Variable &

« Attributes of the XML file are represented by the Node Type Property . In order to

assign attributes to elements in the Information Model, the element Node Type must

be a Custom Data Type.

Below is an example of a XML file containing multiple records and the corresponding Informa-
tion Model:

<?xml version="1.0"2>
<Records>
<Record Location="Sensor_A">
<Timestamp>1712146584</Timestamp>
<Temperature>60</Temperature>

<Pressure>105¢</Pressure> M FileReader

</Record> A 12 IncomingDataEvent [IncomingDataEventType

<Record Location="Sensor_B"> ~ Record[RecordTypé
<Timestamp>1712146594</Timestamp> Location [St
<Temperature>61</Temperature> — mesta i 5 [String
<Pressure>104</Pressure> M Terperat e Do b N

</Record> Mo A e )

<Record Location="Sensor_C">
<Timestamp>1712146604</Timestamp>
<Temperature>61.5</Temperature>
<Pressure>104.5</Pressure>
</Record>
</Records>

Configuration

In this example, the setup of the File Reader for CSV is illustrated.
1. Select the File Reader with the file format to be used from the Drop-Down.
2. Click the Configure button.

@ Add Communication Channel

demo.scenariol
FileReaderChannel
Description

demo.EquipmentModel.latest v

o File reader (CSV) - o

3. Ensure the root model node is selected to configure the File Consumer to String as well
as the CSV String to Model.

4. File Consumer to String - Configuration
+ Enter a path for the input folder - In Folder
+ Enter a path for the process folder - Process Folder
+ Enter a path for the output folder - Out Folder

* Enter a path for the error folder - Error Folder
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+ Specify the Polling interval and select the Unit

- (Optional) Select the checkbox File lifetime to delete files after the set time in the

output and error directories.

+ (Optional) Enter the number of files to keep in the output and error directories.

+ Select the CharSet according to the file in use

+ (Optional) Select the File Filter checkbox to limit the file size; files larger than the

threshold are moved to the unprocessed directory.

© Note

If Files to Keep is used with File Lifetime, this value takes precedence in the cleanup process,

meaning older files are not deleted until the threshold is reached.

444 Channel Configuration: doc.Filereader:Fil o

[ Equipmentmodel o aQ 2
~ [ csvDemoEvent [CSVDemoEventTypel

er\Output

Eror folder
C:\Unifier\Eror

Polling interval

File lifetime

5. CSV String to Model - Configuration
* Enter the Separator which is used in the CSV-file
+ If needed, set String delimiter, EOL delimiter and the Timestamp format
« If the CSV file contains a header enable Ignore first line

+ Specify the Polling interval and select the Unit

444 Channel Confi ion: doc.filereader:Fil : o

M EquipmentModel
ver

A & csvD

O 1gnore first line

DurationConfigurationType
10

Seconds

Communication Channels
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O Note

To configure XML to Model or JSON to Model navigate to the respective sections.

6. Specify the Event used by selecting the event node in the tree on the left side

7. File Consumer to String - Configuration
+ Enable the Event checkbox for the File Name Filter

+ Enter a Regular expression in order to determine which file is to be processed in the
input folder

8. CSV String to Model - Configuration

+ Enable the Event checkbox for the Csv Model Configuration

+ Start of processing

— If the entire content of the file is processed on this event enter a wildcard in the
RegEXx field

- If the processing starts at a specific line enter a regular expression in the RegEx
field to identify the line

9. Click the Apply button, then the Close button and save the Channel by clicking the Save
button

<>

6

444 Channel Confi ion: doc.fil <Fi :latest

M EquipmentModel < |
 [E] csvDemoEvent [CSVDemoEventType] o
]

o Enable event

EventFileNameFilter

Enable event

CsvModelConfiguration

Description of configuration properties:
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| Property | Description | Example
Separator Separator type, used in the csv file .8
Delimiter Values that have an additional delimiter like | "
"Date", "Time"
Eol Delimiter Defining Carriage return and/or Line Feed \r, \n

Timestamp for-
mat
ignoreFirstLine

TailFromEnd

InFolder
OutFolder
ErrorFolder

CharSet
ProcessFolder

Format of the timestamp

Delay between checks of the file for new con-
tent in milliseconds

Set to true to tail from the end of the file, false
to tail from the beginning of the file

Path leading to the Input Folder

Path of a node in the Information Model
Regular Expression for the message filter
used in the implementation

Encoding of the file in use

Regular Expression for the message filter
used in the implementation

YYYY-MM-DD HH:mm:ss
true, false

true, false
C:\FileConsumer\In
C:\FileConsumer\Out
C:\FileConsumer\Error
UTF-8, UTF-8 BON, etc

C:\FileConsumer\
Process

File Tailer

Characteristics

* The File Tailer monitors a given file in a specified location.

+ Data is processed line by line.
* Note that the File Tailer does not support the node type List in the Information Model.

* The File Tailer can be used for CSV Files.

Information Model Requirements

The first Node after the root node m must be of type Event

Csv

+ Datainthe CSV columns is represented by the Node Type Variable Note that the order
of fields in the CSV file must match the order of Variables in the Information Model.

M FileTailer
. A [4 IncomingDataEvent [IncomingDataEventType]
Pressure, Temperature, Timestamp, PartNr [ Pressure [Double]
17.5,20,2020.06.11-06:56:31,0001 — M Tempe e
18.9,22,2020.06.11-07:56:31,0002 M Time
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Configuration

In this example, the setup of the File Tailer for CSV is illustrated.
1. Select File tailer (CSV) from the Drop-Down.
2. Click the Configure button.

@ Add Communication Channel

demo.scenariol
FileTailerChannel
Description

demo.EquipmentModel.latest

o File tailer (CSV) - o

3. Make sure the root model node is selected to be able to configure the File Tailer to String
and CSV String to Model.

4. File Tailer to String - Configuration:
* Enter the File path for the CSV-file on your machine
+ Specify the Polling interval and select the Unit
+ Enable Tail from end if you want to pick up always the last line of the file

+ Enable Reopen between chunks if the file should be closed and reopened between
chunks

+ Select the Charset according to the file in use

44 Channel Confi ion: demo io1:FileTailerCl H ©

4 EquipmentModel o Q<
c

SVDemoEventType]

DurationConfigurationType

250

Millisecond

Tail from end
Reopen between chunks

UTF-8

5. CSV String to Model - Configuration:
* Enter the Separator which is used in the CSV-file as well as the String delimiter
* Input the Eol delimiter and the Timestamp format if one is used.
« If the CSV file contains a header enable Ignore first line

* Input the Polling interval and select the Unit
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444 Channel Configuration: demo.scenario1:FileTailerChannel:latest

M EquipmentModel
~ 3 csvDi Ev

© ® N o

Select the event node in the tree on the left side.
Check the Routes checkbox.

Enter a Regular expression for the message filter.

button on the upper right corner.

44 Channel Configuration: demo.scenario1:FileTailerChannel:latest

Description of configuration properties:

Click the Apply button, then the Close button and save the Channel by clicking the Save

Property Description Example
Separator Separator type, used in the csv file .
Delimiter Values that have an additional delimiter like "Date", "

"Time"
Eol Delimiter Defining Carriage return and/or Line Feed \r, \n
Timestamp for- Format of the timestamp YYYY-MM-DD
mat HH:mm:ss

File
Delay Millis

TailFromEnd

ReopenBe-
tweenChunks
routes
messageFilter-
RegEx

Path to the csv file

Delay between checks of the file for new content in mil-
liseconds

Set to true to tail from the end of the file, false to tail
from the beginning of the file

If true, close and reopen the file between reading chunks

Path of a node in the Information Model
Regular Expression for the message filter used in the
implementation

C:\test.csv
250

true, false

true, false

true, false

oo
*®

Communication Channels
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File Writer
Characteristics

 The File Writer writes data to a file in CSV, JSON, or XML format.
+ The data can be written to the file in either append mode or overwrite mode.

* The File Writer can be used for different file formats like CSV, JSON and XML
Information Model Requirements
The first Node after the root node m must be of type Event
Ccsv

+ CSV columns are represented by the Node Type Variable . Note that the order of the

Variables in the Information Model determines the order of the columns in the produced
CSV file.

Here is an example of the Information Model and how the data is written to the CSV file:

M Filewriter
~ |4 OutgoingDataEvent [OutgoingDataEventType] 21.09.22.0.1712146604 . 1001
i ] . b . B J

[ Pressure [Double
e | = | 25.0,23.0,1712146584,1002

JSON

* The key-value pairs are represented by the Node Type Variable .
* Objects require Variables of Custom Data Type.

« Writing list structures to a JSON file requires a List

Here is an example of the Information Model and how the data is written to the JSON file:
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M Filewriter
~ |2 OutgoingDataEvent [OutgoingDataEventType]
~ [ Record [RecordType]

XML

{

"Pressure": 21,
"Temperature": 22,
"Timestamp": "1712146604",
"PartNr": 1001

"Pressure": 25,

"Temperature": 23,
"Timestamp": "1712146584",
"PartNr": 1002

{
"Record":
: b A
}
]
}

« Attributes of the XML file are represented by the Node Type Property

+ In order to assign attributes to elements in the Information Model, the element Node Type

must be a Custom Data Type.

+ Writing list structures to a XML file requires a List

in the Information Model.

Here is an example of the Information Model and how the data is written to the XML file:

¥ FileWriter
~ |4 OutgoingDataEvent [OutgoingDataEventType]
~ [ Record [RecordType]

Configuration

<?xml version=

"1.0" encoding="UTF-8"?>

<OutgoingDataEvent>
<Record Location="Sensor_A">
<Timestamp>1712146604</Timestamp>
<Temperature>22.0</Temperature>
<Pressure>21.0</Pressure>

</Record>

<Record Location="Sensor_B">
<Timestamp>1712146584</Timestamp>
<Temperature>23.0</Temperature>
<Pressure>25.0</Pressure>

</Record>

</OutgoingDataEvent>

1. Ensure the root model node is selected in the Information Model.

2. Enter a path for the location where the file should be written.

O Note

If a path is entered without any slashes, it is interpreted as the name of a directory to be

created within the deployed Instance.
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M Filewriter ‘O\ hd
A [ OutgoingDataEvent [OutgoingDataEventType]
A [ DataList [DataListType]
O
v e €]

Path
o files|

3. Select the Event node in the Information Model.
4. Enable the checkbox Event context

5. (Optional) Enable Append to append data to the file. If this option is disabled, the existing
file will be overwritten.

6. Enter a Formatter for the file name. Placeholders can be used to dynamically name the
file. A placeholder can be a value from the variable itself, such as ${Timestamp}, or it can
be a direct timestamp format, such as T{yyyy-MM-dd_HH-mm}.

~
M FileWriter . a ?

~ [ OutgoingDataEvent [OutgoingDataEventType] e
~ |1 DataList [DataListType]

o Event context
EventContext
o Append
name form

Filenam atter
MyFile_T{yyyy-MM-dd_HH-mm}.xml| Q

O Note

If the file name changes, a new file will be created. For example, if the minute changes and
a timestamp is part of the formatter, a new file will be generated.

Databases

SQL Database
Characteristics - SQL Database

+ The SQL Channel can be configured for the following two scenarios:
- Inserting data
- Updating data
- Retrieving data

« When inserting values into the database please note that "infinity" values are converted
automatically into "null” values.

Information Model Requirements

Insert/Update

+ The node after the root model node must be of type Event .2 which represent a database
table.

+ In case of relational databases: Tables which are dependent on each other require a List
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+ Columns of databases are represented by Variables .

M patabaseModel
* MATERIALNR ORDER_NR  PRODUCT  CUSTOMER A |3 Databaselnsert [DatabaselnsertType]
1 HS787FSTC 121AXY_200  DemoCompany1 aterialNr [String]
2 HS787FSTC 123AXY_150  DemoCompany2 - M or
3 HS777FSTC 120 AXY_100 DemoCompany 1 v it
4 HS767FSTC 123 AXY_200 DemoCompany1 Cus

Select

« The Command "= defines that after a request is made, a reply with a result is expected.

« Parameters within a Command represent a collection of query parameter - query pa-
rameters are defined as Variables .

+ Reply “* within a Command represents the result of the Command - results are defined

as Variables .
¥ DatabaseModel
~ [ DatabaseCommand [Command_DatabaseCommand]
*  MATERIAL_NR ORDER_NR PRODUCT CUSTOMER ~ () Parameters [QueryParameters]
1 HS787FSTC 121 AXY_200 DemoCompany1 Mocet i
2 HST8TFSTC 123AXY_150  DemoCompany2 - B matevizihis [String]
3 HS777FSTC 120 AXY_100  DemoCompany1 ~ @ Reply [QueryResult]
4 HS767FSTC 123AXY_200  DemoCompany1l M cusieme oo

How to configure the SQL-Database

1. Select the root model node in the tree on the left.
2. Configure the database connection
+ Select the Database type
* Enter the database connection URL for the specific database type
— DB2: jdbc:db2:server:port/database
— HSQLDB: jdbc:hsgldb:file:databaseFileName;properties
— ORACLE: jdbc:oracle:thin:prodHost:port:sid
— PostgreSQL: jdbc:postgresql://host:port/database

- SQLServer: jdbc:sqglserver://[serverName[\
instanceName] [ :portNumber]] [;property=value[ ;property=value]]

— MariaDB: jdbc: (mysql |mariadb) : [replication: |loadbalance: |sequential: |aurora:]/
/<host>[:<portnumber>]/[database] [?<keyl>=<valuel>[&<key2>=<value2>]]

 Enter the database Username and Password or select it from the Credentials Man-
ager

+ Set the Maximum pool size
+ Specify the Alive check interval

+ Specify a Reconnection interval
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444 Channel Confi ion: demo. io1:SQLI
[ SQLDatabase a
A 4D ommand [Command_D: tCommand]
A () Parameters [DatabaseSelectCommandType]
>

SQL Database

o DatabaseConnection

Type*
SQLServer

Jdbe URL®

jdbe:sql

Credentals*

Username and password

Username and password

Username*
admin

Maximum pool size*

Alive check interval

Length*
15

Unitt
Seconds

Reconnection interval

Length*
30

Unitt
Seconds

Description of configuration properties:
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Table 1: Database Properties

Property

Description

Example

Type
Reconnectinterval

JdbcUrl

Username and password
Alive check interval

Maximum pool size

Type of the database

Time to reconnect if connec-
tion to the database fails
Url to connect to database

Credentials of the database
Duration between checks to
determine if a database con-
nection is still alive

Specifies the number of con-
nections that can be main-
tained in the pool (ensuring
that the database can han-
dle a specified number of si-
multaneous database inter-
actions)

MariaDB, SQLServer, ORACLE,
HSQLDB, DB2, PostgreSQL
10 (in milliseconds)

+ jdbc:sqlserver:
//localhost:1433;
databaseName=
unifier;
trustServerCertificate=
true

+ jdbc:mariadb:
//localhost:
3306/unifier?
connectTimeout=5000

+ jdbc:db2://127.0.0.1:
50000/TESTDB

+ jdbc:hsqldb:file:
\protect\T1\
textdollardbFileName;
shutdown=true

+ jdbc:postgresql://127.
0.0.1:5432/postgres

+ jdbc:oracle:thin:
@localhost:
1521/MYCDB - See
the Oracle info

e.g.: 15 (seconds)

e.g. 10

O Note

The configuration of specific information model nodes differs whether you want to perform
an insert or an select statement on the database. Inserting data into the database requires
an event node whereas selecting data requires a command node in the Information Model.
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jdbc:sqlserver://localhost:1433;databaseName=unifier;trustServerCertificate=true
jdbc:sqlserver://localhost:1433;databaseName=unifier;trustServerCertificate=true
jdbc:sqlserver://localhost:1433;databaseName=unifier;trustServerCertificate=true
jdbc:sqlserver://localhost:1433;databaseName=unifier;trustServerCertificate=true
jdbc:sqlserver://localhost:1433;databaseName=unifier;trustServerCertificate=true
jdbc:sqlserver://localhost:1433;databaseName=unifier;trustServerCertificate=true
jdbc:mariadb://localhost:3306/unifier?connectTimeout=5000
jdbc:mariadb://localhost:3306/unifier?connectTimeout=5000
jdbc:mariadb://localhost:3306/unifier?connectTimeout=5000
jdbc:mariadb://localhost:3306/unifier?connectTimeout=5000
jdbc:db2://127.0.0.1:50000/TESTDB
jdbc:db2://127.0.0.1:50000/TESTDB
jdbc:hsqldb:file:\protect \T1\textdollar dbFileName;shutdown=true
jdbc:hsqldb:file:\protect \T1\textdollar dbFileName;shutdown=true
jdbc:hsqldb:file:\protect \T1\textdollar dbFileName;shutdown=true
jdbc:hsqldb:file:\protect \T1\textdollar dbFileName;shutdown=true
jdbc:postgresql://127.0.0.1:5432/postgres
jdbc:postgresql://127.0.0.1:5432/postgres
jdbc:oracle:thin:@localhost:1521/MYCDB
jdbc:oracle:thin:@localhost:1521/MYCDB
jdbc:oracle:thin:@localhost:1521/MYCDB

SMARTUNIFIER User Manual, Release 1.10.0

© ORACLE

The JDBC Driver by default is not included in the SMARTUNIFIER package. To use the
database type Oracle please follow these steps:

1. Review and accept the Oracle License Agreement
2. Navigate to ..SmartUnifierManager/repository/amorphsyslib/com.oracle.database.jdbc/ojdbc11/jars

3. Download the Oracle JDBC Driver and add it to the specified directory

Select Statement
1. Select the command node in the tree on the left.
2. Check the Custom Query checkbox
* Enter the SQL Query

+ (Optional) Check the Set empty variables to NULL if emtpy variables should be set
to NULL in the SQL statement

+ (Optional) Check the Log query checkbox to explicitly allow logging of the defined
SQL statement to the database.

+ (Optional) Check the Log result checkbox to explicitly allow logging the entries (re-
sult) the query returned.

O Note

Both the logging options (Log query and Log result) are recommended settings during the
configuration and testing of the communication instance. In production mode, this should
be disabled.

444 Channel Confi ion: demo io1:SQLl <>

[T SQLDatabase

~ [ DatabaseSelectComman d [Command_D. ommand] o
ara
o

abaseSelectCommandType]

o W Custom query

SelectCommandReplyType] I
ng] select CUSTOMER_NAME from CUSTOMER where ORDER_NUMBER = ${ORDER_NUMBER}

[ setempty variables to NULL
O vLogquery

[ Logresuit

3. Each variable under Parameters and Reply needs to be assigned to a corresponding
database column. To configure this, select the variable node under Parameters and then
choose the appropriate option in the tree structure.

4. Check the Assign database column checkbox
+ Enter the Column name as it is defined in the used database

+ (Optional) Check Not used to exclude the variable from the database operation
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$34 Channel Confi ion: demo io1:sQL

[M sQLDatabase
A [ DatabaseSelectComman d [Comman d_DatabaseSelectComman d]

~ () Parameters [DatabaseSelectCommandType] l

¥ custom query

[<]<]

~ (D Rey

el

ly [DatabaseSelectCommandReplyType]
- o @ Extended column configuration

[<]<]

Column
MATERIAL_NR

[ Notused

Insert Statement
1. Select the event node in the tree on the left.
2. Check the Insert checkbox
* Enter the Table name
+ (Optional) If required enter a Schema name
+ (Optional) Enter the Primary key column name

+ (Optional) Check Log query to explicitly allow logging of the defined SQL statement
to the database. This is recommended during the configuration and testing of the
communication instance. In production mode, this should be disabled.

444 Channel Confi ion: demo io1:SQLl

[ SQLDatabase
A 4D vent [DatabaselnsertEvent Type] o

o ¥ nsert

Table name - if different than the event nam
SU_DEMO_UC1_TABLE

Schema
dbo

O Logquery

3. Select the variable node in the tree on the left
4. Check the Assign database column checkbox
+ Enter the Column name

+ (Optional) Check the Insert auto generated key from parent checkbox if the column
relates to its parent

+ (Optional) Check Not used to exclude the variable from the database insert operation

O Note

Configuration of the column name is only necessary if the column name in the database is
different compared to the variable defined in the Information Model.
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$3 Channel Confi ion: demo, io1:5QL ® < v X

[ SQLDatabase o

~HD nt [D: tEventType] SQL Database
Equipmentld [String] o

& insert

o & Extended column configuration

DatabaseColumn

Column
EQUIPMENT_ID

[J Insert auto generated key from parent

[J Notused

InfluxDB v1
InfluxDB v1 is the initial version of the high-performance time-series database designed for

time-stamped data storage and real-time analytics, for more information visit the influxdata
website.

Information Model Requirements
Writing
| £ |
- Measurements are represented by Event .= and Complex Variables
+ Fields are represented by Variables &4 by default

+ Tags and Time are as well represented by Variables but they have to be specifically
configured (see below Tags configuration and Time configuration)

¥ influxDB
A~ |3 ModuleA [DBDataType]
W ProductNo [String]
OrderNo [String
Wl Termperature String

+ Arrays " can be used to set use an index

M influxDB
A [ Data [DataTypel]

(= =
Gy LG

i i

(o
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Reading

+ Reading from InfluxDB is done using Command £=5, Complex Variables and Lists

+ Result variables are optional, so the number of variables can be fewer than those returned
by the query

+ For the time the types string, long and OffsetDateTime are supported

+ Variables in the requests can be used as parameters for building the query using the
${MyVariableName} pattern

+ For ungrouped result the following command reply structure needs to be used

~ [@ RequestWeatherData [Command_RequestWeatherData]
~ () Parameters [RequestWeatherDataType]
> SELECT * FROM "Weather" WHERE time >= now() - 208s ORDER BY time ASC trir

name: Weather ~ (3} Reply [RequestWeatherDataReplyType]
time humidity location temperature zipCode . .
1752567115782487000 68.470947265625 LocationA 21.54784393310547 7154 ﬁ ~ I values [Va|uesType]

1752567119782624600 58.52103042602539 LocationB 27.041414260864258 4343
1752567123782794000 67.75028991699219 LocationB 27.426149368286133 4343
1752567127782919600 53,928497314453125 LocationA 28.431154251098633 7154
1752567131783102000 69.3249740600586 LocationB 20.949594497680664 4343

+ For grouped result the following command reply structure needs to be used

> SELECT * FROM "Weather" WHERE time >= now() - 20s GROUP BY "location"::tag ORDER BY time ASC
name: Weather

tags: location=LocationA ~ [& ReguestWeatherDataGrouped [Command_RequestWeatherDataGrouped)]
time humidity temperature zipCode r T StW her r

1752566179742156000 61.93437957763672 22.298673629760742 4343 ~ @ Reply [Eequest.Wea1herDataGrGUpedRepIyType]

1752566183742804000 54.274532318115234 20.304012298563984 4343 ~ |1 series [SeriesType]

name: Weather .

tags: location=LocationC ﬁ ~ | tags [SeriesTagsType]

time humidity temperature zipCode at 1

1752566171741872000 61.24681854248047 27.42499351501465 7154 ~ [ values [SeriesValuesType]

1752566187743166000 54.62199401855469 22.06602668762207 1235

name: Weather
tags: location=LocationD
time humidity temperature zipCode

Configuration

1. Select the root model node in the tree on the left.
2. Configure the InfluxDB.

+ Enter the URL to the database

* Enter the Database name

 Enter the database Username and Password or select it from the Credentials Man-
ager

- Enter the Batch size - writes data in batches to minimize network overhead when
writing data to InfluxDB

+ Enter the Flush interval and select the Unit (Please note that too short interval might
cause data loss!)
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444 Channel Confi

demo.ii c )B:latest

A influxDB
A [d UpdateWheatherData [WheatherDataType]
M zioCoce [String]

i U Float]
~ [l WheatherData2 [WheatherData2Type]

o Q

o hitp://localhost:8086
InfluxDB1
None
Batch iz
1000
Flush interval (ms)

500

Description of configuration properties

Property Description Example

URL Database URL and port http://127.0.
0.1:8086

DB Database name InfluxDB

Name

Creden- Database credentials None

tials

Batch Data written in batches 1000

size

Flush in- Delay between data flushes in milliseconds, at most batch 1000

terval size records are sent during flush

Mea- Name of the measurement stored in influxdb WeatherData

sure-

ment

Tag Optional tag to be added to the measurement Type=Station

names

Writing / Event Configuration

3. Select the event node

4. Enable the checkbox to configure the event

« Enter the Measurement - if it differs from the event name

* Enter Tags - comma separated

44 Channel Configuration: demo.influx:InfluxDB:latest

M influxDB

~ |3 UpdateWheatherData [WheatherDataType] o

ta2 [WheatherData2Type]

aQa ¢

o ¥ Enable

Measurement (optional I differ
WheatherData

Type=Station1
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Tags

Tags are metadata for the data. They're made up of key-value pairs, and they describe attributes
of the data that don’t change every time the data point is recorded. To configure a variable as
a tag follow the steps below:

5. Select the variable which should be a Tag
6. Enable Extended configuration
+ Select Tag from the drop-down menu

« Enter a Name - if it differs from the variable name

444 Channel Confi ion: demo.influx: )B:latest o

I influxDB
~ A UpdateWheatherData [WheatherDataType] a

¥ Enable

o ¥ Extended configuration

~ [l WheatherData2 [WheatherData2Type]

Fields

Fields represent the actual data stored and consist of key-value pairs. Unlike tags, fields aren't
indexed. Variables not explicitly configured are automatically recognized as fields by the In-
fluxDB Channel.

If the field name should differ from the variable name in the Information Model, follow the steps
below:

7. Select the variable which should be a field
8. Enable Extended configuration
+ Select Field from the drop-down menu

« Enter a Name - if it differs from the variable name

fr i i i . )B:
144 Channel Config demo.in B:latest <>

M influxDB
~ [H Update

atherData [WheatherDataType]

¥ Enable

0 o B Extended configuration

~ [ Wheat! therData2Type]

Time

Timestamps indicates when a data point occurred and, in combination with its tag set, uniquely
identifies that data point in a series. The time can be provided as:

+ Long value (unix timestamp)
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» String (format needs to be provided in the configuration)
+ OffsetDateTime
To configure a variable as a time follow the steps below:
9. Select the variable which should be a time
10. Enable Extended configuration
+ Select Time from the drop-down menu
+ Select the Precision (Only for variables of type Int or Long)

+ Enter a Formatter (This is required if time is provided as a String)

44 Channel Configuration: demo.influx:InfluxDB:latest o

¥ cEnable

0 @ Eextended configuration

Time

Time
NS

YyyyMMdd-HHmm

Arrays

11. Select the Array
12. To configure the Array select Extended Configuration
+ (Optional) Enter an Index name

+ (Optional) Enter a Field name if the event node name differs from the actual name
in InfluxDB.

+ (Optional) Enter Tags separated by commas e.g., (location=NewYork, street=xxx)

444 Channel Confi ion: demo.i ) )B:latest €

A influxDB Q °
~ [4 UpdateWheatherData [WheatherDataType]
M ioCoce [String

¥ Enable

o B2 Extended configuration

WheatherData2Type] n

Reading / Command Configuration

20. Select the command node
21. Enable the checkbox to configure the command
22. Enter the query.

For using variables in the query the ${MyVariableName} pattern can be used
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44 Channel Configuration: demo.influx: latest

® o v X

3 InfluxDB InfluxDB
- [Command._|

DataGrguaed]
~ [Command._f ] w
A @ Parameters [RequestWeatherDataType] & Enable
zipCode [String]

p! o InfluxDB query*
~ @ Reply [ ujs‘wea‘he’Da‘aRep'yType] vssucv FROM "Weather" WHERE (‘zipCode":tag = '${zipCode}) AND time >= now() -5m ORDER BY time ASC
name [String]
- [0 values [ValuesType]

hurnidity [Float]
 [3 UpdateWeatherData [UpdateWeatherDataType]

InfluxDB v2
Characteristics - InfluxDB v2

In case of a time series data use case where you need to ingest data in a fast and efficient way
you can use InfluxDB.

Information Model Requirements

Inserts using Events

i

p

i
- The node after the root model in this case is of the type Event .= which represent a
database table.

|

* Fields are represented by Variables .

¥ influxDB
A~ |3 ModuleA [DBDataType]

T | - - ey
e o A L [ "t

<B<B<Q<]
[
5
(-]
([
5
i
Pl
h
b
[

Inserts using Custom Data Types
+ Complex Variables & (ModuleA) represents Measurements

« Variables underneath within the complex variable (Temperature) represents Fields

[ influxDB
~ [ ModuleA [ModuleType]

Bl Temoerature |

]

L

+ Arrays "~ can be used to set use an index
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M influxDB
~ [ Data [DataTypel

- -

How to configure InfluxDB v2

1. Select the root model node in the tree on the left.
2. Configure the InfluxDB.
+ Enter the URL to the database
+ Enter the Organization defined in the database
+ Enter the Bucket defined in the database
+ Enter the Token or select it from the Credential Manager

+ Enter the Batch size - writes data in batches to minimize network overhead when
writing data to InfluxDB

+ Enter the Flush interval and select the Unit (Please note that too short intervalls
might cause data loss!)

44 Channel Confi i : )B:latest

[ influxDB o Q<
W a [WheatherDataEvent]
o http://127.0.0.1:8086

~ [ Mackh taEvent] amorph

dev
TokenConfiguration

TokenConfiguration

A7xh9QhoRKaFTbYjwXfULVUy7vgSIVEdLSL AcaDSEPWPOLE TBGBISKJENGIRMZKY LbzEOLQspm52ytLzKg0qDg==

Event Configuration
1. Select the event node
2. Enable the checkbox to configure the event

« Enter the Measurement - if it differs from the event name

* Enter Tags - comma separated
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HQ Channel Configuration: demo:InfluxDB:latest

~
M nfluxbB a °
A [ UpdateWeatherData [WeatherDataEvent] o
Mzp g
o Enable
humid InfluxDbEventContext
A |3 MachineData [MachineDataEvent]
M oover - feasurement (optional if different from the event name)
e - WeatherData
runt
ag names (optional, comma separated: location=New York,street=
Type=Station

Configuration of Tags
5. Select the variable which should be a Tag
6. Enable Extended configuration
+ Enter a Name - if it differs from the variable name
+ Enable the checkbox IsTag

4 Channel Configuration: demo:InfluxDB:latest

M influxDB
~ [ Updat Data [WeatherD ]

Enable

Yl InfluxDbEventContext
A [2 MachineData [MachineDataEvent]
po tion [Float] o Extended configuration

InfluxDbVariableInEventContext
Name (op
ZipCode

IsTag

Configuration of fields
7. Select the variable which should be a field
8. Enable Extended configuration
+ Enter a Name - if it differs from the variable name
+ Leave the checkbox IsTag disabled

4 Channel Configuration: demo:InfluxDB:latest

M influxpB
~ [3 UpdateWeatherData [WeatherDataEvent]

Enable

[MachineDataEvent]
nsumption [Float] o Extended configuration

InfluxDbVari ontext

InfluxDbEventContext

Name (optiona
Temperature

[ IsTag

Array Configuration

<>

<>

<>
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9. Select the Array
10. To configure the Array select Extended Configuration
+ (Optional) Enter an Index name

+ (Optional) Enter a Field name if the event node name differs from the actual name in
InfluxDB.

+ (Optional) Enter Tags separated by commas e.g., (location=NewYork, street=xxx)

44 Channel Configuration: demo:InfluxDB:latest @5

M influxDB
~ [d UpdateWeatherData [WeatherDataEvent]

M:

Enable

h |
A A MachineData [MachineDataEvent]

M powerConsumption [Floa

InfluxDbComplexVariableContext

o Extended configuration

A [ MachineData2 [MachineData2Type] InfluxDbArraylnComplexVariableContext

funtirmes Int 500 o

Index name (optional, default is 'index’)
Field name (optional if different from variable name

Tags (optional, comma separated: location=New York,street=xxx)

Description of configuration properties:

Property Description Example
URL Database URL and port http://127.0.
0.1:8086

Organi- Name of the Organization CompanyName
zation
Bucket Name of the Bucket Database_1
Creden-  Token-based authentication Token
tials
Batch Data written in batches 1000
size
Flush in- Delay between data flushes in milliseconds, at most batch 1000
terval size records are sent during flush
Mea- Name of the measurement stored in influxdb WeatherData
sure-
ment
Tag Optional tag to be added to the measurement Type=Station
names

InMemory

Characteristics - InMemory

The InMemory Communication Channel can be used to cache data for reuse in the Mapping.

Data can be stored persistently by writing the data structure of the Model and the values of the
Variables to a file in JSON format. If no values are mapped to the Variables of the InMemory
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Information Models, the values are set to null an initial value.

BaTlda2b-Tc24-4%aa-8cdb-d221fa X +

[E

Datei Bearbeiten Ansicht

"productNumber”: null,
"orderNumber”: null,
"equipmentId”: null

Fig. 1: Example JSON file

Information Model Requirements
The following Node Types can be used to model data structures:
« Variables with a Simple Data Type.

* Variables with a Custom Data Type.

¥ Context

Fig. 2: Example Information Model

How to configure InMemory

1. Select the root model node
2. (Optional) Enable persistence if the data should be stored persistent
+ Adjust if necessary the Flush interval — it determines how often data should be per-

sisted (flushed) to a file
+ Enter a File name - by default the identifier (Id) of the Communication Channel is set

as file name
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Context 0

productNumoer [String]
crderNumber [String]
equipmentld [String] o Enable persistence

Flush interval

e
>

In-Memory Channel

Length*
60

Unit*
Seconds

File name (optional)

3. Select a Variable if an initial value should be set

4. Enable Set initial value and enter some data

Q0

Context
productNumber [String]

orderNumber [Stringl
A cquicmentid [String] o o 7 setinitial value

Value

eq_001

In-Memory Channel

Protocols

MQTT
Characteristics - MQTT

MQTT is an OASIS standard messaging protocol for the Internet of Things (IoT). To learn more
about the standard visit the MQTT website.

Information Model Requirements

|
* The first node after the root node, m , must be of type Event i.2 or Variables with a
Simple Data Type.

+ The following Node Types can be used under the Event Node:
- Variables with a Simple Data Type represents the key-value pairs.

— Variables with a Custom Data Type represent objects that can contain key-value
pairs.

— With Lists "= you can aggregate multiple variables.
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© Hint

When publishing a topic, the Information Model dictates the payload's structure.

© Hint

When subscribing to a topic, ensure that the Information Model structure aligns with the
payload.

Configuration - MQTT Channel

1. Select the MQTT (JSON) as Channel Type.
2. Click the Configure button.

@ Add Communication Channel

demo.matt
Host
Description

demo.mqtt.MQTT.latest

© oo S

3. Select the root model node
4. Configure the MQTT To String configuration:
+ Enter Host and Port of the MQTT Broker used

« If required, adjust the default values for Reconnect interval, Connection timeout,
Keep alive interval and the Unit for each

+ Specify a path to a folder on your local machine. The temp directory inside the SMAR-
TUNIFIER Manager can be used as well.

+ (Optional) Specify a Client ID
+ Set the Quality of Service (QoS)
+ (Optional) Enable Retained if required

+ Select Username and password in order to manually enter the credentials or select
Username and password credentials reference to add it from the Credentials Man-
ager. If there are no credentials needed (e.g., test.mosquitto.org) select None.
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44 Channel Confi ion: demo.mgqtt:Host:1 133 X
mvar e @ 2 MQTT to String

~ @ MattEvent [MqttEventType]

o 127.001

1883

Reconnect interval

5

seconds -

Connection timeout

60

seconds -

Keep alive interval

60

seconds -

&4 Channel Confi ion: demo.mgtt:Host: <> X

mwvart o S temp
~ [ MqttEvent [MqttEventType]
> ° client 1D

M-

Q080 -
[ Retained
None v

5. Select the event node in the tree on the left.
6. Enable either Producer or Consumer depending on the use case and enter a Topic name.

7. Click the Apply button.

44 Channel Configuration: doc.mqtt:MQTT:latest B o
v Yoag a < 67
 [E MgttEvent [MqttEventType] o MQTT to String
M <cuipmzntic [String
[J consumers
; a o Producers

TopicConfiguration

TopicName

O Note

The Producer and Consumer options can be enabled for a Variable node, allowing it to pro-
duce or subscribe to/from a single variable

444 Channel Confi ion: demo.mqtt:Host: o o
MvarT a ¢ d
M temperature [Double] o MQTT to String

[ consumers

o Producers
Topic

TopicName|

Following are some examples of different data types:
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Csv

+ CSV columns are represented by the Node Type Variables &&. Note that the order of
the Variables in the Information Model determines the order of the columns in the MQTT
output.

Here is an example of the Information Model and how an CSV input is displayed in MQTT:

B matt
~ [A MgttEvent [MgttEventType]

¥ test.mosquitto.org
MillingMachine = 2024-11-22T09:31:46 123Z MM123.0RD876 MAT753.GOOD

JSON

Here are some examples, of how a JSON could be output in MQTT:
M matt

A [H MgttEvent [MqttEventType]

o~ ¥ test.mosquitto.org
> i ine = {' +2024-11-20T15:00:00.000Z","equipmentld™"MM123" "orderNr™:"ORDIBTT", materialNr""MAT567","quality":"GOOD"}

When dealing with complex variables, it is possible to produce to multiple subtopics by config-
uring them individually.

For example:
+ The complex variable "Mqtt" has the default topic "Mqtt", this can be changed if needed.

+ The nodes within that topic are structured as "Mqtt/nodename", when outputted in mqtt.

M matt ¥ MillingMachine
~ A Maqtt [MqttEventType] timestamp = "2024-11-20T15:00:00.000Z’
timestamp [String equipmentld = "MM123"
" orderNr = "ORDI37T"
materialNr = "MAT567"
quality = "GOOD"

+ String

Variable Configuration

This configuration can be used when certain keywords or reserved words from the data set are
not allowed in the Information Model. For example, for the Scala keywords like 'type’, you might
name it ‘Type' in the Information Model. Subsequently, in the Channel configuration, you can
assign its actual name using the Field name input.

To configure the field name follow the steps described below:

444 Channel Configuration: demo.xml <>

M matt a s
~ [ MqttEvent [MgttEventType] o

& Producers

Topie
MillingMachine

o &2 Events configuration

Communication Channels 75



SMARTUNIFIER User Manual, Release 1.10.0

1. Select the event in the tree on the left.

Check the box for the Events configuration.
Select the variable in the tree on the left.
Check the box for the Variable configuration.

Input the Field name, representing the reserved word.

o a0 » w D

Click on the Apply button.

> 44 Channel Confi ion: demo.xml-mgtt: 8 <

b M matt a ° 6

~@M pel :

Certificates

Encrypted connection using TLS security is supported. Follow the steps below to encrypt the
connection.

1. Enable Hostname Verification (optional)
2. Enable the Tls Configuration checkbox

+ Enter the path to the CA (certificate authority) certificate of the CA that has signed the
server certificate

O Note

Make sure the CA certificate is valid.

3. Enable the Client checkbox

+ Enter the path to the Client certificate. The client certificate identifies the client just like
the server certificate identifies the server.

* Enter the path to the Private client key.
« If applicable select to enter a Password or to add from the Credentials Manager.

+ Select the Protocol from the Drop-Down.

™ i i io.i 4
#1% Channel C json: <>

I JsoN w Hostname Verification
~ [ FileEvent [FileEventType]
M =cuipmentld [String o

TLS Configuration

C:\AWS\AWS_IoT_Certificates\Certificates\Test\AmazonRootCA1. pem

Client

C:NAWS\AWS_IoT_Certificates\Certificates\Test\6940074661-certificate.pem.crt

WS_IoT_Certificates\Certificates\Test\6940074661-private pem key
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Disconnected Buffer

In case the connection is lost, messages can be buffered offline when the Disconnected Buffer
is enabled. Follow the steps below to enable the DisconnectedBuffer.

1. Enable the Disconnected Buffer checkbox.

2. Set the Buffer size - defines the number of messages being hold e.g., 5000.

3. (Optional) Enable Persist Buffer.

4. (Optional) Enable Delete Oldest Message.

344 Channel Config

[ JsoN
~ [ FileEvent [FileEventType]

i0.json2d:

500

Qg :
Disconnected Buffer

O Persist Buffer
[0 Delete Oldest Message

Description of configuration properties:

Property Description Example

host URL of the MQTT Broker. test.
mosquitto.
org

port Port of the MQTT Broker. 1883

reconnectin- Time interval to reconnect to the MQTT Broker after loss 5

terval of connection in seconds

connection- Time interval the connection times out in seconds 60

Timeout

keepAlivelnter- Time the session persists in seconds 60

val

persistence- Path to a folder for the persistence store of the MQTT temp

Folder

clientld Identifies an MQTT client which connects to an MQTT MyClientID

Broker

username Client username Username

password Client password Password

hostnameVeri- Hostname Verification true, false

fication

tls Encryption true, false

producers Data producer true, false

consumer Data consumer true, false

protocol TLS protocol version TLSv1.1,
TLSv1.2

disconnected-
Buffer
bufferSize
persistBuffer
deleteOld-
estMessage

Offline buffering of data

Amount of message allowed in the buffer
Buffer persistence
Delete oldest message in buffer

true, false

5000
true, false
true, false
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Modbus
Characteristics - Modbus

MODBUS is an application-layer messaging protocol, positioned at level 7 of the OSI model. It
provides client/server communication between devices connected on different types of buses
or networks. To learn more about the standard visit the MODBUS website.

Information Model Requirements

+ The following Node Types can be used to model a register:

- Variable

with a Simple Data Type.

— Variables &4 with a Custom Data Type.

Configuration - Modbus

1. Select Modbus/Tcp Client as Channel Type.
2. Click the Configure button.

@ Add Communication Channel

demo.modbus

escription

demo.modbus.Device.latest

o Modbus Tcp Client - o

. Make sure the root model node is selected to configure the Modbus/TCP Client

. Enter the IP address and the port

3

4

5. (Optional) Change the Connect interval if needed

6. (Optional) Change the Reconnect interval if needed
7

. (Optional) Change the Receive interval if needed
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fm i i . .
+# Channel C demo. <>

M Device o Ll
~ [l DemoData [DemoDataType]

o Reconnect interval
5000
Mmilliseconds

o Receive interval
5000

8. Select the complex variable node

9. Enable the checkbox TCP Client connection configuration
10. (Optional) Enable Autorefresh to specify the retrieval rate
11. Select the Function Code
12. (Optional) Change the Max update interval if needed

44 Channel Confi ion: demo : : <

M pevice a3

~ 1] DemoData [DemoDataType] o

N

13. Select the complex variable node

14. Enable the checkbox Variables configuration
15. Select the Data type

16. (Optional) Enter the register address

O Note

If address is left empty, SMARTUNIFIER assumes that the Information Model structure is in
line with the register addresses.
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#4# Channel Configuration: demo.modbus:|

M oevice

Aisto:Dﬁ E[D?mol]ata ype] @ e .
@ oo
[ 16 2
Description of data type format:
Data Type Size Range
BYTE, USINT, UInt8 8Bit 0 - 255
WORD, UINT, UInt16 16Bit ©® - 65.535
DWORD,UDINT, 32Bit 0 - 4.294.967.295
Uint32
LWORD,ULINT, UInt64 64 Bit ® - 2464-1
SINT, Int8 8 Bit -128 - 127
INT, Int16 16 Bit -32.768 - 32.767
DINT, Int32 32Bit -2.147.483.648 - 2.147.483.647
LINT, Int64 64 Bit -2463 - 2463-1
REAL, Float32 32Bit -3,402823e+38 - 3,402823e+38
LREAL, Float64 64 Bit -1,7976931348623158e+308 - 1,

7976931348623158e+308

Description of configuration properties:

Property Description Exam-
ple

IP Client IP localhost

Port Client port 502

Connection timeout Time interval the connection times out 60

Reconnect interval Time interval to reconnect to the client after loss of con- 5
nection

Receive interval TCP/IP receive timeout 50

Autorefresh Automatic polling of Modbus server 2

Read function code Function code used for reading variables from a modbus FC04
server

Max update interval Minimum time between requests to the Modbus server (if 60
autorefresh is not used)

Variable configura- Format of variable DWORD

tion Type

Variable  configura- Address of the variable on the modbus server 0

tion Address

Communication Channels 80



SMARTUNIFIER User Manual, Release 1.10.0

OPC-UA
Characteristics - OPC-UA

OPC (Open Platform Communications) enables access to machines, devices and other sys-
tems in a standardized way. To learn more about the standard visit the OPC-UA website.

Information Model Requirements

+ The following Node Types can be used to model data structures:
- Variables with a Simple Data Type.

— Variables &4 with a Custom Data Type.

Y] siemensS7PLC
~ W Processing [ProcessingType]
State [Int]
~ [ Module_C [ModuleType]

S, s, P

[ ,flil
e
[
)
I

i

(i
I

i
b
i

([
3

K
|

')

i

Al

]

1]

b
A
0
([
]

i

)

Y iTaiBl sl =
e Al | L A

T

I
e

-
el

()
AN
2
|
O
b
i

M
|
A
|

L

]
]
I

!

]
;

AEEEEEEEdE
Il

f

i

~ F
b E
b

et

v [ Module_B [ModuleType]
v 1] Module_A [ModuleType]

[
!

Configuration - OPC-UA Client

1. Select OPC UA Client as Channel Type.
2. Click the Configure button.
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/' Edit Communication Channel: demo:OPCUA:

demo
OPCUA
Description

demo.PLC.latest

o OPC UA Client - o

3. Make sure the root model node is selected to configure the OPC-UA Client
4. Enter an Application name
5. Input the TcpConfiguration
+ Enter an IP address
+ Enter the Port
* Define an Endpoint
+ Set a Request timeout
6. Configure the defaultSubscriptionAttribute

+ Define a Publishing interval and select the Unit

44 Channel Configuration: demo.opcua:OPCUA:latest o

Mric e Q 3

~ [ ProcessingModule [ProcessingModuleType]
o DemoApplication

Server Tep Configuration

<]<]<]<]
[

Subscription configuration

o Publishing interval

7. Configure monitoringParameters
+ Set a Sampling interval and the Unit
* Enter a Queue size

 Enable Discard oldest depending on the use case
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44 Channel Configuration: demo.opcua:OPCUA:latest o

(w1 a S
~ [ ProcessingModule [ProcessingModuleType]

Monitoring Parameters

o Sampling interval

100

Milliseconds -

Discard oldest

8. Enable Subscription Groups depending on the use case
9. Input the Group name

10. Define a Publishing interval and select the Unit

11. Set a Sampling interval and the Unit

12. Enter a Queue size

13. Enable Discard oldest depending on the use case

444 Channel Configuration: demo.opcua:OPCUA:latest o

a aQ 32 Subscription groups
dule [P ModuleTy 46
fiﬁ[ rocessinghiodule ype] Subscription Group
Group name
o Demd|
Subscription configuration

o Publishing interval

1000

Milliseconds -

Monitoring Parameters

o Sampling interval

100

Milliseconds -

e
9 Discard oldest

14. Select the complex variable node.
15. Enable the Node configuration

444 Channel Configuration: demo.opcua:OPCUA:latest o

meic 2
'~ [ ProcessingModule [ProcessingModuleType] 0

@ Enable node configuration

16. Assign OPC-UA data block variables to corresponding variables in the Information Model
by selecting the variable in the tree

17. Assign data block
+ Enable the Nodes configuration checkbox

+ Enter the Node Id
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44 Channel Configuration: demo.opcua:OPCUA:latest

rocessingModule [ProcessingModuleType] @

Description of configuration properties:

Property Description Example
IP Address Client IP 127.0.0.1
Port Client port 4840
Endpoint path Service name at the server endpoint demo
Publishing in- Interval in which Notification Messages are 1
terval sent
Sampling inter- Sampling interval of monitored items 10
val
Queue size Max number of messages stored in the publish 1

queue
Node id Id of the item s="DB_Processing_Module'

Configuration - OPC-UA Server

1. Select OPC UA Server as Channel Type.
2. Click the Configure button.

@ Add Communication Channel

demo.opcua
OpcuaServer
Description

demo.opcua.PLC.latest

o OPC UA Server

-9

3. Make sure the root model node is selected to configure the OPC-UA Server

4. Enter an application Name
5. Configure TCP

* Enter an Ip Address

* Enter the Port

+ Define an Endpoint
6. Configure the NameSpace

* Provide a Root node name
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44 Channel Configuration: demo.opcua:OpcuaServer:latest <>

Meric e Q3

A [ ProcessingModule [ProcessingModuleType]

[ =roerziure Doubls

o Demo

TcpConfiguration

localhost

0 4840

demo

NameSpaceConfiguration

0 pLC

7. Configure the variable sampling interval
+ Set the Initial delay in milliseconds
* Input the Sampling rate in milliseconds

44 Channel Configuration: demo.opcua:OpcuaServer:latest e

~
[m K] ;O\ v
A [ ProcessingModule [ProcessingModuleType]

B remperature [Double

VariableSamplingInterval

5

o .

Description of configuration properties:

Property Description Exam-
ple

IP Address  Server IP 127.0.
0.1

Port Server port 4840

Endpoint Service name at the server endpoint demo

path

Root node Thename of the top-level node inthe OPC UA server's address space PLC

name

Initial delay The time the OPC UA client/server should wait before attemptingto 10
connect to the OPC UA server

Sampling The rate at which the OPC UA client/server requests data from the 1

rate OPC UA server

REST
Characteristics - REST

Representational state transfer (REST) is a software architectural style that describes a uniform
interface between decoupled components in the Internet in a Client-Server architecture. To
learn more about the standard visit the REST section in Wikipedia website.

The characteristics of a REST server that need to be configured typically include the following:
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* Host and Port: The network address (IP or hostname) and port number on which the
server listens for incomming HTTP requests.

+ Base URL/Context Path: The root path under which the REST API is accessible (e.g.
/api/v1).
+ SSL/TLS (HTTPS): Certificates and protocols used for secure communication.

« Message Encoding: The character encoding used for the body of HTTP requests and
responses.

+ Timeouts: Limits for request processing time, connection time, etc.

+ Endpoint/Routes: The specific URI's and HTTP methods (GET, POST, PUT, DELETE, etc.)
that the server will handle.

+ Thread Pool/Concurrency Settings: Limits for the number of concurrent requests the
server can handle.

Configuration - REST Server

To configure a REST server in SmartUnifier, a few core concepts should be understood:

+ Information Model: defines the structure of resources on the server but also detailed con-
figuration of the endpoints/routes (Parametes, Headers, Body structure). In the current
version of SmartUnifier only Variables, Complex Variables and Commands can be used
for REST server configuration.

« Communication Channel: specifies how the defined structure will be communicated to
clients.

Variables and Complex variables can be used together with the rest server as storage for data.
For example you have an equipment with all kind of data points like temperature, pressure, etc.,
these data points can be stored in a complex variable and the rest server can be configured to
return the data in a structured way.

Commands can be used to execute actions on the server. Command parameters can be used
as headers, url parameters or body content. Command reply can be used retrieve the return
code, headers and body of the executed command.
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General REST Server channel configuration:

Property Description Example
pathPrefix root path under which the REST API is accessible /api/vl
IP The IP address of the REST server localhost
Port The port of the REST server 8080
Default content The default content type of the REST server. Default application/
type value is application/json. json
Webapp When enabled the REST server will be able to be con-

figured to host a web application.
SSL When enabled the REST server will be able to be con-

figured to use SSL encryption.
Message encoding  Encoding standard for messages IS0-8859-1,

UTF-16

Maximum Handling
Time in ms
Log data Show message body in logs
Threadpool size Number of threads that should handle incomming re- @

quests

Webapp configuration

Property Description Example
Warfile The path to the WAR file of the web application. c:/helloworld.war

Context path The path where the web application can be accessed. /we-
bapp/helloworld

SSL configuration

Prop- Description
erty

Example

Key-  Selectto specify where are the SSL certificates

store  stored.

Trust- Select to specify where are the trusted certifi-
store cates stored.

Java Certificate Keystore or Win-

dows Certificate Management

Java Certificate Keystore or Win-

dows Certificate Management
Port  Optional configuration to specify https portin 9445
case http and https are both enabled

Java Certificate Keystore configuration

Property

Description Example

Keystore file path  The path to the Java KeyStore file.
The password for the Java KeyStore file. password

Password

c:/keystore. jks
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O Note

To create a test certificate in the Java Certificate Keystore, use the following commands:
(change all entries within "’ to match your specifics)

SmartUnifierManager\jre\bin\keytool.exe -genkeypair -keyalg RSA -keysize 2048.
—-keystore keystore.jks -alias SmartUnifier3 -dname "CN='smartunifier-https-
—vhost',OU=amorph.pro,O0=Amorphsys,C=DE" -storepass 'changeit' -keypass

— 'changeit' -validity 3650 -ext KeyUsage=digitalSignature,dataEncipherment,
—keyEncipherment,keyAgreement -ext ExtendedKeyUsage=serverAuth,clientAuth

SmartUnifierManager\jre\bin\keytool.exe -v -list -keystore keystore.jks -
—»storepass changeit

Windows Certificate Management configuration

Property Description Example

Certificate  Name The name of the certificate to use.

(optional)

Type Specifies in which windows store the certificate is lo- Current
cated. User MY

Provider Specifies the cryptographic service provider (CSP) to use  SunMSCAPI

for certificate operations.

There are 4 supported stores where the certificate can be placed:

+ Local Machine MY Stores certificates and private keys accessible to all accounts on the
system.

+ Local Machine ROOT Contains root CA certificates and trusted self-signed certificates
accessible to all accounts on the system.

+ Current User MY Stores personal certificates and private keys accessible only to the cur-
rent user.

+ Current User ROOT Contains root CA certificates and trusted self-signed certificates ac-
cessible only to the current user.

O Note

To create a test certificate in the Windows Certificate Store, use the following PowerShell
command:

New-SelfSignedCertificate -DnsName localhost -CertStoreLocation cert:\
—LocallMachine\Root
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O Note

Because this certificate is stored in Local Machine MY, you need to run the SMARTUNIFIER
as an Administrator to access it.

Variable and Complex Variable configuration

No configurations are needed for the variable and complex variable nodes. Server will automat-
ically create routes based on the pathPrefix and variable path. E.g. if the pathPrefix = /api/v1
and the variable is created in the root of the information model, with the name temperature, the
route will be /api/v1/Variable/temperature. If the variable is created under the Measurements
complex variable, the route will be /api/v1/Variable/Measurements/Variable/temperature. But
also /api/v1/Variable/Measurements route will be available. For both variable types GET, PUT,
POST methods will be available.

Command configuration

By default commands are disabled. To enable commands you have to select it in the chan-
nel configuration from the information model tree. By checking the “Command routed”
you enable that command. If no other configuration is done a default route will be cre-
ated based on the pathPrefix. E.g. if the pathPrefix = /api/v1l and the command is cre-
ated in the root of the information model, with the name getTemperature, the route will be
/api/v1/Command/getTemperature. As for the variables GET, PUT, POST methods will be avail-
able.

Command configuration details

Prop-  Description Example

erty

URL URL of the REST API. URL is relative to the pathPrefix http://
localhost:8081/
api/vl/
dataPoint/${id}

Http-  HTTP method for the action performed by the Client. GET, POST, PUT

Method

Con- Is used to indicate the media type of the resource. Default application/

tent value is default meaning that the content type will be the json
Type  same as the default content type of the REST server.
reply  Is used to indicate the media type of the reply. Default value application/

con- is default meaning that the content type will be the same as  json
tent the default content type of the REST server.
type

Configuration - REST Client

The following sample configuration shows a GET request using url parameters.
1. Select the root model node in the tree on the left

2. Select the content type - defines the media type of the associated representation
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3. Set the wait timeout

44 Channel Configuration: doc.filetailer:

M RestClient
~ @ GetSampleData [Command_GetSampleData]
A () Parameters [GetSampleDataType]
~ uur\.\/ar\ab\es [urlVariablesType] 9 o
¥ c It
~ @ Reply [GetSampleDataReplyType]
d lin Wait timeout
Ml nzrme [string
Hl cescription [String]

4. Select the Command node
5. Enable the Command routes checkbox for the configuration of the following fields:

+ Enter the URL - If URL parameters are used then add each parameter in the following
syntax ${id}

+ Select the HTTP method.

6. Headers (Optional) - Enable the checkbox Headers for the configuration of the following
fields:

+ Enter the name of the header

* Enter the value
7. Add multiple header entries by clicking the Add button
8. Delete a header by clicking the Delete button

444 Channel Confi ion: doc.filetailer:

[ RestClient — < |
A [4 GetSampleData [Command_GetSampleData] o
~ () Parameters [GetSampleDataType]
~ M urlVariables [urlVariablesType] o Command i routes
~ @ Reply [GetSampleDataReplyType] hitp://localhost:8081/api/v1/dataPoint/$(id}

value b

9. Select the Authentication type
10. Select the Message encoding standard

11. Check the box to Log data (E.g., the body of a request).
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44 Cchannel Configuration: doc.filetailer:RestClient:latest

M RestClient
~ Data [Command_ Data]
~ () Parameters [GetSampleDataType]
~ [ urlVariables [urlVariablesType]
¢ [t
~ @ Reply [GetSampleDataReplyType]

<>

Command routes

h;t;) //localhost:8081/api/v1/dataPoint/${id}
(;ET

Headers
paramete

value

o BasicAuth
BasicAuth

0 UTF-16

o O Log data

12. URL Parameters (Optional) - Select a custom variable node

13. Enable the Command routes for the configuration of the following fields:

+ Select the Content Type

<>

+ (Optional) Enter a Field Name in case the Information Model Node is not matching

the REST API

444 Channel Confi ion: doc.fi

[ RestClient
A [ GetSampleData [Command_GetSampleData]
~ ([ Parameters [GetSampleDataType]
A [ urlVariables [uriVariableType] a
M o [Int
~ @ Reply [GetSampleDataReplyType]

Command routes

CommandRouteConfiguration

9 Command routes

CommandComplexVariableContext
Parameters

FieldName

Description of configuration properties:
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Property Description Example

URL URL of the REST API. http://localhost:8081/
api/vl/dataPoint/${id}

HttpMethod HTTP method for the action per- GET, POST, PUT

HeaderName and
Header Value
Default Content
Type
RouteHeaderCon-
figuration
Authentication
Type

Content Type of Pa-
rameter Nodes
Field Name

WaitTimeoutDura-
tion
Message encoding

formed by the Client.

To provide server and client with ad-
ditional information

Is used to indicate the media type of
the resource.

Headers represent the meta-data as-
sociated with the API request

Type of the Authentication

Type of the Parameter

For non-matching Information Model
nodes and API spelling

Timeout in seconds until request is
failing

Encoding standard for messages

Retry-After: 12
application/json

Name, Value

Basic, Digest, Kerberos,
NTLM, SPNEGO

Parameters, Body, Header,
None

String

10

IS0-8859-1, UTF-16

SECS/GEM

Characteristics - SECS/GEM

The SECS/GEM is the semiconductor's equipment interface protocol for equipment-to-host
data communications. In an automated fab, the interface can start and stop equipment pro-
cessing, collect measurement data, change variables and select recipes for products. To learn
more about the standard visit the SECS/GEM section in Wikipedia website.

Information Model Requirements

e first Node after the root node m can be of type Event

, Command or Variable

* The following Node Types can be used under the Event Node:

- Variable
pairs.

[ Equipment
~ I3 DataEvent [DataEventType]

pressure [Strir
ternperatur

[k
)
oo

24 with a Simple Data Type represents the key-value pairs.

with a Custom Data Type represent objects that can contain key-value

Communication Channels

92


https://en.wikipedia.org/wiki/SECS/GEM

SMARTUNIFIER User Manual, Release 1.10.0

Configuration - SECS/GEM Client

1. Select Secs Gem Client as Channel Type.

2. Click the Configure button.

@ Add Communication Channel

demo.secsgem
SECS/GEM
Description

demo.secsgem.Equipment. latest

o SecsGem Client - o

3. Make sure the root model node is selected to configure the SECS/GEM Client
4. Enter the device configuration:

* input the equipment-to-host Ip address

* type in the TCP Port for the communication

* input the Device Id
5. Enter the Data Formats

* Input CEID - format for event Ids

+ Enter RPTID - format for report Ids

* Input ALID - format for alarm Ids

444 Channel Confi ion: demo. :SECS

o &=

D nt [DataEventType] °
I oressure [Sting localhost
M t=moerature [String

80

Device
3012

6. Input timeout for:

* T3 - Reply Timeout in the HSMS protocol.

+ T5- Connect Separation Timeout in the HSMS protocol used to prevent excessive TCP/IP
connect activity by providing a minimum time between the breaking, by an entity, of a
TCP/IP connection or a failed attempt to establish one, and the attempt, by that same

entity, to initiate a new TCP/IP connection.

Communication Channels



SMARTUNIFIER User Manual, Release 1.10.0

* T6 - Control Timeout in the HSMS protocol which defines the maximum time an HSMS
control transaction can remain open before a communications failure is considered to
have occurred. A transaction is considered open from the time the initiator sends the
required request message until the response message is received.

* T7 - Connection Idle Timeout in the HSMS protocol which defines the maximum amount
of time which may transpire between the formation of a TCP/IP connection and the use
of that connection for HSMS communications before a communications failure is con-
sidered to have occurred.

+ T8 - Network Intercharacter Timeout in the HSMS protocol which defines the maximum
amount of time which may transpire between the receipt of any two successive bytes
of a complete HSMS message before a communications failure is considered to have
occurred.

i Channel Confi ion: demo. ECS/GEM:latest ©

s T5
I Equipment e Qe

~ [3 Datal

7. Select the logging type for the required Node Types:
+ Check the Enable box
+ Check the Log Data box

444 Channel Configuration: demo:SECS/GEM:latest o

M Equipment a ? d

~ [ DataEvent [DataEventType] FrameworkConfiguration
M oressurs [String Q

temp

Logging

Stateful variable

[ Enable
[ Log Data

Stateless variable

[ Enable
[ Log Data

Event

Enable
Log Data

Command

[ Enable
[0 Log Data

8. Click on the Apply button

9. Select the Event node to configure the event context

Communication Channels 924



SMARTUNIFIER User Manual, Release 1.10.0

444 Channel Confi i :SECS, i <

M Equipment Q ° @
o ~ [ DataEvent [DataEventType] .
M oressure [String
M t=rmosrature [String o Events

10. Click to check the Events box
11. Enter the event context Id which will trigger the event in the Information Model
12. Click on the Apply button

13. Select the variable in the tree

344 Channel Configuration: demo:SECS/GEM:latest o

B Equipment

A [A DataEvent [DataEventType]

© -

14. Click to check the variables box and configure the Secs variable context
+ select the variable Type
+ enter the variable Id
+ click the Is SV box to check if the variable is a SV
* input the variable Name

Description of configuration properties:

Communication Channels 95



SMARTUNIFIER User Manual, Release 1.10.0

Property  Description Example
Ip IP address of the Equipment http://localhost
Port TCP port for the communication 5000
Device Id Id of the equipment NJ-300
CEID Format for event Ids U4
RPTID Format for report Ids U4
ALID Format for alarm Ids U4
Timeouts Time interval the connection times out in milliseconds 45000
T3 Reply timeout in the HSMS protocol 160000
T5 Connect Separation Timeout in the HSMS protocol 5000
T6 Control Timeout in the HSMS protocol 160000
T7 Connection Idle Timeout in the HSMS protocol 5000
T8 Network Intercharacter Timeout in the HSMS protocol 160000
Id Id of the equipment event which will trigger the event E32
Type Type of variable Ul
Id Variable Id V56
Type Commands - Type of the message S2F41
Id Commands Id C33
RCMD Name of command if it is different from the command Id C1

Email

Characteristics - Email

SMARTUNIFIER provides the capability of integrating the email protocols. The email protocols
define the mechanism of the email exchange between servers and clients. An email protocol
is a group of rules which ensure that emails are properly transmitted over the Internet.

Information Model Requirements

+ The following Node Types can be used to model a register:

— Variable with a Simple Data Type.

— Variables & ith a Custom Data Type.

Configuration - Email

1. Select EMail as Channel Type.
2. Click the Configure button.

demo.mail
EmailChannel
Description

demo.mail.MyMail.latest

3. Make sure the root model node is selected to configure the Email Client.
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4. Enable Incoming server for configuration, based on the email provider:
+ Select the Protocol
* Input the Hosthame
* Provide the Port
* Input the Folder name
+ Select the Connection security
+ Choose the Authentication method
* Input credentials
+ Configure the Polling interval for checking new emails
+ Configure the Timeout length

44 Channel Configuration: demo.mail:EmailChannel:latest

M MyMail o Q ¢

~ [@ send3 [Send3Type]

o Incoming server

~ A Send2 [Send2Typs
: IMAP

;
.

imap.domain.com

143

\VNm;x

ssUTLs

Normal password
Normal password

Username and password

Username and password

Username
444 Channel Confi ion: demo. h
S Username and password
B myMail a ? P
~ [E send3 [Send3Type] srneme
Username

vV 2
~ |4 Send2 [Send2Type]

VE

Polling interval
60

Seconds
Timeout

10

seconds

Outgoing server

5. Enable Outgoing server for configuration, based on the email provider:
* Input the Hostname

« Provide the Port
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* Input the From hostname

+ Select the Connection security

*+ Choose the Authentication method

* Input credentials

+ Configure the Polling interval for checking new emails
+ Configure the Timeout length

6. Click on the Apply button.

™ i i il: i
341 Channel Config 1. demo <>

I MyMail — a .
~ [A send3 [Send3Type]
o smip
¥ 7o o
v string
v

7. Select the Event node.
8. Enable Sender for configuration:
* Input the Subject if not using a Subject variable under the Event node
+ Provide the Receiver address if not using a To variable under the Event node
* Input the Html email template (optional)
9. Enable Receiver for configuration:
* Input filter based on the Sender
* Provide filter based on the Subject

10. Click on the Apply button.
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444 Channel Confi

demo <o v
~
B MyMail Q_" @
~ [A send3 [Send3Type] EMail
y
ng] osendev
lyBody [String
~ A Send? [Send2Typel

Setup Content Type
o Mysubject

ToNameT@domain.com

Html email template for bo

o Receiver

Setup Content Type

ptiona

* domain.*

*MySubjects

+ Example of sending the value of a Variable:

444 channel C

demo. <>
B MyMail a
~ [A Sends [Send3Type] EMail
To [Strin

sender

Setup Content Type

The Pressure and Temperature Values
name@domain.com

My Pressure: $(Pressure) MyTemperature: §(Temperature)

11. Select the Variable:

- If the variable is using a key name (To, From, Subject, Body) no additional configuration
is needed

+ Example of Variable used as Subject:

444 Channel Confi ion: demo

<> v
B Mymail

~ [ send3 [send3Type] EMail

Sender

A

7

end2

v

Setup Content Type
ozt
~ [ send [SendType]

Mooy st

Enable content type settings

subject

12. Click on the Apply button to finish.

Description of data type format:
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Data Type Size Range

BYTE, USINT, UInt8 8Bit ©® - 255

WORD, UINT, UInt16 16 Bit ® - 65.535

DWORD,UDINT, 32Bit ® - 4.294.967.295

Uint32

LWORD,ULINT, UInté4 64 Bit © - 2464-1

SINT, Int8 8 Bit -128 - 127

INT, Int16 16 Bit -32.768 - 32.767

DINT, Int32 32Bit -2.147.483.648 - 2.147.483.647
LINT, Int64 64 Bit -2463 - 2463-1

REAL, Float32 32Bit -3,402823e+38 - 3,402823e+38
LREAL, Float64 64 Bit -1,7976931348623158e+308 - 1,

7976931348623158e+308

Description of configuration properties:

Property Description Example
Protocol Incoming server protocol IMAP
Incoming Hostname Incoming server address imap.domain.com
Port Server port 143
Folder Incoming emails folder INBOX
Connection security Communication security stan- SSL/TLS

dards
Polling length Automatic polling of Email 60

server
Timeout length Time interval the connection 10

Outgoing Hostname
Outgoing From

times out
Outgoing server address
Sender Email address

smtp.domain.com
name@domain.com

Subject Email subject MySubject

To Receiver address name@domain. com
Html email template for HTML code for email body MyTemperature:
body $ (temperature)
From filter Filter by sender using regex * .domain.*
Subject filter Filter by subject using regex *MySubject®

AWS SiteWise loT

Characteristics - AWS loT SiteWise

The AWS loT SiteWise Channel enables you to send data directly to assets measurements via
the AWS IoT SiteWise API.

Information Model Requirements

* The first Node after the root node m can be of type Event .= or Variable

+ The following Node Types can be used under the Event Node or Variable Node:

— Variable

ith a Simple Data Type represent measurements.
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— Variables &4 with a Custom Data Type represent asset models.

 The following measurement data types can be used when creating a variable of a Simple
Data Type:

- String
= Int

Double

Boolean

[¥] SiemensS7PLC
A Processmg [ProcessmgType]

clule C [ModuleType]

l.l"
r-,;
r|]

K]
3
k]
5
]
S
3

([

(£

i
[N

A
(K]
3

(]
i

I
AN

1)
(i

I
(WK

EEEEEEEE
L

M D String
v [ Module_B [ModuleType]
v 1] Module_A [ModuleType]

O Note

Make sure that the Information Model is available in the AWS IoT SiteWise service. You can
use the AWS SiteWise extension in order to export an SMARTUNIFIER Information Model to

AWS loT SiteWise.

Configuration - AWS loT SiteWise
The following sample configuration shows how a AWS IoT SiteWise Channel is created.

1. Select AWS Sitewise as Channel Type.
2. Click the Configure button.
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/' Edit Communication Channel: su.demo.dashboard:SiteWise:

su.demo.dashboard
SiteWise
Description

su.demo.dashboard.Analytics.latest

o AWS Sitewise - o

3. Enter the SiteWise configuration:
+ Enter the group of the Information Model
+ Enter the name of the Information Model
+ Enter the profile from the credential file that should be used

+ Enter the region of the AWS lot SiteWise service you are using

44 Channel Confi i u.demo.dashb :SiteWi <>

M Analytics = @ |
A B ModuleA [DBDataType]

vE

ype
+ [E ModuleC [DBDataType]

Description of configuration properties:

Property Description Example
Group name Information Model group name demo

Model name Information Model name Analytics
Credentials Profile  Profile from the credential file default

AWS Region Region of the AWS lot SiteWise service eu-central-1

File Formats / Layers

CSV
CSV to Model

The CSV to Model layer converts CSV data into a structured model representation. It allows to
configure various options such as separator, string delimiter, and timestamp format for parsing
the CSV file.

. Ensure the root model node is selected in the Information Model.

—

2. Enter the Separator used in the CSV-file.

3. (Optional) Enter a String delimiter used in the CSV-file.
4. (Optional) Enter a EOL delimeter.
5

. (Optional) Enter a Timestamp format.
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6. (Optional) Check the Ignore first line checkbox if the first line of the CSV-file contains the
column names.

7. If necessary, adjust the default Wait timeout interval.

~
I FileReader ‘O\ hd
~ [A IncomingDataEvent [IncomingDataEventType]
A [ Datalist [DataListType]
@ ime tring

v ole] o ,
o String delimiter
o EOL delimiter (default
o Timestamp format

[J Ignore first line o
Wait timeout o

10

Seconds -

8. Select the Event node in the Information Model.

9. Check the Enable Event checkbox if you want to set a filter using a regular expression.

~

M FileReader ;O\ hd
~ [ IncomingDataEvent [IncomingDataEventType] o
A |1 DataList [DataListType]
M Timestampo [String

Enable event
v e

M Pressu

File name filter (RegEx)

o Enable event

Message filter (RegEx)

JSON
JSON to Model

The naming of JSON elements can be changed if necessary, for example, if the name is not
permissible as a variable node name. This applies to both incoming JSON data (e.g., when
using the File Reader) and outgoing JSON data (e.g., when using the File Writer).

To change the name of a key in the JSON, the following steps are necessary:

1. Ensure the variable is selected in the Information Model (Parent Nodes have to be enabled
as well).

2. Select the checkbox Variable Configuration

3. Enter a new name in the Label field
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M FileReader
~ [ IncomingDataEvent [IncomingDataEventType]
A |1 DataList [DataListType]

Events configuration

Complex list configuration

o Variable configuration
o timestamp

XML
String to XML
Pretty Print

When outputting XML data (e.g., when using the File Writer), it is possible to pretty print the
XML data.

To enable pretty printing, the following steps are necessary:
1. Ensure the root model node is selected in the Information Model.
2. Select the Pretty Print checkbox.

3. Enter a value for Width. The width parameter defines the desired maximum width of the
output string in characters.

4. Enter a value for Step. The step parameter controls the indentation step, specifying the
number of spaces used for each level of indentation in the output.

5. (Optional) Select Minimize Empty. When selected, the pretty printer will use the full open-
ing and closing tag format (<element></element>) for empty elements.

~
I Filewriter «O\ hd
~ [3 outgoingDataEvent [OutgoingDataEventType]

~ [1] DataList [DataListType]

M Timest

o PrettyPrint

10

10

666

Minimize empty

XML to Model

The naming of XML elements can be changed if necessary, for example, if the name is not
permissible as a variable node name. This applies to both incoming XML data (e.g., when using
the File Reader) and outgoing XML data (e.g., when using the File Writer).

To change the name of an XML element, the following steps are necessary:

1. Ensure the variable is selected in the Information Model (Parent Nodes have to be enabled
as well).

2. Select the checkbox Variable Configuration
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3. Enter a new name in the Label field

~
I Filewriter ‘O\ hd
~ A outgoingDataEvent [OutgoingDataEventType]
A |1 DataList [DataListType]
| o

Event configuration

Complex list configuration

o Variable configuration
o timestamp

General Configurations

These configurations apply for all Communication Channel Types.

Framework Configuration

The Framework Configuration enables insights into data handled by Mapping Rules. If enabled,
logs will be generated once Rules are triggered and executed. These logs are visible then by
default in the INFO Log Level as well as in the Log Viewer.

The following Framework Logging Configurations are available:
« Stateful Variable
+ Stateless Variable
+ Event
+ Command
For each configuration there are two ways to use logging:
+ Enable: Logs out information about the Node Type that was executed by the Rule.

* Log Data: Logs out in JSON-format the actual data of the Node Type that was executed
by a Rule.
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FrameworkConfiguration
Logging

Stateful variable

[J Enable
[ Log Data

Stateless variable

[ Enable
[ Log Data

Event

[ Enable
[J Log Data

Command

[ Enable
[ Log Data

Event Logging

To use the Event Logging enable the checkbox EventLogging and for more detailed logging
EventDatalogging.

EventLogging

EnableLogging
EnableDatalogging

Event Logging Output

[INFO ] - EventDefinition - Received Event: /Model/bcdbbfd3-cdbe-4ade-8a73-
-.3788e6815c46/Event/ReleaseOrder

Event Data Logging Output

[INFO ] - EventDefinition - Received Event: /Model/bcdbbfd3-cdbe-4ade-8a73-
-,3788e6815c46/Event/ReleaseOrder={"Quantity":10, "ProductNumber": "Mv5",
—"OrderNumber" :"0Ord154", "EquipmentId" :"4-SWC2"}

Mappings

What are Mappings

Mappings represent the SMARTUNIFIER component that defines when and how data exchange
or transformation occurs between two or more Information Models. Essentially, it acts as a
translator between different Information Models.
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A Mapping consists of one or more Rules. A Rule is made up of a Trigger and a list of Actions:

Trigger: specifies when the data exchange or transformation occurs. It can be an element in
the Information Model or time-based (e.g., every 5 minutes). See the full list of Triggers below:

* Node Types in the Information Model such as:

Variables

Events

Commands

Properties

Arrays

+ Schedulers, which are time-based triggers, offer the following options:
- Fixed Rate - The rule is triggered at a fixed interval.
- Fixed Delay - The rule is triggered at a fixed interval with an initial delay.
- Timeout - The rule is triggered once after a specified delay.

How the different triggers are used is explained in the following sections on Graphical and Code-
based approaches to create a Rule.

Actions: define how the data is mapped from source Node Types to target Node Types.

How to create a new Mapping
Follow the steps below to create a new Mapping definition:

+ Go the Mappings perspective by clicking the "Mappings" button (1)
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= /ZMORPH.Pro

SMARTUnifier Configuration <

Information Models I::
Channel Types .".
Communication Channels ##
Mappings < o
Device Types
Instances @
Deployments g
Deployment Endpoints w
User Management s

+ The following screen displays a list view of existing mappings.
+ To add a new mapping, select the "Add Mapping" button located in the top right corner
(2).

> Mappings a &

4L
Group Name Version Models Description 6

UPFILTER v

+ On the subsequent screen, provide the following mandatory information: Group, Name,
and Version. A description, which is optional, can also be added (3).

* Click the "Add Model" button (4).

+ Select the Information Model for this mapping and enter a short name for it. The short
name is used to access elements within the model. (5)

+ To remove a model from the mapping, click the "Remove Model" button (6). This action is

Mappings 108


../../_images/SideMenuMappingsNew.png
../../_images/ListMappingsNew.png

SMARTUNIFIER User Manual, Release 1.10.0

only possible if elements of the model are not used within the mapping's rules. To delete
a model, ensure that you first remove its elements from the rules.

+ Once all mandatory fields have been filled in, the "Save" button located in the top right
corner will be enabled. Click this button to submit the new Mapping (7).

+ The newly created mapping is how visible in the list view.

+ Add Mapping

Rules 6

Configuration

demoscenario.csv2rest e

CSVTOREST

Description

csv o demoscenario.csv2rest:CsvDataModel:latest -

rest demoscenario.csv2rest:RestDataModel:latest - o

How to create Rules

To create Rules, follow the steps described below:

+ Select the "Edit" button (1).

> <> Mappings

DataModel, DataModel

- Select the "Add Rule" button located in the top right corner (2).

+ Two options are available:

- Single Rule - Defining a single trigger and a list of actions. The Trigger can be an
element in the Information Model or time-based (e.g., every 5 minutes).

— Multi Rule - Defining multiple triggers, each with assignments between source and

target elements. The Trigger is the change of a source element in the Information
Model.

7 Edit ing: doc.

Single Rule
Configuration

Rules

Multi Rule

doc.mapping
DataMapping

Description

CsvDataModel doc.mapping:CsvFile:latest

RestServerModel doc.mapping:RestServer:latest

Rule Naming Convention
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The name of the rule should reflect the logic that is executed when the rule is triggered. Below
are some examples:

Example Scenarios Good Naming
Inserting data into a database Database_Insert
Executing a POST/PUT request on a REST server Update_Data

Reacting to an input (e.g., StartOrder button on a MES) StartOrder

Graphical
When creating rules using the Graphical Editor, a rule type needs to be selected first: Single or
Multi Rule.

Single Rule

 The following screenshot shows the Single Rule Editor. The rule contains the following
components:

- Name and an optional Description field.

- Trigger which can be either a Tree Member of the Information Model, Fixed Rate
Scheduler or Fixed Delay Scheduler.

- Actions where source-to-target assignments are defined betweent the elements of
the Information Models.

+ Enter "Rule name" (3).

7 Edit ing: doc.

CsvDataModel ~ I3 RestserverModel Rule Configuration o @

Q ¢

CsvToRest
el vent [DemoEventType]

DemoDataType]

)
Tr ber

+ Select the "Trigger Type" (4):

Tree Member - rule with an Information Model tree member as trigger.

Fixed Rate Scheduler - rule with a time based trigger, using a Cron Expression.

Fixed Delay Scheduler - rule based on a scheduled delay.

Timeout Scheduler - rule based on a timeout.

Trigger Types
Tree Member

+ Drag and drop the Trigger from the model panes (1) into the trigger field (2).
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4

/' Edit : doc.
CsvDataModel v RestServerModel . Rule Configuration
Qg Q 2
[ covile I RestServer CsvToRest Rule description
Bl DemoEvent [DemoDataType] ~ [ DemoData [DemoDataType]
i Tem ol T ouble]
Pre: B

o CsvDataModel/DemoEvent

Trigger Type £x

g

actions [Target <=> Source]

Fixed Rate Scheduler

Input a "Cron Expression" (1) to set the time based trigger. (E.g.,® */5 * ? *
trigger is set at every 5 minutes).

* meaning the

4

7 Edit : doc.
CsvDataModel - RestServerModel . Rule Configuration
Qg a 3
[ CovFile ——~ [RestServer CsvToRest Rule description
~ [8 DemoEvent [DemoDataType] ~ [ DemoData [DemoDataType]
Do - U
ble] Er

o 0#/5en

Trigger Type ¢

o

actions [Target <=> Source]

© Hint

Cron expressions are primarily designed for specifying schedules in terms of seconds, min-
utes, hours, days, months, and weekdays. They do not support specifying intervals at the

millisecond level. To use millisecond intervals, use the Fixed Delay Scheduler.

Fixed Delay Scheduler

Input the trigger "Initial start Delay" (1), the "Period" delay (2) and the "Unit" (3).

2/ Edit Mapping: doc.mapping:DataMapping:

Rule Configuration

4

CsvDataModel - RestServerModel -
aQ ¢ a ¢
[ CsvFile [ RestServer CsvToRest Rule description
~ [E DemoEvent [DemoDataType] ~ [ DemoData [DemoDataType]
[l Temperature [Double] [l Temperature [Double]
:,
2 5 SECONDS

Trigger Type ¢

[u]

actions [Target <=> Source]

Timeout Scheduler

Input the trigger "Timeout" (1) and the "Unit" (2).
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2/ Edit Mapping: demo.csv-rest:CsvToRest:

Model Model
o - o Rule Configuration

csv rest

aQa Rule nar
CsvToRest Rule description

I FileTailer A °  Mresisener

4

~ A CsvD:

Tmeowt  Unit
1 SECONDS

£ Trigger Type

actions [Target <=> Source]
DROP HERE

Actions

Drag and drop the Target Information Model node (5) into the Target field (6).

-

2/ Edit Mapping: doc.m

CsvDataModel - I3 RestServerModel - Rule Configuration

aQ ¢
CsvToRest Rule descriptic

M CsvFile

4

CsvDataModel/DemoEvent

Trigger Type ¢

o

actions [Target <=> Source]

o ~ [ DemoData [DemoDataType]

A popup appears to select the assignment type:

+ Simple-assignment of a source element to a target element both having the same custom

data type - no need to assign each children elements separately

« Complex - assignment of a source element to a target element both having different cus-

tom data types

Assign Type

Do you want to make a simple assignment or a complex one? A complex assignment will also add this node’s children

Mappings

112


../../_images/AddNewMappingTriggerFixedDelayScheduler.png
../../_images/AddNewMappingTargetAssignment.png
../../_images/AddNewMappingAssignmentType.png

SMARTUNIFIER User Manual, Release 1.10.0

Simple Assignment

When Source and Target are of the same data type they can be directly assigned to one another.

/7 Edit ing: e2e. p:Te latest v @ X
m . 2 . Rule Configuration o @ X
aQ ° Q  $ Rulename
[T E2ETestModel — > [ E2ETestModel simple Rule description
v [ ComplexVariable [ComplexType] v [ ComplexVariable [ComplexType] 4
 [8 E2ECommand [Command_E2ECommand] v [ E2ECommand [Command_E2ECommand]
Trigger Type 3
m1/E2EEvent o

actions [Target <=> Source]

m2/E2€Event

6

Follow the steps below to create a simple assignment:

Drag and drop the Source Information Model node (7) into the Source field (8). The Source and
the Target node data type must be matched one on one (e.g., DemoEventType to DemoEvent-

Type).

[E2EEventType] B = mi/E2EEvent [E2EEventType] <> B

/' Edit i doc test v X
CsvDataModel - RestServerModel - Rule Configuration © o %
Q C Q C [ Rutename
CsvFile — Y MRestServer CsvToRest Rule description
[Bl DemoEvent [DemoDataType] ~ [ DemoData [DemoDataType] 4
T Douold] T ole]
- - Trigger Type g3
CsvDataModel/DemoEvent o

Complex Assignment

actions [Target <=> Source]

RestServerModel/DemoData

0

ion Node
DemoEvent [DemoDataType]

[pemoDataType] B

When the Source and Target differ in data type, their child nodes must be assigned individually.

test v

/' Edit ing: e2e p:T

m1

[ E2ETestModel

Q [l ComplexVariable [ComplexType]

[ E2ECommand [Command_E2ECommand]

~ [Bl E2EEvent [E2EEventType]

i ng]

ma . Rule Configuration
——" Simple

I E2ETestModel

o @ 9 x

Rule description
4

~ Tl ComplexVariable [ComplexType]

v [@ E2ECommand [Command_E2ECommand] m1/E2EEvent

« [B E2EEvent [E2EEventType]
arial ng]

Trigger Type 3

o

[string] B

Istring] B

[string] B

Follow the steps below to create a complex assignment:
Drag and drop the Source Information Model node children's (7) one by one into the Source field

(8).

Each node assigned
individually from
“E2EEvent” (1)
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4 Edit Mapping: doc. i ing:
CsvDataModel - I RestserverModel - Rule Configuration o o
aQ ¢ a ¢
[ CsvFile [ RestServer CsvToRest Rule description
~ [# DemoEvent [DemoDataType] ~ [l DemoData [DemoDataType] 4
o [ Doubole] Te ouole]
- o Trigger Type g
CsvDataModel/DemoEvent o
actions [Target <=> Source] 9
RestServerModel/DemoData/ Temperature lpowlel B8 = [ Temperature [Doudle]
RestServerModel/DemoData/Pressure [pouble] <>

© Hint
If the Source and Target have different data types (e.g., Int and String), a type conversion

can be performed by using conversion functions .

- After all mandatory fields have been filled out, select the "Apply" button (9) to save the
newly created Rule.

+ The Single Rule Editor is closed and the newly created Rule is displayed in the Rules List.

+ Select the "Save" button placed in the upper right corner to save the Mapping.

/' Edit Mapping: doc i ing:
CsvDataModel - i RestServerModel - Rule Configuration > @
Q ° aQ ¢
L ——— DRestServer CsvToRest Rule description
~ [ Des .
Trigger Type ¢
CsvDataModel/DemoEvent ]

actions [Target <=> Source]

RestServerModel/DemoData/ Temperature [Double] B =  CsvDataModel/DemoEvent/ Temperature [Doudle] <> &

RestServerModel/DemoData/Pressure [Double] B =  CsvDataModel/DemoEvent/Pressure [Doudle] <> &

Actions with Conditions

+ Click on the "Add condition block" button (1).

» Drag and drop a tree member to build up the condition (2) and (3) or use the Literal Node
button to enter a custom value.

+ Select a condition operator (4). The following operators are available: ==, 1=, <, <=, >, >=.
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/' Edit Mapping: doc.r tv @ X
CsvDataModel - I RestServerModel - Rule Configuration © o *
Q¢ Q ¢ T
¥ [HRestServer CsvToRest Rule description
s

M CsvFile
~ @ DemoEvent [DemoDataType]

~ [ DemoData [DemoDataType]
Trigger Type €3

CsvDataModel/DemoEvent o

e ] o o

Condition Node g ~

+ To add multiple conditions (5) select the block operator (6).

+ Click on the "Literal Node" button (7) to enter a custom value (8).

+ Select a condition operator (9).
7 Edit i doc. v @ X
;}sv‘DataMode\ B ;zesn&SewerModel - Rule Configuration O o X
M CsvFile & & I Restserver Q¢ ;s;ToR;sl Rule description

~ [3 DemoEvent [DemoDataType] ~M DengaIa [DemoDalasze] 4

) Pre ) Trigger Type g3

CsvDataModel/DemoEvent o

actions [Target <=> Source]

Condition Node

CONDITIONS +

Block Operator: AND ~
!= v RestServerModel/DemoData/Temperature

CsvDataModel/DemoEvent, Temperature [Double]

owlel B < v 20

® 9

CsvbataModel/DemoEvent/ Temperature

THEN

Snagit Capture

/DD ELSE EXPRESSION

* Click on the "Add Condition Block" button (10) to add a new one.

» Click on the "Delete Condition Block" button (11) to remove a condition block and select
the "Delete" button (12) to remove the condition.
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/' Edit Mappii doc. i ing:latest v
O @ X

CsvDataModel M o RestServerModel Rule Configuration
Q3 Q g e
[ RestServer — Y CsvToRest Rule description
A [ DemoData [DemoDataType] 4

P CsvFile

~ [A DemoEvent [DemoDataType]
Trigger Type g3

o

Trigger: Tree Membe
CsvDataModel/DemoEvent

actions [Target <=> Source]
@ o~

Condition Node

CONDITIONS + a Condition Operator: AND ¥ <>

Block Operator: AND ~
CsvDataModel/DemoEvent/ Temperature [Double] @ != v RestServerModel/DemoData/Temperature [Double] <>
CsvDataModel/DemoEvent/ Temperature [Double] @ < v 200 ©
Block Operator: AND ~ ﬁ
THEN <

Inthe "THEN" (13) section, drag and drop the Target and Source Information Model nodes, using
either the simple or the complex assignment methods.

4 Edit Mapping: doc. i i v @ x
e r o o i ~
CsvDataModel - 5 RestServerModel - 3 RuleConfiguration © @ G x
Q< Qg Rulename
M CsvFile [ Restserver CsvToRest Rule description
~ [3 DemoEvent [DemoDataType] ~ [ pemoData [DemoDataType] 4
Trigger Type €3
Trigger: Tree Membe
CsvDataModel/DemoEvent o
actions [Target <=> Source] -
Condition Node g ~
CONDITIONS + <>
Block Operator: AND +
CsvDataModel/DemoEvent/ Temperature [Double] & =~ RestServerModel/DemoData/Temperature [Double] <> &
CsvDataModel/DemoEvent/ Temperature [Double] & < v 200 o
o

THEN

@ .

Actions with Custom Conditions
+ Click on the "Source Code" button (1).

+ Input code for a complex condition (2).
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7/ Edit ing: doc
CsvDataModel v b RestServerModel v Rule Configuration © @
MosiFile 2 % Mrestsener T i descripti
A [H DemoEvent [DemoDataType] ~ [ DemoData [DemoDataType] 4
0
i T Trigger Type ¢
p
CsvDataModel/DemoEvent o
actions [Target <=> Source] e
Condition Node g ~
CONDITIONS + ﬁ
Covpatatio .- (csvoatanodel. Intvariable > 50 && Csvbatavodel. Intvariable <102)
THEN Q <

ADD ELSE EXPRESSION

+ For the "THEN" section, either use drag and drop to add the target and source Information
Model nodes, or click the "Source Code" button (3) to input code.

Multi Rule

The following screenshot displays the Multi Rule Editor. Here, no specific trigger can be set;
instead, each source element from an Information Model behaves as a trigger. When a source
element is updated, the assignment to the target element is performed.

O Note

The Multi Rule configuration treats each source as a trigger.

Enter "Rule name" (3).
Drag and drop the Source Information Model nodes (4) one by one into the Source field
).

+ The Source and Target information must match on a one-to-one basis (e.g., String to
String). Allowed nodes for Source and Target include Simple Variables and Variables from

a Complex Variable.

« After all mandatory fields are filled out, click the "Apply" button (6) to save the newly cre-

/' Edit ing: doc.
EquipmentDataModel -~ I RestserverModel . Rule Configuration o
Q $ Q.
[ EquipmentData —— Dl EquipmentData EquipmentToRest Rule description
~@p ~ [ pem:

string] O RestServerModel/ftemNr ~ [trin; g O
Double] & R [Double] B
Double] & R [Double] B

+ The Multi Rule Editor closes, and the newly created rule appears in the Rules List.

+ Click the "Save" button (7) located in the upper right corner to save the mapping.
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/" Edit Mapping: doc.mapping:DataMapping:

@

EquipmentToRest o

Configuration Rules

doc.mapping Trigger:
[ Model/EquipmentDataModel/Variable/itemNr

DataMapping

Description

doc.mapping:EquipmentData:|atest

doc.mapping:EquipmentData:|atest

Implicit Type Conversion

Within the graphical mapping, Variables and Properties of different data types are implicitly
converted. For example, a variable of type String (1) can be assigned to a variable of type
Double (2) without the need for manual data type conversion through code entry.

Rule Configuration O &

CsvToRest

£ Trigger Type
actions [Target <=> Source] &
The table below outlines the implicit conversions supported:
Data Type Convertible To/From
String Char, Byte, Short, Int, Long, Float, Double, LocalDateTime, Off-
setDateTime, Boolean
Long LocalDateTime, OffsetDateTime
LocalDateTime OffsetDateTime

Code-based Rules

The main target of SMARTUNIFIER is to build up the connectivity between systems. Sometimes
integrations become more complex and it might require to build up Rules via the code editor
using the Scala programming language. SMARTUNIFIER extends the Scala programming lan-
guage with addition operators and methods to simplify the realization of data transfer between
Information Models.

Similar to Mappings via drag and drop, there is no knowledge of the underlying communication
protocol (e.g., MQTT, OPCUA, etc.) needed. Protocols are hidden behind the corresponding
Information Models. The parameter values of an Information Model are stored in the objects
of type VariableDefinition[T] or PropertyDefinition[T]. These contain additional information and
methods rather than just the parameter values. They also provide methods to listen for changes
and conversion between variable types.
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Basics

Rule construct

A rule always starts with a Trigger (1). The trigger can represent an element of the Information
Model, such as a Variable, Event, Command, or it can be time-based.

After the trigger, call mapTo (2) and define the function body by adding curly braces (3).

Depending on the trigger, declare the Triggerinstance (4). Use naming that corresponds to the
type of the trigger.

9 o

Trigger maplo TriggerData ==

The Source (5) is the content of the Triggerinstance. For example, if the trigger is a Variable,
then the Source is an instance of that Variable.

To assign the Source to the Target, use the := operator (6).

The Target can be any variable you want to map to (7).

Trigger bTo 1 TriggerData
Q Q
Target := Source
Compiling

Compile the code for the selected rule by clicking the "Compile" button (1) and check for com-
pilation errors before saving the rule.

7 Edit ing: io.x 2mqtt:OrderinformationToMQTT:

b S Rule Configuration o
2L i SIEE ‘
[ Database [ Equipment DataToMQTT Rule description

~ [4 DatabaseSelect [Command_DatabaseSelect] ~ [ FileEvent [FileEventType]
~ (@ Parameters [RequestType] 0 rin

[ Orcerhumboer [String
~ @ Reply [ReplyType]
M Customer [String

[<]<]<]<]<]
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Logging

Logging can be added in the Rule implementation by calling - CommunicationLogger.log (line
5)

Listing 1: Rule with Logging

EquipmentModel.Alarm mapTo {variable =>
MesModel .EquipmentAlarm. send(event => {

Try {
event.EquipmentId := EnterpriseModel.EquipmentName
CommunicationLogger.log(variable, event)
}
B
}
Trigger Types

Tree Member

The following Information Model elements can be used as a trigger: Variables, Events, Com-
mands. The snippet below shows how the trigger is defined:

<Information Model>.<Element from the Information Model> mapTo { <Element
type> =>

Listing 2: Tree Member as Trigger

EquipmentDataModel.ItemNr mapTo { variable =>

Try {
EquipmentDataModel .DemoData.Temperature := RestServerModel.DemoData.
—Temperature
EquipmentDataModel .DemoData.Pressure := RestServerModel.DemoData.Pressure
3
}
Schedulers

With schedulers, you can execute Rules at specified times or intervals. You can choose from
the following scheduler types:

* Fixed Rate Scheduler
* Fixed Delay Scheduler

Typically, the scheduler is started automatically and executes the rule once the instance is
started, and used channels are in the "Connected" state.

However, you can manually trigger the execution and termination of a rule by using the
start/stop function of the scheduler:
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Listing 3: Start Rule

[_trigger.Schedulers("<name of rule>").start(Q J

Listing 4: Stop Rule

[_trigger.Schedulers("<name of rule>").stop() }

Fixed Rate Scheduler

Rules can be scheduled to run continuously at a fixed rate. Instead of defining an element of
the Information Model as a trigger, the fixedRateScheduler method can be used. The snippet
below shows how the fixed rate scheduler is defined:

_trigger.fixedRateScheduler(<Cron Expression>)

Listing 5: Fixed Rate Scheduler

1 | _trigger.fixedRateScheduler("0/1 * * * * 7 *") mapTo(() => {
2 modell.StringVariable := model2.StringVariable
s | B

Example expressions

Expression Description

W/ @ @ WP Every second

0/20 * * * * 7 Every 20 seconds

15 9/2 * * * ? every other minute, starting at 15 seconds past the minute.
® 0/2 8-17 * * ? every other minute, between 8am and 5pm (17 o’clock).

0 0/3 17-23 * = ? every three minutes but only between 5pm and 11pm

® 0 10am 1,15 * ? 10am on the 1st and 15th days of the month

0,30 * * ? * MON-FRI every 30 seconds on Weekdays (Monday through Friday)
0,30 * * ? * SAT,SUN every 30 seconds on Weekends (Saturday and Sunday)

Fixed Delay Scheduler

Rules can be scheduled to run at a fixed rate with an initial delay. The snippet below shows how
the fixed delay scheduler is defined:

_trigger.fixedDelayScheduler(<Initial Delay>, <Period>, <Unit>) mapTo(() =>
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Listing 6: Fixed Delay Scheduler

_trigger.fixedDelayScheduler(10, 60, SECONDS) mapTo(() => Try{

EquipmentDataModel .DemoData.Temperature := RestServerModel.DemoData.
—Temperature

EquipmentDatalModel .DemoData.Pressure := RestServerModel.DemoData.Pressure
19

Timeout Scheduler

Rules can be scheduled to run after a specific timeout. The snippet below demonstrates how
the timeout scheduler is defined:

_trigger.timeoutScheduler(<Delay>, <Unit>) mapTo(() =>

Listing 7: Timeout Scheduler

_trigger.timeoutScheduler (60, SECONDS) mapTo(() => Try{

EquipmentDataModel .DemoData.Temperature := RestServerModel.DemoData.
—Temperature

EquipmentDatalModel .DemoData.Pressure := RestServerModel.DemoData.Pressure
1D)

Target-to-Source Mapping
Node Types Sharing the Same Custom Data Type

When the target and source Node Types in the Information Model are both of the same Custom
Data Type, the Mapping can be simplified:

Listing 8: Mapping of two Events with the same type

eventl := event2

The two Node Types have to be of the same kind e.g., both are Events or both are Variables.

Node Types with different Custom Data Type

The examples demonstrate how to map values between source and target variables.

Variables to Events

This mapping is utilized when static data needs to be transformed into an Event. This is often
the case when data originates from a variable-based data server (such as OPC UA server, Mod-
bus, Iso-On-TCP) and is required to be mapped to an event or message-based target system
(like MQTT, Kafka, Databases, etc.).

The example below illustrates the mapping of variables from the EnterpriseModel and the
EquipmentModel to an Event within the MesModel:

* Trigger: EquipmentModel.Alarm (line 1)

« Triggerinstance of EquipmentModel.Alarm: variable (line 1)
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Invoke the send method on the EquipmentAlarm Event (line 2) and define the Triggerin-
stance as event (line 2)

Variable assignment is performed using the assignment operator :=. Both target and
source are specified by entering the path of the variables in the Information Model, for
example, event.Equipmentld and EnterpriseModel.EquipmentName (line 4)

Listing 9: Rule - StartOrder - Variable/Event

EquipmentModel.Alarm mapTo {variable =>
MesModel .EquipmentAlarm. send(event => {

Try {
event.EquipmentId := EnterpriseModel.EquipmentName
event.OrderNr := EquipmentModel.CurrentOrder.OrderNr
event.MaterialID := EquipmentModel.CurrentMaterialID
event.AlarmInfo := EquipmentModel.AlarmInfo
CommunicationlLogger.log(variable, event)
3
iD)
}
Event to Variables

This mapping is utilized when dealing with event-driven data that needs to be mapped to vari-
ables. This scenario often occurs when data originates from an event or message-based sys-
tem (e.g., MQTT, Kafka, Databases, etc.) and needs to be mapped to a variable-based data
server (such as OPC UA server, Modbus, Iso-On-TCP).

The example below outlines the mapping of values from the TransferNewOrder Event in the
MesModel into variables within the EquipmentModel:

The Trigger is specified by entering the path of the Event MesModel.TransferNewOrder
(line 7). Since an Event is utilized as the Trigger, the Triggerinstance is appropriately
named event (line 1).

* In the function body, the Complex Variable NewOrder and the Simple Variable NewME-

SOrderFlag are provided with data from the MesModel's TransferNewOrder Event.

Targets are specified by entering the path of the variables, such as Equipment-
Model.NewOrder.OrderNr (line 3).

To assign values to OrderNr, MaterialNr and Quantity of the Complex Variable NewOrder,
enter the Triggerinstance event followed by the variable name from the TransferNewOrder
Event, e.g., event.OrderNr (line 3).

* In this case it is also possible to assign the variable NewMesOrderFlag a Boolean value

like true (line 6)

Listing 10: Rule - TransferNewOrder - Event/Variable

MesModel . TransferNewOrder mapTo { event =>
Try {

EquipmentModel .NewOrder.OrderNr := event.OrderNr
EquipmentModel .NewOrder.MaterialNr := event.MaterialNr
(continues on next page)
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(continued from previous page)
EquipmentModel .NewOrder.Quantity := event.Quantity
EquipmentModel . NewMESOrderFlag := true
}
}

Event to Commands

This mapping is employed when dealing with event-driven data that needs to be mapped to a
Command. This scenario may arise when incoming event or message-driven data should be
enriched with data from another system (such as a database or a REST server) before being
further mapped to another event-driven message.

The following scenario describes a rule that maps incoming data from a file to MQTT. When
the FileEvent is triggered, the rule first executes the DatabaseCommand to retrieve data from a
database (the result of the reply can be accessed directly afterward):

« Trigger is specified by entering the path of the Event file.FileEvent (line 1). Since an Event
serves as the Trigger, the Triggerinstance should be named event (line 1)

+ Within the function body, execute a Command. The execution of a Command is specified
by entering the path of the Command and calling the execute function at the end of the
path (line 2). The Triggerinstance is named command (line 4).

* Lines 4-6 illustrate the first part of the Command execution, where values from the source
model are assigned to the Command Parameters.

+ Every Command includes a Reply, which necessitates defining the reply section (line 8).

+ After retrieving data from the database, send out the data over MQTT. In the reply func-
tion body, specify the path of the MqttEvent. Since this is the second Event, the Triggerin-
stance can be named event1 (line 10).

+ Within the reply function body, assign values from the FileEvent (lines 11-13) as well as
from the Reply (lines 14-15) to the MqttEvent.

Listing 11: Rule - File2MqttWithDB - Event/Commands

file.FileEvent mapTo {event =>
database.DatabaseCommand.execute (command => {

Try {
command.orderNr := event.orderNr
command.materialNr := event.materialNr
CommunicationlLogger.log(event, command)
3

}, reply => {
mgtt.MgttEvent.send(eventl => {

Try {
eventl.Quality := event.quality
eventl.OrderNr := event.orderNr
eventl.MaterialNr := event.materialNr
eventl.Customer := reply.customer
eventl.Product := reply.product

CommunicationLogger.log(reply, eventl)
(continues on next page)
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18 i9)
19 b

(continued from previous page)

Properties to Variables

When a Property serves as the source and a Variable as the target, the mapping is straightfor-
ward: the Property is assigned to the Variable using the assignment operator :=. This approach
may be utilized when dealing with an XML structure that includes XML-Attributes, which are
modeled as Properties in the Information Model, while the target system expects the data to

be presented as Variables.

Listing 12: Rule - Property/Variables

1 {propertyNodeType := variableNodeType

Mapping including Lists

If there are Lists structures within an Information Model that need to be mapped to another
Information Model, it is necessary to iterate through the list items using a foreach loop.

The following scenario describes a Rule that maps incoming data from a file to MQTT. The

MQTT Model contains a List called DataList.

« Initialize a variable named listitem reference a newltem in the DatalList (line 6)

+ Then, assign the value from the file event to this variable listitem (line 8)

Listing 13: Rule - FileTOMQTT - Lists

1 |csv.FileEvent mapTo { event =>

3 event.items.foreach { item =>

4 mgtt.MgttEvent.send(eventl => {

5 Try {

6 val listItem = eventl.DatalList.newItem
7

8 listItem.Timestamp := item.Timestamp

9 listItem.Pressure := item.Alarmlevel

1 CommunicationlLogger.log(event, eventl)

12 }
13 b
14 }
15 }

© Note

Lists can only be mapped in the code view.
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SMARTUNIFIER Code Constructs

Rules are written in the Scala programming language. SMARTUNIFIER also includes custom
code constructs that can be used within mappings, allowing for operations such as type con-
versions directly at the variable level.

Converters

If the variables to be mapped to each other are not of the same data type, use the provided
type converters. Converters can be used on Information Model nodes such as Variables and

on Properties .

Method Description Example
toBoolean(definition: Converts a variable to a Boolean to-
TVariableDefinition[T]) Boolean(m1.IntVariable)

toBoolean(definition:
TPropertyDefinition [T])
toByte (definition: TVari-
ableDefinition[T])

toByte (definition: TProp-
ertyDefinition [T])

toShort (definition: TVari-
ableDefinition[T])
toShort (definition:
TPropertyDefinition [T])
tolnt (definition: TVari-
ableDefinition[T])

tolnt (definition: TProper-
tyDefinition [T])

toLong (definition: TVari-
ableDefinition[T])

toLong (definition: TProp-
ertyDefinition [T])

toFloat(definition: TVari-
ableDefinition[T])

toFloat (definition: TProp-
ertyDefinition [T])
toDouble(definition:
TVariableDefinition[T])
toDouble (definition:
TPropertyDefinition [T])
toStr(definition:  TVari-
ableDefinition[T])

toStr (definition: TProper-
tyDefinition [T])

Either the literal true or the literal false
Conversion of a variable to an Byte

8 bit signed value. Range from -128 to 127
Conversion of a variable to a Short

16 bit signed value. Range -32768 to 32767
Conversion of a variable to an Integer

32 bit signed value. Range -2147483648 to

2147483647
Conversion of a variable to a Long

64 bit signed value. Range
-9223372036854775808 to
9223372036854775807

Conversion of a variable to a Float
32 bit IEEE 754 single-precision float
Conversion of a variable to a Double
64 bit IEEE 754 double-precision float
Conversion of a variable to a String

A sequence of Chars

to-
Byte(m1.IntVariable)

toShort(m1.IntVariable)

tolnt(m1.StringVariable)

to-
Long(m1.IntVariable)

toFloat(m1.IntVariable)

toDou-
ble(m1.IntVariable)

toStr(m1.IntVariable)
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Math Operators

Math Operator methods can be utilized to perform calculations, such as addition, subtraction,
multiplication, and division. If there's a need to perform calculations on the values of a variable
within the mapping before sending data to the target system, the following methods can be

employed:

Method Description

Example

add(Option[T],Double) Addition of a variable with a nu-
meric data type and a Double value

sub(Option[T],Double) Subtraction of a variable with a nu-
meric data type and a Double value

mult(Option[T],Double) Multiplication of a variable with a
numeric data type and a Double
value

div(Option[T],Double) Division of a variable with a numeric

data type and a Double value

add(model.IntVariable, 2)

sub(model.IntVariable,
2.5)
mult(model.IntVariable,
3)

div(model.IntVariable,
3.5)

String Operators

String Operator methods can be utilized to perform String manipulation:
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Method

Description

Examples

concat(variable, variable)

contains(variable,
quence)

Se-

matches(variable, regex)

Concatenates two strings
together.

Checks and returns true
if and only if this string
contains the specified se-
quence of char values.

Checks and return true
if the string matches the
given regular expression.

concat(myModel.myStringVariable,
"World")

concat("Hello",
myModel.myStringVariable)

concat(myModel.myStringVariableA,
myModel.myStringVariableB)

contains(myModel.myStringVariable,
"Hello")

contains(myModel.myStringVariable,
myModel.myOtherStringVariable)

matches(myModel.myStringVariable,
"Hello.*")

matches(myModel.myStringVariable,
myModel.myRegExStringVariable)

replace(variable, target, Replaces first occurrence
replacement) of a substring within the
string with the specified replace(myModel.myStringVariable,
replacement. T, "X")
replace(myModel.myStringVariable,
myModel.search, "X")
replace(myModel.myStringVariable,
myModel.search,
myModel.replace)
replaceAll(variable, tar- Replaces all occurrences
get, replacement) of a substring within the
string with the specified replaceAll(myModel.myStringVariable,
replacement. T, "X")
replaceAll(myModel.myStringVariable,
myModel.search, "X")
replaceAll(myModel.myStringVariable,
myModel.search,
myModel.replace)
Mappings . . . . 128
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Helpers

Helpers are methods that can be used to simplify the mapping process. They can be used to
compare the value of a variable with a given value, or to map child variables from one complex

variable to another.

© Hint

It is possible to convert a String to a Local- and OffsetDateTime without any extra parsing.

Method Description

Example

equals(variable, variable) Compares the value of a
variable with a given value

mapAndAssignChil- Maps child variables from

dren(complexVariableT, one complex variable to

complexVariable2) another mapAndAs-
signChildren(<source>,
<target>). Variables must
be of the same type and
have the same id

equals(myModel.myStringVariable,
"Foo")

mapAndAssignChil-
dren(m1.ComplexVariableDepth1,
m2.ComplexVariableDepth1)

Time conversions

O Note

When dealing with OffsetDateTime, Zoneoffset.UTC is set as default.

O Note

When formatting the following formats are set als defaults: ISO_DATE_TIME = "yyyy-MM-
dd'T'HH:mm:ss.SSS'Z", ISO_DATE = "yyyy-MM-dd", ISO_TIME = "HH:mm:ss.SSS'Z"

Method structure explanation
* (1) Method name
* (2) Input type
* (3) Output type

offsetDateTimeTolLong(date: Option[OffsetDateTime]):long

Mappings
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Method Description Example
longToOffsetDate- Parses a Unix longToOffsetDate-
Time(timestamp: Op- timestamp  pro- Time(Option(1732873920000))
tion[long], offset: Zo- vided in a long -> java.time.OffsetDateTime
neOffset = ZoneOff- variable to Offset- longToOffsetDate-
set.UTC):OffsetDateTime DateTime Time(myModel.MyUnixTimestamp)
--> java.time.OffsetDateTime
longToLocalDate- Parses a Unix longToLocalDate-
Time(timestamp: Op- timestamp  pro- Time(Option(1601536800000))
tion[long], offset: Zo- vided in a long -—> java.time.LocalDateTime
neOffset = ZoneOff- variable to Local- longTolLocalDate-
set.UTC):LocalDateTime DateTime Time(myModel.MyUnixTimestamp)
--> java.time.LocalDateTime
parseOffsetDate- Parses a String to parseOffsetDateTime(Option("2024-
Time(dateTime: Op- OffsetDateTime 11-29T08:32:00+01:00")) ->
tion[String], format- java.time.OffsetDateTime
ter: DateTimeFormat-

ter = DateTimeFormat-
ter.ISO_OFFSET_DATE_TIME):O
parselLocalDate-
Time(dateTime:
tion[String],
ter: DateTimeFormat-
ter = DateTimeFormat-
ter.ISO_LOCAL_DATE_TIME):Lo«
formatOffsetDate-
Time(dateTime: Op-
tion[java.time.OffsetDateTime],
formatter: DateTimeFor-
matter = DateTimeFormat-
ter.ISO_OFFSET_DATE_TIME):SI
formatLocalDate-
Time(dateTime: Op-
tion[java.time.LocalDateTime],
formatter: DateTimeFor-
matter = DateTimeFormat-
ter.ISO_LOCAL_DATE_TIME):Str
localDateTimeToOffset-

Op-
format-

DateTime(dateTime: Op-
tion[LocalDateTime], off-
set: ZoneOffset = ZoneOff-
set.UTC):OffsetDateTime
localDateTimeTo-
Long(dateTime: Op-
tion[LocalDateTime], off-
set: ZoneOffset = ZoneOff-
set.UTC):long
offsetDateTimeTolLocal-
DateTime(dateTime: Op-

tion[OffsetDateTime]):LocalDat:
offsetDateTimeToLong(date:

Parses a String to
LocalDateTime

Formats an Offset-
DateTime

Formats a Local-

DateTime

Parses a Lo-
calDateTime to
OffsetDateTime

Parses a Local-
DateTime to long

Parses an Offset-
DateTime to Local-
DateTime

Parses an Offset-

parseLocalDateTime(Option("2024-
12-13T10:15:30")) ->
java.time.LocalDateTime

formatOffsetDate-
Time(Option(java.time.OffsetDateTime))
-->"2024-11-29T708:32:00+01:00"

formatLocalDate-
Time(Option(java.time.LocalDateTime))
->"2024-12-13T710:15:30"

localDateTimeToOffsetDate-
Time(Option(LocalDateTime))
java.time.OffsetDateTime

localDateTimeTo-
Long(Option(LocalDateTime))
1601536800000

offsetDateTimeTolLocalDate-
Time(Option(OffsetDateTime))
->2024-12-13T10:15:30
offsetDateTimeTo-

N&Ja%c‘l)?rrll&éffsetuate rimej):fong

Datelime to Long

Cong(Option(OffsetDateTime))

->1732873920000 130
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Here are some example of some Date conversions:

O Note

When converting a String to a Local-/OffsetDateTime, no parsing needs to be done manually,
as its done automatically in the mapping.

Method Input Output
longToOffsetDateTime 1601536800000 2024-12-13710:15:30+01:00
StringToLocalDateTime  "2024-12-13T10:15:30" 2024-12-13710:15:30

StringToOffsetDateTime "2024-11-29T08:32:00+01:00" 2024-11-29T08:32:00+01:00

During mapping, create a new Rule, switch to the code view <> and follow the following concept:

SourcelModel . SourceEvent/ComplexVar mapTo { event/variable =>
Try {

TargetModel .TargetEvent/ComplexVar := parsing method(event/variable.
—SourceVar)

Equipment.DateTimeConversion mapTo { event =>

Try {
target.complexVar.Local2long := localDateTimeToLong(event.Local2Long)
target.complexVar.Long2Local := longToLocalDateTime(event.Long2Local)
target.complexVar.String2Local := parselLocalDateTime(event.String2Local)
target.complexVar.FormatLocal := formatLocalDateTime(event.FormatLocal)
target.complexVar.Offset2Local := offsetDateTimeToLocalDateTime(event.

—0ffset2Local)
}

}

Loops (foreach)

In some use cases, it may be necessary to iterate through a collection if the Information Model
contains a list or an array. In this case, call the items method on the list element of the Infor-
mation Model, followed by foreach (line 13).

Listing 14: Code constructs - Loops

import java.time.LocalDateTime
import java.time.Instant
import java.time.Zoneld

equipment.FileEvent mapTo { event =>
val newImportDate = LocalDateTime.ofInstant(Instant.ofEpochMilli(System.
(continues on next page)
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(continued from previous page)

—currentTimeMillis()), Zoneld.systemDefault())

db.MainDatabaseEvent.send(eventl => Try {
eventl.ImportDateTime := newImportDate
eventl.StepId := event.Stepld

event.analysisData.items.foreach {

case analysisDataType:.
—ComplexCollectionVariableDefinition[AnalysisDataType] => {

val analysisDataltem = eventl.analysisDataTable.newItem

analysisDataltem.name := analysisDataType.name
analysisDataltem.length := analysisDataType.length

}
}
D)
}

Conditions (If - statements)

Within a rule, it's possible to implement conditions using Scala’s conditional expressions. If
statements can be used to test a condition before executing the subsequent block. For exam-
ple, this can be utilized to check if a certain condition is met before executing an event (line
3).

Listing 15: Code constructs - Conditions

equipment .ActiveOrder.State mapTo { variable =>

logger.info(s"Active order state: variable.value} - Processing Finished")
if (variable.value == 3) {
mes.NotifyOrderFinished.send(event => {
Try{
event.EquipmentId := equipment.EquipmentInformation.EquipmentType
event.OrderNr := equipment.ActiveOrder.OrderInformation.OrderNo
event.ProductNumber := equipment.ActiveOrder.OrderInformation.ProductNo

event.QuantityOk := equipment.ActiveOrder.QuantityOk
event.QuantityNOk := equipment.ActiveOrder.QuantityNOk

D)

Exception Handling (Try/Catch)

Exception Handling is an integral part of the SMARTUNIFIER mapping logic. The mapTo and
send callbacks expect a return value of the Scala type Try. If an exception occurs in one of the
rules, SMARTUNIFIER logs the exception and displays a notification in the manager. Supported
Communication Channels take further actions once an exception has occurred. For example,
the File Reader Channel moves a file that initially triggered a rule into an error folder.
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In the example below, a Try block is placed after each command and event call (lines 2 and 4).

Listing 16: Code constructs - Exception Handling

database.update mapTo { (updateCommand, reply) =>
Try {
api.AmorphAPI.send(event =>
Try {
event.id := updateCommand.Identifier.Id
event.name := updateCommand.Identifier.Name
updateCommand.Status.items.foreach(item => {
val statusItem = event.status.newItem
statusItem.index := item.Index
statusItem.value := itemValue
b
3
)
}
}

Breaking out of Rules

You can break out of a rule by calling the Break() method in your code. Any code defined after
the Break() method will not be executed.

Example 1: The Break() method can be used to stop the execution of the code if, for example,
a variable value is not present (lines 2-4) but is needed later (line 9).

Listing 17: Code constructs - Break()

def rule_ri1(): Unit = {
if(modell.myVariable.isEmpty()) {
Break()
3

//... mapping code here ...

modell.myVariable.mapTo {
variable => model2.myVariable := variable

}

}

Example 2: Breaking out of a loop if the iterator does not have a next element (line 4) and calling
Break() (line 5).

Listing 18: Code constructs - Break()

def rule_r2(): Unit = {
val iterator = modell.myList.items.iterator

while(iterator.hasNext){
(continues on next page)
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(continued from previous page)
if(iterator.next().isEmpty()){
Break()
3

}
// ... mapping code here ...

Device Types

What are Device Types

The SMARTUNIFIER Device Type acts as a template for a Communication Instance that can
be reused (i.e., one instance represents one equipment). Multiple Communication Instances,
which share common configuration parameters, can be created based on one Device Type.

In the simplest integration scenario of a single equipment, one Device Type must be created to
create a Communication Instance. This enables to create and spin up two Instances for test
and production operation.

A Device Type itself contains one or multiple Mappings, which allows to build up communi-
cation flows between multiple systems (how this can be done is shown in the SMARTUNIFIER
Demonstrator). Each Mapping contains one or multiple Information Models with its associated
Communication Channel.

Device Types are especially important, when integrating several similar pieces of equipment or
devices.
How to create a new Device Type
Follow the steps described below to create a SMARTUNIFIER Device Type.
+ Select the SMARTUNIFIER Device Type perspective (1).

Device Types 134




SMARTUNIFIER User Manual, Release 1.10.0

= /MORPH.Pro

SMARTUnifier Configuration <

Information Models T::

Channel Types :.
Communication Channels ##
Mappings &

Device Types o
Instances @
Deployments a
Deployment Endpoints w

User Management .

* Click on the "Add Device Type" button in the upper right corner (2).

&3 Device Types QM + <&

Group Name Version Description

GROUP FILTER v

* The creation of a Device Type is divided into two parts. First, provide basic information
about the Device Type, such as its Group, Name, and Version. Additionally, you can provide
a short description, if desired (3).

* In the next step, provide one or multiple previously created Mappings. To do so,
- Click the "Add Mapping" button (4)

— After selecting a Mapping (5), the associated Information Models will appear
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- If the wrong Mapping was selected, click the "Delete Mapping" button to remove it
from the Device Type (6)

- Finally, select a Communication Channel for each Information Model from the drop-

down (7)
+ To save the new Device Type, click the "Save" button located in the top right corner of the
screen (8).
/' Edit Device Type: demoscenario.csv2rest:SUDeviceType:
© rncinsioss o

SUDeviceType

Description

o demoscenario.csv 2rest:CSVtOREST:latest - e

Models

Channels
CSVDataModel o demoscenario.csv: 2rest:CSV:latest

RESTDataModel demoscenario.csv2rest:RESTServer:latest

Communication Instances

What are Instances

A SMARTUNIFIER Instance is a dynamically created application that can be deployed to any
suitable IT resource (e.g., Equipment PC, Server, Cloud), and which provides the connectivity
functionality configured. Therefore, a SMARTUNIFIER Instance uses one or multiple Mappings
and selected Communication Channels from a previously defined Device Type.

The Communication Instance is the final component and when deployed it acts as a standalone
application that provides the connectivity between two or multiple systems. The granular con-
figuration of the Communication Channels can be done on this level (e.g., changing the IP ad-
dress) which is useful when there are multiple Communication Instances created based on the
same Device Type.

How to create a new Instance
Follow the steps described below to create a SMARTUNIFIER Instance.
+ Select the SMARTUNIFIER Instances perspective (1)
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= /MORPH.DIO

SMARTUnifier Configuration <

Information Models E=
Channel Types .‘.
Communication Channels H#
Mappings ¢

Device Types @

Instances {&} o

Deployments a
Deployment Endpoints i
User Management -t

+ Click on the "Add Instance" button in the upper right corner (2)

& Instances

GROUP FILTER v

Group Name

« Select a Device Type from the drop-down (3)

+ The instance details are automatically populated based on the Device Type (4), but you

can still modify the Group, Name, Version, and Description fields as needed

+ Mappings defined in the Device Type will appear in the Mapping area (5)

+ To change the existing configuration or if no configuration has been made yet, click the

"Configure" button (6)

Communication Instances
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/" Edit Instance:demoscenario.csv2rest:SUInstance:

o demoscenario.csv2rest:SUDeviceType:latest

SUInstance

Description

Models Channels

I
o CSVDataModel

RESTDataModel

“©
D

Advanced Settings

+ Expand the Advanced Settings option (7) to select the framework version (8) for the Com-
munication Channels. This allows backward compatibility for Communication Instances
created with previous versions of SMARTUNIFIER.

2 Edit Instance: io.csv2rest:SL £
SUInstance 6

Description

Channels

Models
CSVDataModel

RESTDataModel

Advanced Settings

com.amorphsys.i40.adapter:SmartUnifierFrameworkLibraryDefinition:1.5.0-SNAPSHOT

o com.amorphsys.i40.adapter.channel:CsvstringToModelLayer:1.5.0-SNAPSHOT

com.amorphsys.i40.adapter.channel:FileTailerToStringLayer:1.5.0-SNAPSHOT

com.amorphsys.i40.adapter.channel:Restimplementation:1.5.0-SNAPSHOT

- Save the SMARTUNIFIER Instance by clicking the "Save" button (9)
+ To deploy, run, and stop the Instance, navigate to the Deployment perspective.
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CHAPTER
FOUR

CONFIGURATION COMPONENT MANAGEMENT

SMARTUNIFIER provides a comprehensive management of the configuration components:
* Group Filter
+ Validation
« Component Version Control
*+ Operations

In order to keep the SMARTUNIFIER configuration components organized take a look on how
to name the configuration components.

Naming Convention

The configuration process of a SMARTUNIFIER Instance involves the creation of configuration
components such as Information Models, Communication Channels, Mappings, Device Types
and the Communication Instances themselves. Each configuration component needs to have
a group and a name as an identifier. The identifier helps to organize configuration components
and build up a hierarchical structure.

Group

The group can be used to leverage the concept of paths, similar to those used in file systems, by
concatenating logical entities together. In most cases, there is already a naming convention or
a certain style of naming for equipment in place. This convention can be adopted when naming
and organizing the configuration components.

Name

The name assigned to each configuration component should clearly reflect the entity being
integrated. The following table provides examples of appropriate naming conventions for the
specific configuration components:
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Configuration Com- Description

Naming Exam-

ponent ple

Information Model Name of the entity that is modeled CNC-Machine

Communication Name of the entity that is connected to CNC-Machine

Channel

Mapping Name of the source and target entity CNC-

MachineToDatabase

DeviceType Name of the entity type that is integrated (CNC- CNC-Machine
Machine)

Instance Specific name of the entity that is integrated CNC3000

(Equipment)

Naming Examples

We recommend the following naming convention for improved comprehensibility.

Information Models & Communication Channels

Information Models and its associated Communication Channels should both have the same

naming.
System Group Format Name Format Example Group  Example Name
Equipment /  Equipment- Equipment- cnc.hefner CNC3000
Machines Type.Manufactur¢ Name
IT-system System- SystemName erp.sep SEP PRO 5000
Type.Manufacture
= Information Models  Filtered by: hefner x a M o
nc.hefn (]
nc.hefn (]
nc.hefn (]
nc.hefn (]
44 Communication Channels Filtered by: hefner x N -
nc hef cne hefnerCNC2000 atest (4]
nc hef cne hefnerCNC3000 ] atest (4]
nc.heft cnc.hefnerOEE fatest (]
Mappings
System Group Format Name Format Example Group  Example Name
Equipment / IT- Equipment- Equipment- cnc.hefner CNC3000ToERP
system Type.Manufacture ToSystem
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<> Mappings Filtered by: hefner X a® s
Group Filter < Group
cnc.hefner CNC3000, SEP PRO 5000 L']
cnchefner CNC2000, OEE (i)
Device Types
System Group Format Name Format Example Group  Example Name
Equipment / IT- Re- Equipment- ger- CNC3000IntegrationTemplate
system gion.PlantName.E ToSysteminte- many.facilityl.cnc
gration
{3 Device Types Filtered by: facility1 x a® o

Group Filter < Group

germany.facilty1.cnc.hefner

Communication Instances

The Communication Instance provides the connectivity between the physical equipment on the
shopfloor and IT-systems. It is the most granular configuration component that is created.

System Group Format Name Format Example Group  Example Name
Equipment / IT- Re- Equipment- ger- CNC3000Integration
system gion.PlantName.t ToSysteminte- many.facility1.cnc

gration

{# Instances Filtered by: facilityl X

Group Filter < Group

germany.facility1.cnc. hefner

Group Filter

The Group Filter enables easy filtering of configuration components by the group name, which
can be hierarchically structured using substrings separated by periods.

The Show All filter shows every component (1).
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ts Information Models a M Is)
Group Filter < Grow & Neme sigtion
AL . o demoscenario.xmldatabase2mqtt (4]
xmidatabase2matt (4]
demoscenario xmldatabase2mqtt (4]
demoscenario json2database (]
demoscenario json2database (4]
u}
u}
u}
dem (4]
dem (4]

To apply afilter, click one of the items in the Group Filter list (2). The selected filter then becomes
visible at the top of the table (3).

&

L2 Information Models | Fitered by: csvzrest x o a M

Group Filter < oroup & Name

cc

The filter can be removed by clicking the selected item again, choosing the Show All option, or
clicking the cross icon at the filter on top of the table.

Validation

Validation indicates the status of the configuration components such as:
* Information Models
« Communication Channels
+ Mappings
* Device Types
+ Communication Instances
* Deployment

The status is displayed in the list table of each configuration component.
. If a component is valid, the valid icon is displayed
. 0 If a component is not valid, the error icon is displayed

. If a component is in the process of being validated, the compiling icon is displayed

Example:

If a change is made to, for example, an Information Model, such as altering the data structures
or simply renaming nodes, the Mapping where the Information Model is used is recompiled,
and the validation status is updated. In this case, an error is displayed with an error message
that indicates the problem. The error message is shown when hovering over the error icon.
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<> Mappings Filtered by: csv-rest X a ) + o
Group Filter < Status Group T Name Models Descrij iption

0.csv-rest FileTailer, RestServer M

Component Version Control

Component Version Control enables users to version SMARTUNIFIER configuration compo-
nents such as Information Models, Communication Channels, Mappings, Device Types and
Communication Instances.

By default, SMARTUNIFIER is using the Component Version Control internally - therefor no con-
figuration is needed. Another option is to point to an external version control system like Gitea.
In order to setup an external version control check out the SMARTUNIFIER Installation Guide.

How it works: SMARTUNIFIER creates a repository for each configuration component. Con-
figuration components can be released using tags which reference a specific point in the Git
history. After a tag has been created (equivalent to release of a configuration component) there
will be no further history of commits/changes. This means that the configuration component
can not be edited any further.

How to release configuration components
In order to release a configuration component follow the steps below:

1. Go to an edit page of a configuration component and click the release button.
> /' Edit Model: su.demo. i -lates o _

1. Enter a version number.

2. Click Ok to confirm.

Are you sure you want to release this configuration component?

Enter a version number:

©
©

4. Open the version drop-down to change between latest and other tags.
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D

> /' Edit Model: demo.scm:Equipment:

b DMeipme
~ @ FileEvent [FileEventType]
a o
8 S

O Note

Once a configuration component is released you can no longer edit the current tag. If
changes are necessary select latest. Once you finished editing the final version you can
repeat the release process as described above.

Operations

Add

The option to add/create a new component is described in the Instance Setup chapter, for
each component type:

* Information Models

+ Communication Channels
* Mappings

+ Device Types

* Instances

+ Deployment

+ Deployment Endpoints

Edit
Components can be edited by clicking the Edit button (1).

]:: Information Models  Filtered by: demoscenario x a M Iz

GROUP FILTER v
[

=3

Apply
In edit mode, selecting the Apply button (1) is required to validate or compile new data input.
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/' Edit Model: io. C v @ /B b X

[ CsvDataModel a . 6

~ [ csvDemoEvent [CSVDemoEventType] demoscenario.csv2rest

CsvDataModel

Description

Exit Editing
Edit mode can be exited by clicking the Close button (1).

/' Edit Model: 0. C v @ X

[ CsvDataModel a up * 6

~ [d csvDemoEvent [CSVDemoEventType] dem;,gcenar\o_csvzyes(

|V e

CsvDataModel

If the data is unsaved, a pop-up will appear, offering the option to click the Cancel button (2) to
return to edit mode and save the data, or the Leave button (3) to exit without saving.

Unsaved data

There are unsaved changes on this page. Are you sure you want to leave?

Leave o o Cancel

Save

In Edit Mode, changes can be saved by clicking the Save button (1) after the input data has been
applied.

/' Edit Model: 0. C latest v (€] A6 X

[ CsvDataModel Q ° up* 6
v s

demoscenario.csv2rest

CsvDataModel

Description

A confirmation message appears (2).

Operations 145


../_images/ApplyButton.png
../_images/CloseButton.png
../_images/CloseConfirmation.png
../_images/SaveButton.png

SMARTUNIFIER User Manual, Release 1.10.0

/' Edit Model: d io.csv2rest:CsvD:

[ CsvDataModel
~ [H csvDemoEvent [CSVDemoEventType] demoscenario.csv2rest

CsvDataModel

[<1<]<]<]

Save and Close
After applying input data while editing a component, changes can be saved and edit mode
exited by clicking the Save and Close button (1).

/' Edit Model: d io.csv2rest:CsvD: del:

[ CsvDataModel a’ o

~ [ csvDemoEvent [CSVDemoEventType] demoscenario.csv2rest

CsvDataModel

[<l<]<]<]

Description

A confirmation message appears (2), the edit mode is then closed.

]:: Information Models  Filtered by: demoscenario X a M Iz
> Group Name Description
«
o
< 1
2 demoscenario.csv2rest (u]
o
& 1
2 demoscenario.csv2rest (u]
S
demoscenario json2database (4]
demoscenario json2database (4]
demoscenario xmldatabase2mqtt (4]
demoscenario xmldatabase2mqtt (4]
demoscenario xmidatabasezmatt (]

ysaved OK[1]

Search

The Search option enables filtering of results according to multiple criteria, including:
+ Name
+ Version
+ Description

The search is case-insensitive and operates as a partial search, displaying all results that match
the searched characters.

To find a component, click the Search button (1) located in the upper right corner.
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ts Information Models 0 a@® Is)
Group Filter < Group & ; Descript
o demoscenario xmldatabase2matt (]
. demoscenario xmldatabase2mgtt (4]
ul

demoscenario xmidatabase2matt

Enter a search term (2).

ot € xo + o
Group Filter < Group & Name Description
v demoscenario.csv2rest (4]

v demoscenario.csvrest (]

To cancel the search click on the Close Search button (3).
By o x =3
Group Filter < Group & Nam
v demoscenario.csv2rest (4]
o

v demoscenario.csvzrest

Sort
The information in the view mode can be sorted ascending or descending for each column:
+ Group
+ Name
+ Version
+ Description

Click on the column header (1) to sort the information within a column. An arrow icon will show
whether the components are sorted in ascending or descending order.

ts Information Models Filtered by: demoscenario X a® &
Group Filter < Group Name 1 o Description

. demoscenario.csv2rest (4]
= demoscenario json2database (4]
demoscenario xmldatabase2mqtt (4]
demoscenario xmldatabase2mqtt (4]
demoscenario xmldatabase2matt (]
demoscenario json2database (4]
u}

demoscenario.csvzrest

In the table view, next to each component on the right, the following operations are available:
+ Export
+ Edit

« Delete
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Reload
Selecting the Reload button (1) in the upper right corner refreshes the components from the
repository.

]:: Information Models Filtered by: demoscenario X a M Iz

v emos i)

midatabase2matt

Idatabase2matt (u]

demoscenario. xmidatabase2matt (]

Import
This feature enables the addition of a newly created or exported component to the scenario.

To import an exported component, first open the JSON file and remove the component id (1);
upon import, the database will assign a universally unique identifier (uuid). Additionally, copy
(2) and paste (3) the version into the info section, as illustrated below.
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Eﬂmndthnmm:n'h;nﬂuﬂLCmﬂhhHudﬂJﬂuﬂpmn[ﬂ

1 {

2 FI "info": |

3 E "identifier™: |{

4 "id": "8b6bc3f2-19%2d4d-4870-8bad-bTc2f5elB1ba",
3 "verzion®: "latest"™

6 B }!

7S] "externalldentifier™: {

g "name": "CavDataModel"™,

9 "group": "demoacenario.cavireat"
10 b e

11 H "externalDescriptor™: {
12 "description™: " "
13 5 }
14 - |
15 H "members": [{
lé "id": "cavDemoEwent",
17 "description™: "%

18 "definitionType": "Event",
19 "typeNama™: "CSVDemoEventType®
20 3 }
21 | 1.
22 E "types": |
23 H "CEVDemoEventType™: {
24 "id": "CSVDemoEventType",
23 E "membera™: [{
26 "id": "PARTHNR",
27 "description™: "",
28 "definitionType™: "Variable™,
29 ftypeNama®: "String®
30 be A
31 "id": "TIMESTAME",
32 "description®: ""
33 "definitionType™: "Variable™,
34 "typeName": "String"™
35 bo A
36 "id": "TEMFERATUR",
37 "description™: "",
38 "definitionType": "Variable",
39 "typeName": "String"™
40 b A

41 "id": "PRES3URE",

42 "description™: "™,

43 fdefinitionType™: "Variable"™,
44 "typeName": "String"

45 }

46 | 1,

47 "category™: "model",

48 "type"™: "StructuredVariakble"™

45 I3 }

50 = | 8

51 "rawModelString™: """,

52 "ignoreCompileErrora™: false

53 1]
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| model_demoscenaric.csv2rest_CsvDataModel_latestjson £

1 Hi

2 B "info's {

3 B "identifier":

4 "idm: ",

3 "verzion™: "latest"

E| B ]'r

T H "axternalldentifier™: {

a8 "name"™: "CavDataModel2"™,

9 "group”: "demoacenario.cavireat"®
10 } e

11 o "externalDescriptor™: {

12 "description™: " "
S |- }.
14 "version": "latest"™

15 |

16 H "members": [{

17 "id": "cavDemoEvent™,

18 "description™: "",

19 "definitionType™: "Event™,
20 "typeName™: "CSVDemoEventType™
21 - }
22 1.
23 IH "typea": |
29 [ "CEVDemoEventType™: {

"id": "CSVDemoEventType”,
"members": [{

B b
@
{—

27 "id": "PARTNR",

28 "description™: "™,

29 fdefinitionType": "variable®™,
30 "typeName™: "String"

31 Fo o

32 "id": "TIMESTAME",

33 "description™: "%,

34 "definitionType™: "Variable™,
35 "typeNama": "String"

36 be d

37 "id": "TEMFERATUR",

38 "description®: ""

39 "definitionType™: "Variable"™,
40 "typeName": "String"”

41 bo 1

42 "id": "PRESSURE",

43 fdescription™: "%,

44 "definitionType": "Variable"™,
45 "typeName"™: "String"

46 1]

47 - 1.

48 "category”™: "model”,

45 "typa™: "StructuredVariable®

20 }

51 Ve

52 "rawModelString®: "",

23 "ignoreCompileErrorza™: false

54 1

To proceed with the import, click the Import button (4) located in the upper right corner.

ts Information Models Filtered by: demoscenario X Q

Group Filter < Group Name Description

~ Show All
~ demo
scenariol
~ Database
csvarest

demoscenario.csv2rest CsvDataModel

CCo@c

NN N
o o o

Database
xmidatabase2matt

Select the file (5) and then click the Open button (6).
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This PC Downloads
Mew folder
MName Date modified Type

Today (1)
. model_demoscenario.csvZrest_CsvData... 15.09.2021 1&:26 JSOM File

Yesterday (1)

File name: | model_demoscenario.csv2rest_CsvDataModel_latest.json

6

Now, the imported component appears in the list (7).

s Information Models  Filtered by: csvarest x

Group Filter < Group 4 Name
M demoscenario.csv2rest o
v demoscenario.csv2rest

demoscenario.csv2rest

Export

To export a component, click the Export button (1).

s Information Models  Filtered by: esvarest x

Group Filter < Group 4 Name.

v demoscenario.csvrest

v demoscenario.csv2rest

Clone

In edit mode, a component can be cloned by selecting the Clone button (1).

2/ Edit Model: d io.csv2rest:CsvD:
[ CsvDataModel Q
~ [ csvDemoEvent [CSVDemoEventType] demoscenario.csv2rest
[ .
e
CsvDataModel

Click on the Ok button (2).

ap® <
u]
u]
]
a@® <

=3
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Are you sure you want to clone this configuration component?

A clone of this entry will be created and you will be redirected to the edit for of the new entry

Ok o Cancel

The cloned component is then visible in edit mode, requiring a valid name to be input (3)

/' Edit Model: o. :C [CLONE]:latest v ® ®

[ CsvDataModel [CLONE]
~ [ csvDemoEvent [CSVDemoEventType]

CsvDataModel [CLONE] e

O Note

The option to clone is unavailable for the Deployment component.

Delete

A component can be deleted by clicking the Delete button (1).

ts Information Models Filtered by: csvarest x
Group Filter < Group 4 Name Description
CsvDataModel [CLONE]

CsvDataModel

Select Delete (2).

Delete Model

Are you sure you want to delete this Information Model?

Cancel Delete o

The component is deleted and removed from the list.

G
S A +
o o o o &

[
NN N
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W

ts Information Models  Filtered by: csvarest x a M

Group Filter < Group 4 Name

=3

demoscenario.csvzrest

=3

v demoscenario.csvzrest

Bulk Action

O Note

This operation is available only for the Deployment.

The following bulk operations are available (1):
+ Start
+ Stop
* Deploy
+ Undeploy

> A Deploy
o Group Nar Version ment Typ
latest Local NotDeployed

ex2 latest Local NotDeployed

GROUP FILTER v
o o o
]
I

exs latest Local NotDeployed

To begin, tick the boxes for specific Deployment Instances (2) or the box to select all (3).Then
click on the ellipsis menu button (4).

A Deploy > 0 a @M oo
> P oot Name ersion Deployment Type state
o
&
=] ext latest Local NotDeployed
Btc ex2 latest Local NotDeployed
S
[m] ex3 latest Local NotDeployed

Choose a bulk operation; here, the selected instances should be deployed (5).
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5 I's

A& Deploy | ¢ Qg+ o
> BH : cowtf Name  Veson  DeploymentTpe  Stte
o
5 L n s §
2 latest Local NotDeployed v HE /s 0
5 n s =
IS 2 latest L NotDeployed v HE /s 0
S

[m] 3 latest Local NotDeployed R - IV |

A status popup appears, displaying the following information:
+ Performed action (6)
* The Instances included in the bulk action (7)

+ The status of the action (8)

o Action: deploy
Deployments

ex1:CSVtoRESTDeviceType:late.. ./

ex2:JSONDatabaseChannel:late... ./
o ok

Click the Ok button (9) to close the popup.

When the selected Instances (10) are in different states (11), the bulk action (12) will only affect
Instances with the compatible states (13).

w a®+ow

WPIO) P

M
> 4+ Name
&
i
= x -
£l 10RES Ty latest Local Stopped > Y B/ 0
5 x gm R
o) ) a | latest Local Stopped > y iE/sa
&

latest Local NotDeployed - IV |

<]
&
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Action: start

Deployments

ex1:CSVtoRESTDeviceType:late..
ex2:JSONDatabaseChannel:late.. -

ex3:0pcla Device Type:latest 4 @

Ok

O Note

Instances which are protected will not work using bulk actions.
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CHAPTER
FIVE

DEPLOYMENT

SMARTUNIFIER supports the deployment of Instances on several computing environments:
* Local - on the same environment the SMARTUNIFIER Manager is running on
*+ Agent Process - remote on any machine

Learn how to operate and monitor your SMARTUNIFIER Instances.

Learn about notifications.

Learn about additional deployment options.

Deployment Types

You can deploy your SMARTUNIFIER Communication Instances to any IT resource (e.g., Equip-
ment PC, Server, VM, Cloud) suitable to execute SMARTUNIFIER Instances. Please refer to the
installation guide for the system requirements. To see how an Instance is deployed, choose
one of the deployment types below:
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Local Deployment Agent Deployment
"Server01" "Server01"
SMARTUNIFIER
Manager
SMARTUNIFIER
Manager
. "Server02"
A 4
! SMARTUNIFIER
h Agent
v gen
SMARTUNIAER '
Communication Instance Y
SMARTUNIAER
Communication Instance

SSH Deployment Docker Deployment Fargate Deployment
"Server01" "Server01" on-premises "Server01" or EC2
SMARTUNIAER SMARTUNIAER SMARTUNIAER
Manager Manager Manager
"Server02" Docker Host AWS Cloud
4 -d% Docker Container ‘ AWS Fargate
SMARTUNIFIER 5 v 5 : v
Communication Instance : ; '
! SMARTUNIFIER ' ! SMARTUNIFIER

Communication Instance 1| Communication Instance

Fig. 1: Overview over Deployment Types of SMARTUNIFIER Communication Instances

Local and Agent Deployment

SMARTUNIFIER Communication Instances can be deployed on the IT-resource where the
SMARTUNIFIER Manager is running on (e.g., a computer, a server or the AWS Cloud).

© Hint

Before deploying a Communication Instance make sure to create and Start a Deployment
Endpoint. The Deployment Endpoint specifies the location where you want the Instance
to run. By default, the SMARTUNIFIER package already comes with a Local Deployment
Endpoint preconfigured.

Follow the steps described below in order to deploy a local/ agent Communication Instance:
+ Select the SMARTUNIFIER Deployment perspective (1).
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= /MORPH.DIo
SMARTUnifier Configuration <
Information Models E:
Channel Types ."‘.
Communication Channels did
Mappings G
Device Types
Instances ﬁl:]:

Deployments ﬁ o

Deployment Endpoints 9

User Management -

+ Click on the Add Deployment button (2).
- Select the Deployment Type Local or Agent from the pop-up (3).

A Deployment Q

’ Startup -
B sttus  Growp Name Version Type o state Communication
ype

Local

9?-9

Agent

GROUP FILTER v

* In the Add Deployment view a set of configuration parameters is required (4)

Select the SMARTUNIFIER Communication Instance to be used in the Deployment.

Either select the Local Endpoint, or select the agent Endpoint ID created in the Agent
section from the Drop-Down menu.

Select the log file level. We recommend the log level of type Info in case of a normal
deployment scenario.

Select the Startup Type [Manual|Automatic|Disabled], Manual is set as default.
- (Optional) Enable Encryption.

- (Optional) Receive Notifications.

- (Optional) Add VM Arguments.

+ When all mandatory fields are filled click the Save and Close button (5).
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@ Add Deployment

Instance
demo.mqtt-rest:MQTT2REST:latest

Startup type
Manual

[ Enable Encryption

[ Receive Notifications
VM Arguments

[0 Jmx Properties

Default Arguments
xms+
32m
xiax
256m
@4 Heap Dump On Out O Memory Error

Additional

When the Instance is deployed locally, it's configuration will be copied in the Deployment folder
defined in the Local Deployment Endpoint configuration.

O Note

The Instance configuration folder can be copied to another location and started, but the
Instance will not be monitored by the SMARTUNIFIER Manager.

Deployment Endpoints

* Local: Deployment of a Communication Instance to your local computer where the
SMARTUNIFIER Manager is running on.

+ Agent: Deployment of a Communication Instance remote on any machine.

How to Deploy, Run and Operate a Deployed Instance

How to Deploy an Instance

« In order to start the Instance, click first the "Deploy" button (1). A message is shown, that
confirms the successful deployment of the Instance.

A Deployment Q <

GROUP FILTER v

How to Run an Instance

« After successfully deploying the Instance, the state changes from NotDeployed to
Stopped. You can now click the enabled "Start" button (2). The Instance state will change
to Started. A message is shown, that confirms the successful start of the Instance.

+ Also the Communication state changes from Stopped to Started. If the Communication
state remains Stopped, please check the log files for errors.
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& Deployment a o

demo.csv-rest latest Local Stopped Stopped &

GROUP FILTER v

How to Stop an Instance

+ To stop the Instance, click the "Stop" button (3).

A Deployment Q (=3
> Stat Group 1 Nam Version Typ Status Communica tion Q
o

&

[

=z jem t latest Local Started Connected

a

]

o

e

o

How to Delete a Deployment of an Instance

» Click on the "Delete" button to delete the Deployment (4). This is only possible if the
Instance state is NotDeployed.

A Deployment Q o
> Stat Group Nam Version Typ Status Communicat tion

& Q
&

L]

= dem t latest Local NotDeployed Stopped

a

p=}

o

2

o

How to Un-deploy an Instance
+ To undeploy an instance, ensure that it is not running. If necessary stop the Instance.

+ Click the "Undeploy" button (5).

A Deployment Q (=3
O Status Group Name Version Type Status Communicat tion Q
x
O demo.csv-rest latest Local Stopped Stopped M

GROUP FILTER v

+ A popup appears. Uncheck box (6) to keep the log folder
* Then click the Yes button (7) to confirm.
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Remove Deployment from Instance

Are you sure you want to undeploy this instance?

. Delete log folder

Yes o Cancel

* The Instance state changes to NotDeployed (8) and the Deployment can be edited.

« If the Instance is in the NotDeployed state, changes can be made to the used Communi-
cation Channels in the Instance configuration. Be sure to deploy the Instance again after
making changes.

A Deployment aQ + &
> Stat Group 1 Name Version Typ Status Communica tion

«

&

5 .
= (@] dem t U Jatest Local NotDeployed Stopped » 3 B B /i
a

E]

2

g

&

How to Edit a Deployment of an Instance

+ Click on the "Edit" button to perform changes to the Deployment (9). It is only possible to
edit a Deployment if the Instance is not deployed. In case the Instance is deployed, only
the details of the Deployment can be viewed.

A Deployment Q + o
> O H Status Group 1 Name Version Type Status Communica tion Q

«

&

S o @ semocwes  svmsmce s Lol » m & BB/ E ‘
o

5

=}

=4

S

How to Redeploy a Deployment of an Instance
* Enable Debug mode with F9
« Click on the "Edit" button to perform changes to the Redeploy button (10)

© Hint

When making changes to an instance's configuration, this method provides an easy way to
quickly redeploy the instance with the new settings.
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How to monitor Communication Instances

© Note

Monitoring a Communication Instance is only possible after it has been deployed.

Log Viewer
SMARTUNIFIER includes an integrated Log Viewer, offering insights into deployed and opera-
tional Communication Instances.
Accessing the Log Viewer
To access the Log Viewer, follow these steps:
* Navigate to the Deployment view (1)
« Ensure the Instance is deployed and started (2)

+ Click on the Log button (3)

A Deployment Q <
> Stat Group T Nam: Version Type Status Communicaf tion

B o=
=
5 x -
: T -~ D =D :
a

w3
e e
o

>

@

« The Log Viewer displays logs for a deployed Communication Instance.
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B2 Log Viewer: demo.csv-rest:SU Instance:latest ~@ A

2024-04-12 11:19:19,419 - [INFO]
2024-04-12 11:19:19,453 - [IWFO) -
B ovece12 ani19:20,00 - [1wro) -
2024-04-12 11:19:22,237 - [
2024-04-12 11:19:22,238 - [INF
2024-04-12 11119:22,281 - [
2024-04-12 11:19:22,250 - [
2024-64-12 11:19:22,253 - [N
2024-04-12 11:19:22,254 - [
2024-04-12 11:19:22,256 - [N
2024-04-12 11:19:22,257 - [
2024-04-12 11:19:22,256 - [
2024-64-12 11:19:22,255 - [TNFO;
2024-04-12 11119:22,259 - [
2024-04-12 11:19:22,259 - [
2024-04-12 11:19:22,415 - [N
2024-04-12 11:19:22,451 - [
2024-04-12 11:19:22,493 - [N
2024-04-12 11:19:22,507 - [
2024-04-12 11:19:22,514 - [
2024-04-12 11:19:22,641 - [N
PRt
Y 2024-04-12 11:19:22,682 - (1M
2024-04-12 11119:23,832 - [
2024-04-12 11:19:23,837 - [
@ 20200012 11:10:23,830 - (1w
2024-04-12 11:19:23,883 - [
2024-04-12 11:19:23,847 - [
2024-04-12 11:19:23,850 - [N
2024-04-12 11:19:23,854 - [
2024-04-12 11:19:23,858 - [N
2024-04-12 11119:23,862 -
2024-04-12 11:19:23,866 - [
2024-64-12 11:19:25,856 - [
2024-04-12 11:19:23,878 - [
2024-04-12 11:19:23,881 - [
2024-64-12 11:19:23,501 - [N
2024-04-12 11:19:23,907 - [
2024-04-12 11:19:23,909 - [T
2024-04-12 11:19:23,910 - [

3=

(i

@

Log Levels

The Log Viewer displays log details based on the level defined during the creation of the de-
ployment:

« TRACE - Provides the most detailed information, used only in rare cases for full visibility
into the operations of a Communication Instance

+ DEBUG - Offers less detail than TRACE but more than what is typically needed in a pro-
duction environment. The DEBUG log level is suitable for troubleshooting issues with a
Communication Instance or for use in a test environment

* INFO - The standard log level for regular deployment of a Communication Instance, pro-
viding essential operational information

« WARNING - This log level signifies an unexpected occurrence within a Communication
Instance that may lead to issues in communication
Structure of a Log Entry

The following table shows the structure of a log entry for a communication instance using two
example log entries.

Timestamp Log Thread Class Description
Level

2024-02-19 [INFO] [main] com.amorphsys.i Instance demo.csv-rest:SU In-
16:53:16,663 stance:__latest successfully started
2024-02-19 [ER- [unifier- com.amorphsys.. demo.csv-rest:File:__latest - File ler
16:53:16,713 ROR] io- C:DemoFilesSampleData.csv does

thread- not exist

0]
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Log Viewer Features
The Log Viewer offers several features for enhanced usability:
+ Adjust Font - Use the slider to change the size of the log font (1)
- Filter - Apply a search using a regular expression (Regex) to find specific log entries (2)

« Scroll to End - Engage the Follow Tail feature to automatically display the most recent log
lines (3)

+ Download Logs - Download the logs as a ZIP file onto your computer for further analysis
or sharing (4)

+ Close - Exit the Log Viewer and go back to the Deployment perspective (5)

B3 Log Viewer: 12b58255-8¢c14-45f8-9245-a56ef38fef21:latest

SuapsHoT]
o10y\12555255-c14-4575-

2023-02-27 14:12:19,925 -
2023-02-27 14:14:17,410 -
2023-02-27 14:14:17,496 -

Dashboard
SMARTUNIFIER provides a Dashboard with an integrated Log Viewer, which helps to gain in-
sights in running Communication Instance performance.
How to access the Dashboard
Follow the steps bellow to access the Dashboard:
+ Select the SMARTUNIFIER Deployment perspective (1)
+ Make sure the Instance is Deployed (2)

+ Click on the Dashboard button (3)

s A Deployment Q <
> O Status Group T Name Version Type Status Communication
B o=
&
5 0 et - ) D
fre
o
W3
=4 e
)
>
&

Dashboard's Data
The Dashboard presents a overview of an Instance, showcasing the following key information:
1. Information about Channels that are used in the Instance:
* Info - Name of the Communication Channel

* Type - Communication Channel Type
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« Status - Current connection status of the Channel
« Model - Associated Information Model

+ Messages - Number of messages last second / Number of messages last hour (e.g.
30/500)

O Hint

The quantity of messages is determined by the Node Types used in the Information Model.
Each occurrence of an Event or Command is considered as a single message. On the other
hand, when it comes to variables, each individual variable is counted as a message, given
that it has been configured within the designated communication channel.

2. Integrated Log Viewer
3. Status of the Instance:
« Status - Shows if the Instance is currently started or stopped

« Communication - Shows the status of the Communication Channels Connected or
Stopped

+ Start time - Shows the time when the Instance was started
+ Time Up - Shows the duration or uptime of the instance

4. CPU Usage - Instance CPU usage in % and system CPU usage in %

Instance
Process

|
{8 CPU Usage (0% / 3%)

Process [ | System Syltem
100
80
60
40 :
20 .'I
B o e TR oo T eves SO Ry N

5. Memory Usage - Instance Java memory heap usage in MB (megabyte)

© Hint

Constant increase in the Java heap space memory might indicate memory leaks that re-
quires
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6. Messages / sec - Number of total messages of all Communication Channels within the
last second

23 Status Dashboard: demo.csv-rest:SU I X

#4 Channels 1 ~

E: Info Type Status Model Messages

44 gemo.csvrestileTaileratest File tailer (CSV) demo.csv-restFileTailerlatest 00/0

demo.csv-rest RestServerlatest Rest Server demo.csv-restRestServerlatest 00/0

2] © & cruUsage (%) /9
Pr I

] System

rocess

pﬂ Heap Memory (MB)  (21/32)

Usage Total allocated

§
o Log Viewer: ~ @ A Q

2024-04-12 11:36:11,668 - [INFO] - atest.Instance 3437737 Fabsg0cdda From -
2024-04-12 11:36:11,723 - [INFO] -

2024-04-12 11:36:14,062 - [INFO] -
2024-04-12 11:36:14,294 - [INFO] -
2024-04-12 11:36:14,296 - [INFO] -
2024-04-12 11:36:14,300 - [INFO] -
2024-04-12 11:36:14,308 - [INFO] -
2024-04-12 11:36:14,309 - [INFO] -
2024-04-12 11:36:13,309 - [INFO] -
2024-04-12 11:36:14,310 - [INFO] -
2024-04-12 11:36:14,310 - [INFO] -
2024-04-12 11:36:14,310 - [INFO] -

ax memory: 256MB

oE Messages / sec (0)
1

FileTailer RestServer
2024-04-12 11:36:14,311 - [INFO] -
2024-04-12 11:36:14,311 - [INFO] -
2024-04-12 11:36:14,311 - [INFO] -
2024-04-12 11:36:14,429 - [INFO] -
2024-04-12 11:36:14,457 - [INFO] -

2024-04-12 11:36:14,494 - [INFO] -
2024-04-12 11:36:14,507 - [INFO] -
2078-03-17 11:36:14.513 - [TNEOY -

Additional Options

Encryption of Communication Instances

This feature provides the possibility to encrypt the configuration files of Communication Chan-
nels used by the Instance, which may contain credentials to access a database or external
services. The encryption method used is Advanced Encryption Standard (AES).

The encryption is available for all deployment options, by following the steps bellow:
+ Check the Enable Encryption box (1).

- A symmetrical key (cfg.key) is generated and can be saved in the same folder as the de-
ployment (2) or check the Custom Path option (3) to save the key into a secured location.

ex1:CSVIoRESTDeviceType:latest -

Info -

o Enable Encryption
Q (®) same folder as deployment

o O custom Path

Protect Communication Instances

This feature provides an additional protection when performing an Instance action (e.g., deploy,
undeploy, start, stop).

The protection is available for all deployment options, by checking the Protected box (1).
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Instance *
ex1:CSVIoRESTDeviceType:latest -

og File Configu
Info -

[ Enable Encryption

o Protected

Now the Instance is protected, meaning that when the user performs an action like Deploy (2),
a popup appears requiring to input the Instance name (3).

Protected Instance

Enter the instance name to continue

Instance Name

© Note

Protected Instances will not work with Bulk actions.

VM Arguments

This feature provides the possibility to configure the Java Virtual Machine (JVM). In some
cases, when dealing with larger files when using the File Reader Communication Channel
(large XML file), it might be necessary to increase the XMX in order to avoid running into a
java.lang.OutOfMemoryError - exception.

VM Arguments can be configured when deploying an Communication Instance locally or on
Docker, by following the steps below:

+ Check the JMX Properties box (1) to expand the Java Management Extensions parame-
ters and input the JMX Host Name and Port (2).

+ Check the authentication method (3).

+ Update the XMS value (4), minimal heap size, representing the amount of memory used
by the JVM to start with.

+ Update the XMX value (5), maximal heap size, representing the maximum amount of
memory that JVM will be able to use.
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ex1:CSVioRESTDeviceType:latest
info

[ Enable Encryption

[ Protected

VM Arguments

JMX Properties

E localhost

1280
O JMX Authenticate
[0 Authenticate

[ Local Only
O usessL

Default Arguments

o 32m
o 256m

Heap Dump On Out Of Memory Error

Additional

* By default, the Heap Dump On Out Of Memory Error option is checked, providing an anal-
ysis file for debugging.

+ Additional JVM arguments can be added by selecting the add Arg button (6) and input
the argument (7). For example, to debug memory issues or application performance, the
Garbage Collection logging can be enabled in JVM, as seen below.

ex1:CSVIORESTDeviceType:latest
Info

[ Enable Encryption

[ Protected

VM Arguments

JMX Properties
localhost
1280
[J JMx Authenticate
[ Authenticate

[ Local only
[ usessL

Default Arguments

3zm

256m

Heap Dump On Out Of Memory Error

Additional o
o KX:+PrintGCDetalls

+ An additional argument can be deleted by clicking on the delete Arg button (8).

Notifications

SMARTUNIFIER comes with an integrated notification system, which helps to gain insights
when a deployed Communication Instance is started or running and errors appear.
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How to access Notifications

When a deployed Communication Instance is started or running and errors appear, the number
of errors will be displayed near the Notifications button (1).

Click on the Notifications button and the Notifications List (2) will display all the Instance errors.

= /AMORPH.Pro SMARTUNIFIER &~ @ @
= View All Notifications 1
> A Deployment Instance Error: demo1:CSVIORESTDeviceType + &
@ e —ateet il cAUserskabiDesktopye ——
) 15 minves ago
s GroupFilter < o Group Name Version Deployment Type state
nce Error: demo1:CSVtoRESTDeviceType
4 | T ShowA o demo1 SVIORESTDeviceType latest Local Stopped I S s B . g
A 15 minutes sg0
Instance Error: demo1:CSVtoRESTDeviceType
m . .- e cAUsersikab \Deskiopiee :
" ] - 1
o .
> Instance Error: demo1:CSVtoRESTDeviceType
o . ) . o 3
15 mines ag0
=
=
Instance Error: demo1:CSVtoRESTDeviceType a
& R
Instance Error: demo1:CSVtoRESTDeviceType

15 minutes ago

Select a notification (3) from the list and the Dashboard (4) will appear and display additional
information.

Q Status Stopped
e s © Time start... 2022-02-15 11:45:28

> B3 Status Dashboard: demo1:CSVtoRESTDeviceType:latest

8 Cranness
info
demo1 RESTServerlatest Rest Server Stopped demo:RestDataModetlatest
demo1:CsViatest File tailer (CSV) Stopped demol CsvDatalatest

& CPUUsage (0% / 0%)

L B3 Log Viewer: 90596ff9-bae1-4039-9688-e184ab70f698:latest A @ A S Q|

Type: _latest process starting on PID:67800

@ Memory Usage (0%)

ing channel 37765267-e6b1-461¢-bee7-643a2e652008: 1atest with config
workC on(Loggingauare tion(ArtifactLoggingConfiguration(false, false) ArtifactLogginglonfig

How to manage Notifications

In order to manage the notifications click on the Notifications button (1) and select the View
All Notifications option (2).

= /AMORPH.Dro SMARTUNIFIER &~ & ®
E 1

View All Notifications

> A Deployment nce Error: demo1:CSVtoRESTDeviceType

— et s noreist (g
) 25 minutes ago
ls  GroupFitter < o Group 4 Name Version Deployment Type State
Instance Error: demo1:CSVIORESTDeviceType
a | ¥Shov [m] demol SVtoRESTDeviceType latest Local Stopped . B e e = VR |
A 25 mi
Instance Error: demoT:CSVIoRESTDeviceType
m FlleTatle-es s File CAUBSTARBBIDESKIEpYL .
i - =
24 mioutes ago
= Instance Error: demoT:CSVIoRESTDeviceType
24 minutes ago
Instance Error: demo1:CSVIoRESTDeviceType
@ s o
Instance Error: demoT:CSVIORESTDeviceType
Iy P T o -
24 minutes ago

Notifications 169



SMARTUNIFIER User Manual, Release 1.10.0

The Notifications Manager displays all the notifications. Select all (3) or specific notifications
(4).

A Notifications Q 4

° o g D EventType Message Event Time &

15 Feb, 2022

D 24 InstanceError FileTailer - demo1:CSV:__latest - File c:\Users\kab\Desktop\testCSV.csv does not exist 11:23:52 E i
° [m] 23 InstanceError FileTailer - demo1:CSV:_latest - File c:\Users\kab\Desktop\testCSV.csv does not exist :f ;;bﬂfnzz [ - |
[m] 22 InstanceError FileTailer - demo1:CSV:__latest - File c:\Users\kab\Desktop\testCSV.csv does not exist :f ;;”A‘:m [ 2 |
o 21 Instanceror FileTailer - demo1:CSV:__latest - File c:\Users\kab\Desktop\testCSV.csv does not exist Joreh 2022 [ |
[m] 20 InstanceError FileTailer - demo1:CSV:_latest - File c:\Users\kab\Desktop\testCSV.csv does not exist :f 52%022 [ - |
[} 19 InstanceError FileTailer - demo1:CSV:__latest - File c:\Users\kab\Desktop\testCSV.csv does not exist 1areh 2022 2 |
[m} 18 Instanceror FileTailer - demo1:CSV:_latest - File c:\Users\kab\Desktop\testCSV.csv does not exist e
After selection a pop-up appears providing two options.
&
A Nol = _ a o
: 2§
H [ Event Type Message EventTime 4
24 Instance€rror FileTailer - demo1:CSV:__latest - File c:\Users\kab\Desktop\testCSV.csv does not exist 1? ;;bézznn E i
23 InstanceError FileTailer - demo1:CSV:_latest - File c:\Users\kab\Desktop\testCSV.csv does not exist 1? E:b@znzz A |
22 InstanceError FileTailer - demo1:CSV:_latest - File c:\Users\kab\Desktop\testCSV.csv does not exist 1? 22%2022 A |
21 InstanceError FileTailer - demo1:CSV:_latest - File c:\Users\kab\Desktop\testCSV.csv does not exist 1? 23&5““ A ]
20 Instance€rror FileTailer - demo1:CSV:__latest - File c:\Users\kab\Desktop\testCSV.csv does not exist 1? ;;bA‘DZDH E i
19 InstanceError FileTailer - demo1:CSV:_latest - File c:\Users\kab\Desktop\testCSV.csv does not exist 1? ;;ba‘fnn A |
18 InstanceError FileTailer - demo1:CSV:__latest - File c:\Users\kab\Desktop\testCSV.csv does not exist 15 Feb, 2022

10:42:14

Click on the Dismiss button (5) to remove the selected notifications from the Notifications List.
The selected notifications will still be available in the Notifications Manager.

= AMORPH.Pro SMARTUNIFIER A& @ ®
= View All Notifications

> A Notifications Q &
. O : 0 Event Type Message Event Time 4
24 <tanceError eTailer - d e e\ Useret kb Deskion test ey cay does ot exic 15 Feb, 2022
.A. m] 24 InstanceError FileTailer - d File c:\Users\kab\Desktop\testCSV.csv does not exist 11:23:52
e [m] 23 InstanceError FileTailer - demo1:CS) st - File c:\Users\kab\Desktop\testCSV.csv does not exist
e
[m} 22 InstanceError FileTailer - demo1 st - File c:\Users\kab\Desktop\test v does not exist
>
2 stanceError . -d CS) N oe: - 15 Feb, 2022
[m] 21 Instancermo FileTailer - demo1:CS File c:\User vist [
ceError demo1:CSV-__lates Kab\Deskiop\testCSV.csy - 15 Feb, 2022
[m} 20 InstanceError FileTailer - demo1:CSV:__latest - File c:\Users\kab\Desktop\testCSV.csv does not exist 11:23:40
(] 19 InstanceErro FileTailer - demo1:CS) ~File c:\Users }?fgb 2022
8 stanceErmor er - demo1:CS\ c\Users\ksb\DesklopWestCSV.csv does not exiet 15Feb, 2022
[m] 8 InstanceError FileTailer - demo1:CSV:__ st - File c:\Users\kab\Desktop\testCSV.csv does not exist 10:42:14

To remove the selected notifications from the Notifications List and the Manager, click on the
Delete button (6).

= /MORPH.ro SVIARTUNIFIER & © @

= View All Notifications
> A Notifications — Q)
O : D Event Type Message Event Time 4
A
"
i
o
>
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CHAPTER
SIX

Learn how to:

Integrate an Active Directory

Backup and Restore the Repository
Manage Communication Channel Types
Manage Docker Java Images

Create Deployment Endpoints

Manage Credentials

Manage User Accounts

Manage Logging Configurations

« Create Alerts

Manage Alert Channels

Use Extensions

« Use Environment Variables

Validate the Configuration Components

Active Directory Integration (ADI)

ADMINISTRATION

SMARTUNIFIER supports Windows Active Directory (AD). System administrators can use the
Active Directory to add/remove users, groups, and resources quickly and efficiently through one
dashboard.
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] Active Directory Users and Computers
File Action View Help

e pHE B XEBc BHEl 2 el

[ Active Directory Users and Com|| Name Type Description

| Saved Queries &, ADadmin SmartUnifier User
v 9 testlocal

- Builtin
~| Computers
5| Domain Controllers

& Administrator User Built-in account for administering the computer/domain
%A\\owad RODC Password Replication Group Security Group... Members in this group can have their passwords replicated to all read-only domain controllers in the
&, arpad kiss User

) ForeignsecurityPrincipat| & 2% F User
“| Managed Service Accour % bogdan.irimie User

Users & cd_21 User
- 82 Cert Publishers Security Group... Members of this group are permitted to publish certificates to the directory
2, Cloneable Domain Controllers Security Group... Members of this group that are domain controllers may be cloned.
&, comeliubogdan User

' DefaultAccount User A user account managed by the system.
%Damed RODC Password Replication Group  Security Group... Members in this group cannot have their passwerds replicated to any read-enly domain controllers ir
82, DnsAdmins Security Group... DNS Administrators Group
2, DnsUpdateProxy Security Group... DNS clients who are permitted to perform dynamic updates on behalf of some other clients (such as |
H2 Domain Admins Security Group... Designated administrators of the domain
2 Domain Computers Security Group... All workstations and servers joined to the domain
%Domam Controllers Security Group...  All domain controllers in the domain
2 Domain Guests Security Group... All domain guests
£ Domain Users Security Group... All domain users
8, Enterprise Admins Security Group... Designated administrators of the enterprise
%Enterpnse Key Admins Security Group... Members of this group can perform administrative actions on key objects within the forest,
8, Enterprise Read-only Domain Controllers  Security Group... Members of this group are Read-Only Domain Controllers in the enterprise
&, Giulianc De Sabata User
& Givlica User Contul meu pentru experimente
8 Group Policy Creatar Owners Security Group... Members in this group can modify group pelicy for the domain
E.;Guest User Built-in account for guest access to the computer/domain
&, Jenkins Server User
00 User
H2, Key Admins Security Group... Members of this group can perform administrative actions an key objects within the domain.
8 protected Users Security Group... Members of this group are afforded additional protections against authentication security threats. Ses
%RAS and IAS Servers Security Group...  Servers in this group can access remote access properties of users
2, Read-only Domain Controllers Security Group... Members of this group are Read-Only Domain Controllers in the domain
&, Sascha Fischer User
2 5chema Admins Security Group... Designated administrators of the schema
82 SmartUnfierall Security Group...
5 SmartUnifier Admin User
£ SUAdmin Security Group...
8, SUWriter Security Group...
& vab User
<

AD Group Mapping

An user from AD must be added to a group that acts as a role. The role determines what per-
missions are assigned to the user.

The mapping between the AD groups and the SMARTUNIFIER roles is defined in the applica-
tion.conf file from the conf folder.
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[ application .conf E3

1 # https://www.playframework.com/documentation/latest/Configuration
2  include "default.conf”
3 apirPrefix = adapter
-
5 play = {
6 server = |
7 http.port = 5000
8 http.address = "0.0.0.0"
10 #http.port=disabled
11 #https.port=9443
12 #https.keyStore.path="path to keystore"
13 #https.keyStore.password="keystore password"
14 }
15 http.secret.key = "ChangeMySecret"”
le 1}
7 authentication {
18 activedirectory {
19 host = ™1%2.168.0.132",
21 port = 389,
21 baseDN = "DC=test,DC=local"™,
22 useSsL =
23 user = "jenkins@test.local”,
24 password = "Riureals™,
25 groupmapping
26 Administrator = "SUAdmin",
27 o Writer = "SUWriter",
28 ' 4 Reader = "SmartUnifierAll™
29 }
30 }
31 }
32 unifiermanager {
33 tempFolder = "temp"
34 compiler {
35 scala {
36 javaHome = "Jre
37 }
38 management {
39 dontDeleteWorkspace =
40 }
41 }
42 model {
43 loadCodeFromScalaFile = false
44 }
45 deployment {
46 javaHome = "Jjre"
47 local = {
43 deploymentFolder deploy™
45 softRefreshInterval = 2000
50 hardRefreshInterval = 5
51 logStatusInterval = 30
52 monitorLogs = true
53 }
54 docker {
EE baseimage {
56 autocreate =
57 jreImage = "adoptopenjdk/ll-jre-hotspot”
58 1
59 }
60 }
6l }

Active Directory Integration (ADI)
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As seen above (1) in the left side are the SMARTUNIFIER roles and in the right side, between
the quotation marks are the AD groups.

The SMARTUNIFIER roles are predefined:
+ Administrator - global permission
* Writer - limited permission, write and read access
+ Reader - limited permission, read access

A user from an AD group will have permission based on the mapping of the AD group to a
predefined SMARTUNIFIER role.

After all the above configuration is done, the user can login to the SMARTUNIFIER with the User
logon name and the Password defined in AD.

MORPH.DIro
SI/ARTUNIFIER

JOD@test local

Alert Channels

Within the Alert Channels, the user can configure and manage the channels for sending alert
notifications (e.g., send via email an alert for Instance errors).

How to access

Follow the steps bellow to access the Alert Channels:

» Click on the Account icon (1), go to Administrative section (2) and select the Alert Chan-
nels option (3).
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SMARTUNIFIER A & @

User Management

* Extensions

"ﬁ, Credential Management

¥

Docker Java Image Manager

Hi, Unifier Administratort

[FY|
Tir

Logging Configurations

®
Xp,  Translations Manager at Account
B  Backup = Re-index Repository
£0) Restore {3  DarkTheme
Alert Channels Advanced Ul

e

!, Alerts Configuration ‘\ Administrative ’ e
—
o About SMARTUNIFIER
5]  SignOut
« The Alert Channels section is visible.
&4 Alert Channels Q + &

GROUP FILTER v

© Note

The Alert Channels can only be accessed by user accounts with an administrator role as-
signed.
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Add an Email Channel

Follow the steps described below to add an Email channel:
* Click on the Add button (1).
+ Select the Email option (2).

Alert Channels

Q + o
up Name Desc ype Enabled

SROUP FILTER v

+ Type a name for the Group (3).

* Input the email channel name (4).

+ Add description (5).

+ Click to check the Enabled box (6).

* Provide the Host name (7).

+ Type the host Port (8).

* Input the Username and Password (9).
* Provide the Sender email address (10).

* Click on the Add button (11) to input the Recipients email addresses (12).

@ Add Alert Channel

o demo

° TestEmail

o This is a test email channel
o Enabled

+ Click on the Save and Close button (13).

Alert Channels Q

&

Group 4

demo Thisisatestemailchannel — emal true

GROUP FILTER v
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Edit Alert Channels

To edit an alert channel, select the Edit button (1).

Alert Channels Q

&

Group Name Description Tyve

demo Thisisatestemailchannel — emai true

GROUP FILTER

The Edit Mode is visible, the configuration can be edited (2) and then save the session by se-
lecting the Save and Close button (3).

/' Edit Alert Channel: demo:TestEmail

@

demo
TestEmail

This is a test email channel

Enabled

o HostName.domain.com

587

Username

SenderName@domain.com
Recipients

ReceiverName@domain.com

Delete Alert Channels

To delete an alert channel, select the Delete button (1).

Alert Channels Q

W

Group 4 Name Description Type

demo Thisisatestemailchannel  emall true

GROUP FILTER

A pop-up confirmation appears, select the Delete button (2).

deleteAlertChannel

ure you want to delete this Alert channel?

g

Alerts Configuration

Within this section, the user can configure and manage alerts.
Alerts can be sent for:
* Instance errors

+ Instance Deployment status changed
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 Endpoint Client status changed

How to access
Follow the steps bellow to access the Alerts Configuration:

+ Click on the Account icon (1), go to Administrative section (2) and select the Alerts Con-
figuration option (3).

SMARTUNIFIER & & (@

oS User Management

*. Extensions

“‘3 Credential Management

3

Docker Java Image Manager

Hi, Unifier Administrator!

I.I.I
T

Logging Configurations

=
Np,  Translations Manager a0 Account
B Backup =L Re-index Repository
£0) Restore {} Dark Theme
Advanced Ul

Alert Channels

Administrative b o

About SMARTUNIFIER

e A Alerts Configuration

@

¥

Sign Out

* The Alerts Configuration is visible.

Alerts Configuration 178



SMARTUNIFIER User Manual, Release 1.10.0

Alerts Configuration QU

W

Group 4 Name Description Enabled

GROUP FILTER v

O Note

The Alerts Configuration can only be accessed by user accounts with an administrator role
assigned.

Add Alerts
Follow the steps described below to add an alert:
+ Click on the Add button (1).

Alerts Configuration

W

Qp

Group 4

GROUP FILTER v

+ Type a name for Group (2).

* Input the alert name (3).

+ Add description (4).

* Check the box for Enabled (5).

- Select the Notification Type (6).

* Input the regex filter (7).

« Click on the Add button (8) to select the alert channel (9).

@ Add Alert

o demo

o Alertinstance1Er

o Send alert emails for Instance1 errors
o Enabled
o InstanceError

[ 7 2

Alert Channels o
o demo:TestEmail -

+ Click on the Save and Close button (10).

Alerts Configuration Q

&

Group Name Description Enabled

demo Send alert emails for Instance1 erors true

GROUP FILTER ~
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Edit Alerts
To edit an alert, select the Edit button (1).

Alerts Configuration Q

W

Group 4

demo Send alert emails for Instance1 erors rue

GROUP FILTER

The Edit Mode is visible, the configuration can be edited (2) and then save the session by se-
lecting the Save and Close button (3).

/' Edit Alert: demo:Alertinstance1Err

demo
Alertinstance1Err
Send alert emails for Instance1 errors
9 Enabled
InstanceError
Alert Channels
demo:TestEmail
Delete Alerts
To delete an alert, select the Delete button (1).
Alerts Configuration Q <

Group 4 Name Description Enabled

demo Send alert emails for Instance1 erors true

GROUP FILTER

A pop-up confirmation appears, select the Delete button (2).

deleteAlert

e you sure you want to delete this Alert?

9

Backup and Restore

SMARTUNIFIER provides the possibility to manually backup and restore the repository and the
internal database.

The repository represents a central location in which all the configuration components are
stored:

* Information Models
« Communication Channels

+ Mappings
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* Device Types
« Communication Instances

The internal database is used for the operation of the SMARTUNIFIER Manager and stores
information like:

+ User Accounts and Credentials
* Deployment Endpoints

+ Base Images

+ Channel Types

+ Alert Configurations and Channels

How to access

To access the Backup or the Restore option, click on the Account icon (1), go to the Adminis-
trative option (2) and select Backup (3) or Restore (4).

= /MORPH.DIro SMARTUNIFIER @ @
> 1
=
# Integrate perfectly your i Unifer Admiistator
© Production-IT using 2 Accom
£ ReindexRepository
& 4}  DarkTheme
Z  simpleul
A
22 User Management it N, Administrative » e
' @  Credential Management [ ] About SMARTUNIFIER
9 Docker Java Image Manager 5] Sign Out
A M O RPH . pro FE  Logging Configurations
SMARTUNIFIER NS
B Backup
£ Restore Q
© Note

The Backup and the Restore features can only be accessed by user accounts with an admin-
istrator role assigned. Also keep in mind that the same SMARTUNIFIER Manager version
must be used.

Backup

The Backup feature provides the possibility to create a copy of the configuration components
to store elsewhere, so that it can be used to restore the last used after a data loss event occurs.

Follow the steps described below to create a backup of the repository:

+ Select the Account icon (1), go to the Administrative section (2) and select the Backup
option (3).
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1

= /AMORPH.Oro SMARTUNIFIER @ ®

o
hhd
A Hi, Unifier Administrator!
Integrate perfectly your
> . . 2 Account
Production-IT using
[GE] . Reindex Repository
3  DarkTheme
@
= Simple Ul
@  Credential Management N Administrative »o
A M Docker Java Image Manager ~ @  About SMARTUNIFIER
oa X Translations Manager 5] Sign Out
/AMORPH @ e @
.Pro
SMARTUNIFIER —
« The configuration components (Repository) are visible. Check the boxes (4) to select
what to backup or check the top box (5) to select all.
= /ZMORPH.PIro SMARTUNIFIER & @ ®
> B Backup Qa < o
Repository Database
@
i O Tyee Group Name Version Description
i
i O model demo.csv-rest FileTailer latest
>
[m} model demo.csv-rest RestServer latest
H O model test RestClient latest
® O channel test RestClientChannel latest
O channel demo.csv-rest FileTailer latest
)
D channel test InMemoryChannel latest
§
(] channel demo.csv-rest Restserver latest
O mapping test MappingRestToMemory latest
[m} mapping demo.csv-rest CsvDataToRest latest
(] devicetype demo.csv-rest SU DeviceType latest
O devicetype test RestErrorHandling latest
O instance demo.csv-rest SU DeviceType latest
D instance test RestErrorHandling latest

« If the selected component has dependencies or dependents, click on the three dots and
select either one (6) to select or deselect all.

O Note

Press Ctrl + left Mouse Click to select/deselect all dependencies.

© Note

Press Ctrl + Shift + left Mouse Click to select/deselect all dependents.
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= /MORPH.PIO SMARTUNIFIER & © @

>

k

fr
Y

>

=
GE |

0O 0O 0DO0OO0OOoOOoOOoaoao

channel

channel

channel

channel

mapping

mapping

devicetype

devicetype

instance

instance

test

demo.csv-rest

test

demo.csv-rest

test

demo.csv-rest

demo.csv-rest

test

demo.csv-rest

test

B Backup
Repository
[m} Type Group Name
[m} model demo.csv-rest FileTailer
/N With Dependencies demo.csv-rest RestServer
' With Dependents test RestClient

RestClientChannel

FileTailer

InMemoryChannel

RestServer

MappingRestToMemory

CsvDataToRest

SU DeviceType

RestErrorHandling

SU DeviceType

RestErrorHandling

Q o o
Database
Version Description
latest
latest
latest
latest
latest
latest
latest
latest
latest
latest
latest
latest

latest

+ Click on the Database tab, check the top box to select all (7) or select the desired tables

for backup. It is also possible to deselect some tables (8).

= /MORPH.DIO SMARTUNIFIER & © @

B Backup

>

=
o B Name
rn

e
>
&

@

v B

@

LOGGING_SETTINGS
¥ Trace

@ Debug

[ waring

B nnfo
ENVIRONMENT_VARIABLES
DEPLOYMENT_ENDPOINT_SETTINGS
USERS

BASE_IMAGES

CREDENTIALS
INSTANCE_DEPLOYMENT_SETTINGS
CHANNEL_TYPES
ALERT_CHANNELS

ALERTS

Repository

Group

Q o o
Database 6
System wuip
true Trace
true Debug
true Warning
true Info

- After the desired components are selected, click on the Backup button (9). Click on the

Yes button (10) to confirm.

Yes @

Backup Repository?

Are you sure you want to backup the Unifier Repository? This might take a long time based on the size of the repository

Cancel

Backup and Restore
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Restore

The Restore feature allows you to recover SMARTUNIFIER configuration components from a
backup and apply them to your current SMARTUNIFIER Manager. This feature is particularly
useful to share configuration components across several SMARTUNIFIER Manager installa-
tions or when you encounter unexpected issues and need to revert back to a previous state.

O Note

When restoring, the existing configuration components will be overwritten by with the se-

lected configuration components from the backup if the name match!
. J

p
O Note

Before restoring, ensure that you undeploy all communication instances.

Follow the steps described below to restore the SMARTUNIFIER repository:

« Select the Account icon (1), go to the Administrative section (2) and select the Restore
option (3).

/AMORPH.Pro SMARTUN 1 1 @ ®@

1:: Information Models Filtered by: basiccommunication X o

Group 4 Name Version Description

GROUP FILTER v

Hi, Unifier Administrator!

i °
@ Credential Management ag Account

98 Docker Java Image Manager Re-index Repository

¥p  Translations Manager Dark Theme

Simple Ul

Administrative » o

About SmartUNIFIER

B Backup

o 40 Restore

e U &0

]

Sign Out

+ A pop-up appears, choose the TAR file to restore (4) and select the Yes button (5) to
confirm.
Restore Repository?

Are you sure you want to restore a Unifier Repository? All existing data will be overwritten!
o Choose file | Mo file chosen
Yes o Cancel

+ The backup configuration components (Repository) are visible.
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- If needed, check the box (6) to delete all existing components, before restoring.

+ Check the boxes (7) to select what to restore or check the top box (8) to select all. Do the
same for Database tab (9) if needed.

B Restore b Q <o B

Repository Database

o 0O Delete all artifacts before restore
o

CSVtoREST

[ demoscenario.csvarest A latest mapping
This artifact will be overwitte
DataModel
o [ demoscenario.csv: 2rest A latest model
is artifact will be overwitten
RestDataModel
O demoscenario.csvarest A N latest model
s artifact il be overwrite

- If a component from the current configuration (if any) has the same name as one from
the backup, it will be overwritten.

- If the selected component has dependencies or dependents, click on the three dots (10)
and select either one (11) to select or deselect all.

~
O Note
Press Ctrl + left Mouse Click to select/deselect all dependencies.
O Note
Press Ctrl + Shift + left Mouse Click to select/deselect all dependents.
J
= /ZMORPH.Pro SMARTUNIFIER & @ ®
> B Restore B 9
Repository Database a
=
[ Delete all artifacts before restore
m
"
Type Group Name Version Description
© (] model demo.csv-rest FileTailer latest
g [ ] model demo.csv-rest RestServer latest
® [m} model test RestClient latest
(] channel test RestClientChannel latest
A
) 00  chamel demo.csv-rest FileTailer latest
i D channel test InMemoryChannel latest
] channel demo.csv-rest RestServer latest
[ mapping test MappingRestToMemory Tatest
@ mepping demo.csv-rest CsvDataToRest Tatest
o A With Dependencies demo.csv-rest SU DeviceType latest
U With Dependents test RestErrorHandling latest
0 ] instance demo.csv-rest SU DeviceType latest
H D instance test RestErrorHandling latest

- After the desired components are selected, click on the Restore button (12).
*+ The configuration components are uploading and all existing data will be overwritten!

+ The uploading progress is displayed, including errors, if any.

Backup and Restore 185



SMARTUNIFIER User Manual, Release 1.10.0

+ Click on the Close button to finish.

Manager Backup

In order to backup SMARTUNIFIER Manager make a copy of the SMARTUNIFIER installation
package.

Before the backup make sure to remove the following directories:
« temp
« workspace
* log
+ deploy

. This PC Local Disk (C:}) » SmartUnifierManager-windows-x64

Mame - Date modified Type

B i 3 File folder
l conf 0 0 116 File folder
BRi- 3 0 File folder
l keystore 716 File folder
B 31.0 File folder
. licenses 31.0 2107 File folder
B g 9,20 ] File folder
. manual : 07:10 File folder
. repository : 0 File folder
B s 310 0 File folder
l'-.' sioning 2 B File f

B UnifierManager.bat 0 Wind Jatch File

Channel Types Manager

By default, the Channel Types Manager displays all Channels included in your current version
of SMARTUNIFIER.

Communication Channels that should be used within the configuration of a SMARTUNIFIER
Communication Instance have to exist in the Channel Types Manager. How to add new Channel
Types is shown in the section below.
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How to access
Follow the steps bellow to access the Channel Types Manager:
* Click on the Account icon (1) and select the Advanced Ul (2).

= /AMORPH.Pro SMARTUNIFIER @ @)

1

>

=
i
“ Integrate perfectly your i Unifer Adminitator
Production-IT using 2 Account
@ E.  Reindex Repository
A 3  DparkTheme
» Advance: d Ul
'] 9 Administrative
o ‘About SMARTUNIFIER
5] Sign Out

/AMORPH.pro

SMARTUNIFIER

+ Click on the Channel Types button (3) to open the Channel Types perspective.

= /AMORPH.Pro SMARTUNIFIER @ ®

>

=

+ @

i Integrate perfectly your
“ Production-IT using

@

A

/ZAMORPH.pro

SMARTUNIFIER

+ The main view of the Channel Types is visible.
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> we Channel Types a M

®

L  GroupFilter < up
A

O Note

The Channel Types Manager can only be accessed by user accounts with an administrator
role assigned.

About Layers

Implementations of SMARTUNIFIER Communication Channels consist of one and up to three
so-called layers.

The target of layers is to transform data from Information Models into the respective data for-
mat of the specific protocol used in case the data traffic is outgoing from a SMARTUNIFIER
Communication Instance. The same principle applies when data is incoming.

As an example for such a layer stack you can see below the layer stack for the MQTT Commu-
nication Channel:

+ Data that is incoming from a Device is transformed into a String behind the scene.
* The String is then converted into a JSON Object.

+ Finally, the JSON is used to assign data to the assigned Information Model.

How to create a new Channel Type
Follow the steps below to create a new Channel Type:

1. Open the SMARTUNIFIER menu and select Advanced Ul.
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TUNIFIER & ®

Hi, Unifier Administrator!

p Account

= Re-index Repository

(} Dark Theme

Advanced Ul o
Administrative 2

About SmartUNIFIER

@ F,

&3]

sign out

2. Go to the Channel Types perspective by clicking the Channel Types button.

= /AIMORPH.Pro

SMARTUnifier Configuration <

Information Models ]::

Channel Types .‘. e
Communication Channels *H

Mappings L

Device Types

Instances @_F
Deployments

Deployment Endpoints a

User Management 3

3. Click on the Add button in the upper right corner.

> e Channel Types a @+ o
e GroupFilter < Group Name Version Descrption 6
A M v’ oAl com.amorphsys.unifier.channel SqlDatabase 1.00 M /s ®
I, N :‘i‘( . com.amorphsys.unifier.channel InfluxDi 1.00 [V |
"
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4. Enter some descriptive information:
+ Enter a group
* Enter the name of the Channel
+ Enter a version
5. Next, define the layer stack of the new Channel Type:
+ Select a layer with the Layer type drop-down menu.

* In case the selected layer has more layers dependent on itself, select again another
layer with the Layer type drop-down menu showing up below.

6. To save the Communication Channel Type select the Save button.

> @ Add Communication Channel Type

o com.amorphsys.unifier.channel

Name
L MQTT_JSON

1.00

De

DEVICE

"] o MQTT to String M MQTT to String

String to Json String to Json

Json to Model Json to Model

SMARTUNIFIER

Configuration Components Validation

SMARTUNIFIER provides the possibility to validate configuration components (artifacts) that
are created. This is especially important when restoring a backup from an older version of a

SMARTUNIFIER Manager installation.

How to access

To access the Artifact Validation option, click on the Account icon (1), go to the Administrative
option (2) and select the Artifact Validation perspective (3).

Configuration Components Validation 190



SMARTUNIFIER User Manual, Release 1.10.0

/MORPH.Pro

SVMARTUNIFIER & © @

Fr
Ty

Integrate perfectly your
Production- IT using

User Management

M Extensions
@  Credential Management

9§ Docker Java Image Manager

3£ Logging Configurations o

X Translations Manager &

B sackp o
4D Restore

$%  Antifact validation RS

Te

3

/MORPH.pro

SMARTUNIFIER

Hi, Unifier Administrator!

Account
Re-index Repository
Dark Theme
Advanced Ul
Administrative » o
About SMARTUNIFIER

sign out

The Artifact Validation perspective is visible, displaying all the configuration components.

$% Artifact validation

O crow 1t

demo.csvarest
demo.csvarest
demo.csvarest
demo.secsgem2database
demo.secsgem2database
demo.secsgem2database
demo.secsgem2database
demo.secsgem2database
demo.secsgem2database
demo.secsgem2database
demoscenario.csv2database
demoscenario.csvadatabase

demoscenario.csv2database

0O 00O O0OO0OOOOO OO OO oOOoOOoao

demoscenario.csv2database

Name

csv2restDevice

csvarestMapping

csv2restDevice

secsgem2database

EquipmentChannel

DatabaseChannel

Equipment

Database

secsgem2database

SUlnstance

Csv2DatabaseDevice

CsvChannel

DatabaseChannel

DataModel

latest

latest

latest

latest

latest

latest

latest

latest

latest

latest

latest

latest

latest

latest

Type Description

devicetype

mapping

instance

devicetype

channel

channel

model

model

mapping

instance

devicetype

channel

channel

model

Press F8 from the keyboard to open the Artifact Validation Results view (4).

$% Artifact validation

O srow ¢
O training file2rest
O training file2rest
O training file2rest
O training file2rest
O poc.modbusintegration
O poc.modbusintegration

Artifact validation results

Status Time Type

Artifact

Name
XML

Rest
FileDataModel
RestDataModel
ModbusTolnflux

InfluxDB

o

latest

latest

latest

latest

latest

latest

Error

Type Description

channel

channel

model

model

devicetype

channel
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O Note

The Artifact Validation features can only be accessed by user accounts with an administrator
role assigned.

How to Validate Artifacts
Follow the steps described below to validate artifacts:
« From the Artifact Validation perspective select the desired artifacts (1)

« If dependencies are found, a pop-up will appear. Click on the Yes button (2) to select the
dependencies

+ Click on the Validate button (3)

Dependencies found

Do you want to select the dependencies?

« Make sure the Artifact Validation Results view is opened and click on the Show valid
button (4) to see the results (5)

#% Artifact validation Q o #
Group & Name Version Type Description
training file2rest XML latest channel
training file2rest Rest. latest channel
training file2rest FileDataModel latest model
training file2rest RestDataModel Iatest model
poc.modbusintegration ModbusTolnflux latest devicetype
poc.modbusintegration InfluxDB latest channel
Artifact validation results ° v o 0 X
Status. Time Type Artifact Error B B
v 12:31118 channel training file2rest: XML:latest
(-] 12:31118 instance demo.secsgem2database:SUInstance:latest Model does not contain path {'path”:'/Command/MaterialAcceptCommand'}
v 12:31119 channel QLDatabase:latest
v 12:31:19 devicetype

« If an artifact is valid, the Status column will show a green valid icon

« |f an artifact is NOT valid, the Status column will show a red X icon and the Error column
will provide details
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* To delete the validation results, click on the Clear button (6)

Credential Management

Within the Credential Manager the user can store and manage the credentials needed for the
Communication Channel configuration (e.g., password for certificates, username and pass-
word for SQL Server).

How to access

Follow the steps bellow to access the Credential Management:

+ Click on the Account icon (1), go to Administrative section (2) and select the Credential
Management option (3).
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SMARTUNIFIER @ @

Hi, Unifier Administrator!
& Account
Re-index Repository

Dark Theme

& 0

Advanced Ul

Administrative » o

About SMARTUNIFIER

]

o @ Credential Management

* Docker Java Image Manager

@ /

')?A Translations Manager E Sign Out
B Backup
£1) Restore

+ The Credential Management is visible.
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@ Credential Management an®

W

O Note

The Credential Management can only be accessed by user accounts with an administrator
role assigned.

Add Credentials
Follow the steps described below to add credentials:
* Click on the Add button (1).

+ Select an option (2) Password or Username and Password.

@® Credential Management Q@M

+ Type a name for Credentials (3).
+ Add description (4) (optional).

* Input the Username and Password (5).

@ Add Credential

o TestSQLCredentials
o Credentials to access the Test SQL Server

o testsqluser

typethepasswor d

+ Click on the Save and Close button (6).
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@ Credential Management

Name Descript

Credentials to access the Test SQL Server

UserNameAndPassword

Add Token

Follow the steps described below to add a token:
+ Click on the Add button (1).
+ Select the Token option (2).

@ Credential Management

+ Type a name for the Token (3).
+ Add description (4) (optional).
* Input the Token (5).

@ Add Credential

o Influx1

o 97mW1tFp-H7uBRjxJUJDo10weVFYgoOll:

RM4KENY8XIghpSVuP24EvKzTjfOkN707i49EaQ==

* Click on the Save and Close button (6).

@ Credential Management

Edit Credentials

To edit the credentials, select the Edit button (1).

@ Credential Management

Name

Credentials to access the Test SQL Server

UserNameAndPassword

The Edit Mode is visible, the configuration can be edited (2) and then save the session by se-
lecting the Save and Close button (3).
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/' Edit Credential: TestSQLCredentials

8

TestSQLCredentials
Credentials to access the Test SQL Server
testsqluser

typethepassword

Delete Credentials

To delete credentials, select the Delete button (1).

@ Credential Management

Name Descript

Credentials to access the Test SQL Server UserNameAndPassword

A pop-up confirmation appears, select the Delete button (2).

Delete credential

Are you sure you want to delete this credential?

é

Using Credential Manager when configuring the Communication Channels

When configuring the Communication Channels, the user has the option to manually input the
credentials or to select one from the Credential Manager.

Example of SQL Database Communication Channel configuration:

« Click on the Database credentials field (1).

44 Channel Confi ion: demo.scenariodb:L latest

Meb aQ
Nl [Command_D: ]
~ (@ Parameters [RequestType]
Orger! String
~ (@ Reply [ReplyType]

Database connection

sqLserver
10

jdbe:sqlserver;//192.168.0.111:1433 databaseName=unifier

Database credentials *

- Select the Username and password credentials reference option (2).
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SQL Database

Database connection

saLserver -

10

jdbc:sqlserver://192.168.0.111:1433;databaseName=unifier

Username and password

Username and password credentials reference o

» Click on the Credentials Manager Selector option (3).

SQL Database

Database connection

sqlLserver -

10

jdbc:sglserver://192.168.0.111:1433,databaseName=unifier

Username and password credentials reference -

Username and password credentials reference

credentials Manager Selector a -

+ Select one of the credentials from the list (4).

SQL Database

Database connection

sqLserver -

10

jdbc:sglserver://192.168.0.111:1433,databaseName=unifier

Username and password credentials reference -

Username and password credentials reference

+ Add credentials

TestSQLCredentials o

- raa

« If the credentials are not saved in the Credentials Manager, click on the Add credentials
option (5).
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Database connection

sQLServer -
10
jdbc:salserver://192.168.0.111:1433;databaseName=unifier

Username and password credentials reference -

Username and password credentials reference

+ Add credentials o

TestsQLCredentials

* Input the credentials details (6) and click on the Save and Close button (7).

@ Add Credential

®

DevSQLCredentials

E Credentials to access the Dev SQL Server

devsgluser

typethepassword

+ The new credentials are saved and added into the configuration (8).

Database connection

sSQlLserver -

jdbe:sqlserver.//192.168.0.111:1433,databaseName=unifier

Username and password credentials reference -

Username and password credentials reference

DevSQLCredentials g -

When configuring the Communication Channels, the user has the option to manually input a
token or to select one from the Credential Manager.

Example of InfluxDB V2 Communication Channel configuration:

+ For the Token field, select the Token credentials reference option (1).
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44 Channel Configuration: demo:InfluxDBChannel:latest 1$3
[ influxDB1 a °
~ A UpdateWeatherData [WeatherDataEvent]
i
= AL
. http://127.0.0.1:8086
;
m-
~ A MachineData [MachineDataEvent] amorph
M powerConsumicn [Flos
h dev
0 Token credential reference -
Token credential reference
o Credentials Manager Selector * -

+ Click on the Credential Manager Selector field (2).
+ Select a Token from the list (3).

<>

http://127.0.0.1:8086
amorph
dev

Token credential reference

Token credential reference

+ Add credentials o
o Influx1

« If the token is not saved in the Credentials Manager, click on the Add credentials option
(4), input the token details and save it.

+ The new token is saved and added into the configuration (5).

444 Channel Confi ion: demo:Ir DBCI <>
il http://127.0.0.1:8086
M influxpB1 Y

~ [ UpdateWeatherData [WeatherDataEvent] 2
m- g amorph
o- dev
humidity [Floa

~ A MachineData [MachineDataEvent] Toke:
Mre ntion [Float Token credential reference v

Token credential reference
o Influx1 -

Docker Java Image Manager

SMARTUNIFIER supports the Deployment of Instances using Docker Containers using different
Java base images. With the Docker Java Images Manager, the user can create and maintain
different versions of Docker Java images.

This feature can only be accessed by a user with the administrator role.
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How to access
Follow the steps bellow to access the Docker Java Image Manager:

* Click on the Accounticon (1), go to Administrative section (2) and select the Docker Java
Image Manager option (3).

1
SMARTUNIFIER @ ®

Hi, raa arr!
& Account
=} Re-index Repository

Dark Theme

@ Credential Management

o ’. Docker Java Image Manager

Administrative 3 e

About SmartUNIFIER

),
= Simple Ul
Q\
i

YA Translations Manager 2| Sign Out
i} Backup
£0) Restore

+ The Docker Java Image Manager is visible.
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M Docker Java Image Manager aQ + &

goup 4 ame

«demo.basiccommunication DJI 7 0

GROUP FILTER v

O Note

The Docker Java Image Manager can only be accessed by user accounts with an adminis-
trator role assigned.

Add a New Docker Java Image
Follow the steps described below to add a new Docker Java image:
+ Click on the Add button (1).

= /ZMORPH.PIro SMARTUNIFIER @ ®

> % Docker Java Image Manager Q

+
. o

&

|5

ddd
e

GROUP FILTER v

1=

+ In the Add Docker Java Image view, a set of configuration parameters is required (2): *
Provide a Group and a Name * Provide atag e.g., adoptopenjdk/openjdk8: jdk8u202-b08

« After all mandatory fields are filled in, click the Save button (3).

= /AMORPH.Pro SVARTUNIFIER © ®
N @ Add Docker Java Image ° B & X
=
aroup *
o demo

Name
Py Image1

tag *
adoptopenjdk/openjdk8:jdk8u202-b08

Edit a Docker Java Image

To edit a Docker Java image, select the Edit button (1).

= /AMORPH.Iro SMARTUNIFIER @ ®
> M Docker Java Image Manager Q + &
E: > gowp  name

&

5 ael . -
hd E demo mage o /7 B

=2

The Docker Java image is in the Edit Mode, the configuration parameters can be edited and
then save the session by selecting the Save button.
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Delete a Docker Java Image

To delete a Docker Java image, select the Delete button (1).

= /AMORPH.OIro SMARTUNIFIER @ ®

> M Docker Java Image Manager Q4

s
ww®  mme 9
a

demo mage v

G

JDUPFILTER v

A pop-up confirmation appears, select the Delete button.

Deployment Endpoints

What are Deployment Endpoints

Deployment Endpoints are used to identify the location of a Deployment (i.e., the definition
where an Instance is executed). With the Deployment Endpoints, you can create and maintain
those locations. This feature can only be accessed by a user with the administrator role.

How to access

Follow the steps bellow to access the Deployment Endpoints:

+ Click on the Deployment Endpoints button (1) to open the Deployment Endpoints perspec-

tive.
b
i Integrate perfectly your
<---> Production-IT using
E|
@
A
v O
/ZAMORPH.pro
SMARTUNIFIER
+ The main view of the Deployment Endpoints is visible.
> @ Deployment Endpoints Qa®+ o
b oot
" % default Local Running | BNV |
> EO‘”
LE|
&
A
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O Note

The Deployment Endpoints can only be accessed by user accounts with an administrator
role assigned.

Deployment Endpoints Types
Local

SMARTUNIFIER supports Endpoint for Local Deployment. A Default Local Endpoint is precon-
figured.

Follow the steps described below to create a Local Deployment Endpoint:
+ Navigate to the SMARTUNIFIER Deployment Endpoints perspective (1).
+ Click on the Add Endpoint button (2).
- Select the Deployment Type Local from the pop-up (3).

> § Deployment Endpoints Q
o Local
ts > cowt Name Type e
Running

default Local

GROUP FILTER
=
@

" ©
+ In the Add Endpoint view a set of configuration parameters is required (4)

- Provide a Group and a Name

Input the path for Java

Provide the Deployment Folder

Configure the Soft/Hard Refresh Interval and the Log Status Interval (in millisec-
onds)

Enable Monitor Logs (optionally)

@ Add Local Endpoint

demo
LocalEndpoint1
c:\Program Files\java

Deployment Folde
o Local

5000

5

30

Monitor Logs

« After all mandatory fields are filled in, click the Save button (5).
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Agent

SMARTUNIFIER allows Communication Instances to be deployed on any machine with an active
Agent process. The Agent enables communication between the SMARTUNIFIER Manager and
the Communication Instance.

Installation as a Windows Service

Follow the steps below to install and operate SMARTUNIFIER Agent as a Service under Win-
dows:

+ Move the SMARTUNIFIER Agent package to a suitable location
+ Extract the .zip-archive
+ Open a terminal window with Administrator privileges within the package

+ Execute the following commands in the terminal window to:

Listing 1: Install

[SmartUnifierAgentService.bat install

Listing 2: Start

[SmartUnifierAgentService.bat start

Listing 3: Stop

[SmartUnifierAgentService.bat stop

Listing 4: Uninstall

[SmartUnifierAgentService.bat uninstall

Installation as a Java Process

Follow the steps below to install and operate SMARTUNIFIER Agent as a Process under Win-
dows:

+ Move the SMARTUNIFIER Agent package to a suitable location
+ Extract the .zip-archive

+ Execute the SmartUnifierAgent.bat script

O Note

The console is for information purposes only. It can be moved to any suitable location on
your screen or it can be hidden. Nevertheless, do not close it, because the related processes
will also be terminated.
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martUnifierAger

Fig. 1: Example of an Agent running on a remote machine

Creating a Deployment Endpoint

After installing the agent, you need to register the endpoint with the SMARTUNIFIER Manager.
Follow the steps below to create the deployment endpoint:

+ Navigate to the SMARTUNIFIER Deployment Endpoints perspective (1).

SMARTUnifier Configuration <
Information Models E:
Channel Types :.

Communication Channels ##
Mappings D
Device Types li}
Instances ;E_t

Deployments

o Deployment Endpoints w

User Management -

+ Click on the Add Endpoint button (2).
+ Select the Deployment Type Agent from the pop-up (3).

@ Deployment Endpoints Q <

SSH

o Agent

Docker

Group 4 Name Type state

default Local Running

GROUP FILTER v

AWS

Local

* In the Add Endpoint view a set of configuration parameters is required (4)

- Provide a Group and a Name
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If needed,

Provide the VM Hostname (Default port is: 8080)

Set the Connection Timeout

check the useTls box and input certificates for secured connections

Set the Log Status Interval
Enable the Monitor Logs

- After all mandatory fields are filled in, click the Save and Close button (5).

@ Add Agent Deployment Endpoint

demo

Agent1

Hostname

5000

Monitor Logs

Deployment Endpoints States

A Deployment Endpoint can have the following states:

+ Stopped -

stopped
+ Starting -

* Running -

The Stop command has been sent and the Deployment Endpoint is

The Start command has been sent

Deployment Endpoint is up and running

+ Failure - The Start command has been sent and the Deployment Endpoint has failed

to start

@ Deployment Endpoints a M Iz}
Group Filter < Group N Type e

default Loc: Running (]

demo Docke Stopped (4]

demo SsH Failure (4]
For the Failure state, hover over it (1) and a pop-up will display the error (2).
@ Deployment Endpoints a M <>
é default Local Running (4]
é demo Docke (4]

demo SsH (4]
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Deployment Endpoints Operations
Start Endpoint

After a Deployment Endpoint is created, its default state is Stopped. To start it, click on the Start
button (1). The state will change into Starting and if it succeeds, the state becomes Running

@ Deployment Endpoints a® + <

Group 4 Name Type state

default Defauit Local Stopped » n (1 /

demo LocalEndpoint1 Local okunning 0» a0/

GROUP FILTER v

If the Deployment Endpoint fails to start, the state changes into Failure (3) and an error message
will be displayed (4).

Click on the OK button (5) to close the error message.
Stop Endpoint

To stop a Deployment Endpoint, click on the Stop button (1) and the state will change accord-
ingly (2).

§ Deployment Endpoints a @M+ <
> Group Name Type State

«

5 .

E default Default Local Stopped [ RV |
a

2 .
g demo LocalEndpoint1 Local osmpped » m () /S @
Delete Endpoint

To remove a Deployment Endpoint, click on the Delete button (1) and confirm the action (2).

Delete Endpoint

Are you sure you want to elete this endpoint?

Cancel  Delete

Edit Endpoint
To edit a Deployment Endpoint, click on the Edit button (1).
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@ Deployment Endpoints a@®

Group 4
defait Local Stopped (4]

demo Local Stopped (4]

GROUP FILTER v

In the Deployment Endpoint edit view update the configuration (2) and click on the Save button
3).

/" Edit Local Endpointdemo:LocalEndpoint1

@

demo
LocalEndpoint1

c:\Program Files\java

o Local

5000

30

Monitor Logs

Environment Variables

Environment Variables can be used within the Channel configuration to store values that can
be used across multiple Channels. This allows you to define a value once and use it in multiple
places, making it easier to manage and update values across multiple Channels.

How to access
1. Click on the Account icon on the top right corner of the screen.
2. Select Administrative

3. Select Environment Variables
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nERUG] SMARTUNIFIER &5 @ @

aa User Management

*- Extensions

G Credential Management

>

Docker Java Image Manager

-_T,:" Logging Configurations

?A Translations Manager Hi, Unifier Administrator!
a Backup ";; Account 4
@ Restore @c Re-index Repository
&% Artifact validation =1 Clear Cache

Alert Channels {} Dark Theme

,-, Alerts Configuration Advanced Ul

EnvironmentVariables o ‘\ Administrative b o

—1

o About SMARTUNIFIER

5 Sign Qut

Adding an Environment Variable
1. Click on the Add button

= /MORPH.Lro SMARTUNIFIER & & @

s @ Environment Variables a M + <

Name Type Value 6

=
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2. Enter a Name for the Environment Variable
3. Select the Data Type of the Environment Variable from the drop-down list
4. Entert the Value of the Environment Variable

5. Click on the Save button

= /MORPH.Pro SMARTUNIFIER & & @

s @ Add Environment Variable o B &6 X
1s Name*
o Local_IP_Address
Type*
" o String -
Ty
Valuer
o 127.0.0.1
>

Using Environment Variables

To use an Environment Variable in the Channel configuration, use the following syntax:
$ENV[<Name of the Environment Variable>].

Example:
= /ZMORPH.PIro SMARTUNIFIER & & ®
s %4 Channel Configuration: demo.csv-rest:RestServer:latest o> v X
Q
1 [ RestServer REST Server
~ [ Data [Dat
Timestamp [LocalDateTime Path prefix*
" demo
Ty Press
Endpoint
© 1P+
$ENV[Local_IP_Address]
7777
& Default content type*

application/json

Extensions

O Note

Please contact Amorph Systems for guidance on how to enable and use extensions.

How to install extensions
Request the specific plugin from Amorph Systems. Follow the steps below to install it:
1. Navigate to ..SmartUnifierManager/plugins
2. Create a new directory with the name of the plugin in this format:
+ SmartUnifierPlugindsonToModel
« SmartUnifierPluginAwsSiteWise or

+ SmartUnifierPluginOpcUaToModel
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3. Add the jar into the specified directory
4. Restart the SMARTUNIFIER Manager

OpcUa Model Import

SMARTUNIFIER provides the possibility to generate an OpcUa Information Model using a XML-
file or connecting to the OpcUa server.

Create a new Information Model (OPCUA)
Follow the steps described below to generate an Information Model:
+ Select the SMARTUNIFIER Information Model Perspective (1).

+ Click on the Extensions button (2).

+ Select the OpcUa model generator: ADD option (3).

= /MORPH.Pro [DEBUG] SMARTUNIFIER & @ ®

N ts Information Models * Q@ [=3

Json model generator: ADD

OpcUa model generator: ADD

o
GROUP FILTER b

OpcUa Nodeset XML Import

+ Select the UA Nodeset XML Import option (4).
+ Provide the following mandatory information: Group and Name (5).
+ Select the type of the Information Model Node and provide a Name (6) :
- Model - the OpcUa data is converted inside the root model node
- Event - the OpcUa data is converted inside an Event node type
- Variable - the OpcUa data is converted inside a Variable node type
+ Paste the content from the XML file (7).
« To finish, click on the Save Button (8).
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% OpcUa Model Generator Plugin

o
o

OpcUa Model1

o Model

XML

UA Nodeset XML Input:

e

g o

E org/2001/XMLSchema-instance” xmlns:uax="http://opcfoundation.org/UA/20€
<

</Alias>

ias Alias="HasT

</Aliases>

<UAObject Nodeld="ns=1;
<DisplayName>acunit</Dis

ReferenceType:
ReferenceTy

nizes

* The Information Model is generated.

2" Edit Model: demo:OpcUa Model1:

I OpcUa Modelt Q
~ M acunit [AcunitType]
M temperature [Double]
M =iSossc [Double]
l iocation [Strin

demo

on“>i=48</Alias>

nit" BrowseName=
yh

asTypeDefinition">i=61</Refe
* IsForward="fal

1:acunit™ ParentNodeId="i=85">

OpcUa Model1

OpcUa Direct Import

Select the OpcUa Import option (4).
Input the Namespace Index (6).

+ Provide the server details (8):

Security Policy
IP address
TCP port

Endpoint path
* To finish, click on the Save Button (9).

Provide the following mandatory information: Group and Name (5).

Click on the Add identifier name button and provide an Identifier Name (7).
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M OpcUa Model Generator Plugin >

odeset XML h OpcUa Import

o demo

OpcUa Model2

ription

al

Module_A

ecurity Policy
None

o 192.168.4.12

9999

server

* The Information Model is generated.

2 Edit Model: demo:OpcUa Model2:latest +

I OpcUa Model2
~ [ Module_A [Module_AType] demo

Update an existing Information Model (OPCUA)
Follow the steps described below to update an Information Model:
+ Open an Information Model to edit and click on the Extensions button (1).

+ Select the OpcUa model generator: UPDATE option (2).

[DEBUG] SMARTUNIFIER & © ®

= AMORPH.PIO

/' Edit Model: demo:OpcUa Model1:latest + o [ W) X
Json model generator: UPDATE

B [ OpcUa Model1 Q<
~ M acu Type] o OpcUa model generator: UPDATE

OpcUa Nodeset XML Import (Update)

+ Select the UA Nodeset XML Import option (3).
+ Update the Type and the Name (4).
+ Paste the updated content from a XML-file (5).
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« To finish, click on the Save button (6).

% JSON Model Generator Plugin > 9

Selected Model:
demo:OpcUa Model1:latest

° Variable -

XML

UA Nodeset XML Input;

<2xml version=

1.9 i
<UANodeSet xmlns:xsi="http:
<NamespaceUris>

<Uri>urn:amorphsys :unifier:opc-ua-server</Uri>
</NamespaceUris>

<Aliases>
o <Alias Alias="Double”>i=11</Alias>
<Alias Alias="Integer”>i=27</Alias>

<Alias Alias="Organizes”>i=35</Alias>
<Alias Alias="HasTypeDefinition">i=40</Alias>
</Aliases>
<UAObject Nodeld="ns=1;s=bag” BrowseName="1:bag” ParentNodeld="1=85">
<DisplayName>bag</DisplayName>
<References>
<Reference ReferenceTyp:
<Reference ReferenceTyp:
<Reference ReferencaT
<Reference ReferenceT)

.org/2801/XMLSchema-instance” xmlns:uax="http://opcfoundation.org/UA/2¢

ition"»i=61</Reference>
IsForward="false">1=85¢/Reference>
ns=1;s=/countedItems</Reference>
>ns=1; s=/noBags</Reference>

ns=1; s=/motorSpeed</Reference>
>ns=1;s=/motorTemperature</Reference>
>ns=1;s=/passengerId</Refere
">ns=1;s=/scannerTemperature</Reference>

</References>
</UAObject>
<UAVariable Nodeld="ns=1;s=/countedItems” BrowseName="1:countedItems” ParentNodeld="ns=1;s=bag" DataType
<DisplayName>countedItems</DisplayName>
<References>
<Reference ReferenceType="HasTypel
<Reference ReferenceType="Organiz
</References>
<Value>
<uax:ExtensionObject>

3< erence>

>ns=1;s=bag</Reference>

OpcUa Direct Import (Update)

+ Select the OpcUa Import option (3).
* Input the Namespace Index (4).
+ Click on the Add identifier name button and provide an Identifier Name (5).

* Provide the server details (6):

Security Policy
IP address
TCP port

Endpoint path
« To finish, click on the Save Button (7).
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M JSON Model Generator Plugin L ]

set XML Import OpcUa import

Selected Model:
demo:OpcUa Model1:latest

©:

Module_B

a

None

o 192.168.4.12
9999
Endpoint path
serveﬂ

JSON Model Import
SMARTUNIFIER provides the possibility to generate an Information Model using a JSON-file.

Create a new Information Model (JSON)
Follow the steps described below to generate an Information Model:
+ Select the SMARTUNIFIER Information Model Perspective (1).

+ Click on the Extensions button (2).

+ Select the Json model generator: ADD option (3).

= /ZMORPH.Pro SMARTUNIFIER & © ®
> s Information Models o)+ o
o Json model generator: ADD
o L > oews Name Description
g
- 2 cem - oo
woa
2 demo.test th a8
« ©
&
&
A
§

+ Provide the following mandatory information: Group and Name (4).

* Click on the Add item button (5).
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M JSON Model Generator Plugin (%]

n demoscenarios.extensions

Name
FlightModel

+ Select the type of the Information Model Node (6):

Model - the Json data is converted inside the root model node

Event - the Json data is converted inside an Event node type

Variable - the Json data is converted inside a Variable node type

Command - the Json data is converted inside a Command node type
* Enter a Name (7).

+ Paste the content from a Json file (8).

© Note
Make sure to copy the JSON object { }.

+ To finish, click on the Save Button (9).
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M JSON Model Generator Plugin o >

demoscenarios.extensions

FlightModel

o Event -
o FlightEvent

JSON Input:

-

"version": 1,
"intervalStart”: 1599685200000, o
"intervalEnd": 1599771600000,
"validTo": 1599739852657,
"flights": [
{

"id": e,

"fuid": "AY1511/26200918/D",

"formatversion": @,

"departureDate": "20200910",

"operationsDate": "20200910". o

Delete

e
F®WoWm~NoOu s wNE

[y
[

* The Information Model is generated.

/' Edit Model: i i i st v R OO X
M FlightModel a’
~ BFiigl [VFIigh!EvemTyue] demoscenarios.extensions
EIigh}Model
Description

SchéduledTimeType]

Update an existing Information Model (JSON)
Follow the steps described below to update an Information Model:
+ Open an Information Model to edit and click on the Extensions button (1).

+ Select the Json model generator: UPDATE option (2).
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/' Edit Model: i i i I:latest v o * 9O X

— ~ Json model generator: UPDATE -
M FlightModel a ° 0
~ [ FlightEvent [FlightEventType] demoscenarios.extensions
FlightModel
~ [ flights [FlightsType]
Description

>

-
-
]

cheduledTimeType]

q
~ [ alternatives [AlternativesType]

* Click on the Add item button (3).
+ Update the Type (4) and the Name (5).
+ Paste the updated content from a Json-file (6).

« To finish, click on the Save button (7).

% JSON Model Generator Plugin o > 9

Selected Model:

demoscenarios.extensions:FlightModel:latest a

° Event -
o FlightEventv2

JSON Input:
1
2 "version": 2,
"intervalStart”: 1599685208000, o
"intervalEnd": 1599771600000,
"validTo": 1599739052657,
"flights": [

{
"id": e,
9 "fuid": "AY1511/26200916/D",
10 "formatVersion": @,
11 "departureDate”: "20200910",
12 "operationsDate": "28200910", @

00~ U B w

AWS loT SiteWise Model Export
This extension allows you to export an SMARTUNIFIER Information Model to AWS loT SiteWise.

How to access

To access the AWS loT SiteWise extension, click on the Account icon (1), go to the Administra-
tive option (2) and select the Extensions (3).
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= /AMORPH.OIro SMARTUNIFIER & @ ®
R 1
b
© Integrate perfectly your e Admnsttor
8 Production- IT using 2o ccom
& € ReindexReposit
A {3 DarkTheme
v R, Administ trative » o
o About SMARTUNIFIER
35 Sign Out
/MORPH.pro
SMARTUNIFIER
Then select the configuration button of the (4)
% Extentions Q + &
Export Exports SMARTUNIFIER Information Models to AWS 0T SiteWise Installed 1.00 o Q
How to export Information to AWS loT SiteWise
Prerequisite
We recommend to have one user dedicated for SMARTUNIFIER.
Attach the following permission:
Policy ARN Description
arn:aws:iam::aws:policy/AWSIloTSiteWiseFullAccess Provides full access to loT
SiteWise.

If you do not have already an access key available you have to create a new access key. We
recommend to create a new access key after 90 days.

Configuration

Follow the steps described below to export a the SMARTUNIFIER Information Model:
+ Configuration of the extension (1):
- Select the region of the AWS lot SiteWise service you are using
— Enter the access key id and the secret access key id
- Select the Information Model you want to export

» Click on the Run button to execute the export (2)
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M AWS SiteWise Model Export Plugin o > O

o eu-central-1

AKIARU7XHLCLZDNSZZVT

su.demo.dashboard.Analytics.latest

Logging Configurations

Log files within SMARTUNIFIER are created through the Logback logging framework. The Log-
ging Configuration functionality allows for the creation of new log /level configurations. The
configuration can be used during the deployment of a Communication Instance.

Accessing the Feature

To access the feature, follow the steps below:
+ Click on the Account icon (1)
+ Navigate to the Administrative option (2)

+ Select the Logging Configurations perspective (3)

= /AMORPH.Pro SMARTUNIFIER © @
1

>

k

Integrate perfectly your
Production-IT using

simple Ul

Administrative > o

About SMARTUNIFIER

22 User Management

@ , 1 & M ¥

@  Credential Management

/AMORPH.pro # s

T Logging Configurations
S / \l 2 U N I I I ER p  Translations Manager

B Backwp

“

sign out

D Restore

When you reach the Logging Configurations main view, you will see it as depicted below. There
are four predefined log level configurations available, which can serve as templates for creating
a new log level.
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= /MORPH.Dro SMARTUNIFIER @ ®

a@y -+ o

> we Logging Configurations

g GroupFilter < Group 4
default
default

i

r

default

G GGG
© 06 0 ©

default

O Note

This feature can be only used by users with the administration role.

O Note

The predefined logging configurations cannot be edited or deleted.

Add a New Logging Configuration

To add a new logging configuration, follow the steps below:
+ Navigate to the Logging Configurations perspective
+ Click on the "Add" button (2)

&

we Logging Configurations

Group Filter < Group

ow Al default

default Debug

default

0o 00 o .

G G CcCc

default

+ Enter the file Name (3) and the configuration details (4)
+ Click on the Save and Close button to finish (5)

@ Add Logging Configuration B G X

© -
©
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Edit a Logging Configuration
To edit a logging configuration, follow the steps below:
+ Navigate to the Logging Configurations perspective

+ Click on the "Edit" button (2)

W

we Logging Configurations

Group Filter < Group Name
custom
default
default

default

DDDDD&G

default

+ Edit and click on the Save and Close button to finish (3)

/" Edit Logging Configuration: custom:Test

Name
Test|

Delete a Logging Configuration
To delete a logging configuration, follow the steps below:
+ Navigate to the Logging Configurations perspective

+ Click on the "Delete" button (2)

e Logging Configurations

Group Filter < Group 4 Neme q

custom
default
default

default

cC GG G G

default

* To confirm, click on the Delete button (3)

Delete Logging Configuration

Are you sure you want to delete this Logging Configuration?
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User Management

About User Management

Within the User Management the administrator can create users accounts, assign permissions
as well as activate or deactivate user accounts.

User Roles and Permissions

This table outlines the permissions and capabilities available to different roles within
SMARTUNIFIER, segmented into general features and tasks.
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Feature Reader Writer Administrator
View Information X X X
Models

Add/Edit Information - X X
Models

View Communica- X X X
tion Channels

Add/Edit Communi- X X
cation Channels

View Mappings X X X
Add/Edit Mappings - X X
View Device Types X X X
Add/Edit Device - X X
Types

View Communica- X X X
tion Instances

Add/Edit Communi- - X X
cation Instances

View Deployments X X X
Add/Edit Deploy- - X X
ments

Add/Edit Deploy- - X X
ment Endpoints

Clear Cache - X X
Add/Edit  Channel - X X
Types (Advanced Ul)

User Management = = X
Extensions - - X
Credential Manage- - - X
ment

Docker Java Image - - X
Manager

Logging Configura- - - X
tions

Translation Manager - = X
(Debug Mode)

Backup - - X
Restore = = X
Artifact Validation - - X
Re-index Repository - - X
Alert Channels - - X
Alert Configuration - - X
Environmental Vari- - - X

ables

User Management
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How to access
Follow the steps bellow to access the User Management:

* Click on the Account icon (1), go to the Administrative option (2) and select the User
Management perspective (3).

= /AMORPH.DIro SMARTUNIFIER @ @
1

Integrate perfectly your
ey Production'lT using Hi, Unifier Administrator!

Account

n
Be

E.  ReindexRepository
® 4}  DarkTheme
X simpleul
22 UserManagement o A Administatve  » o
1 ] P, Credential Management [ ] About SMARTUNIFIER
Docker Java Image Manager | 3] Sign Out
/AMORPH.pro ,
TE  Logging Configurations
SMARTUNIFIER
Backup
£ Restore
+ The User Management main view is visible.
= /MORPH.pI’O SMARTUNIFIER @ ®
N 22 User Management Q + o
1] erid 1 Ema First Name Last Name Language Role
A Unifier Administrator en Administrator Active 2021-10-26 00:00:00.000 P |
f17)
.
© Note

The User Management can only be accessed by user accounts with an administrator role
assigned.

Add a new user
This procedure describes how to create a new user account.

+ Select the SMARTUNIFIER User Management perspective (1).
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= /AMORPH.OIro SMARTUNIFIER @ @)

>

=

Integrate perfectly your
Production-IT using

@  parkThe
= Simple Ul
A
22 User Management o Q,  Administrative
¥ @ Credential Management [ ] About SMARTUNIFIER
9 Docker Java Image Manager | 3] Sign Out
/ZAMORPH.pro ,
I£  Logging Configurations
SMARTUNIFIER —
B sackwp
£) Restore
. " 1]
+ Click the "Add User" button (2).
22 User Management o + &

2
8
N,
)

Unifier

In the "Add User" view provide the following information (3):

- Provide a user id, first and last name
— Optionally, provide an e-mail address

- Set a preferred language for the SMARTUNIFIER Manager.

The role defines the permission of the user. It is mandatory to assign a role for the user.
The following roles are available for use in the SMARTUNIFIER.

- Administrator: Full read and write access for the SMARTUNIFIER Configuration and
Administration.

- Reader: Only read access for the SMARTUNIFIER Configuration
— Writer: Read and write access for the SMARTUNIFIER Configuration

Choose the account status: Active or Inactive.

- Active: User account is activated and ready to use.
- Inactive: User account is deactivated and cannot be used until it is activated again.
+ Set an initial password for the first login of the new user.

« After all mandatory fields are filled in, click the "Save" button (4).
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@ Add User

o JohnDoe2

Emai

John

Doe

English

le: Writer

Administrator
Reader
Writer

Status:Active

Active
Inactive

Credentials

B00

¢ X Om

/ contains at least one lower character
+/ contains at least one upper character
/ contains at least one digit character
~/ contains at least one special character
+/ contains at least 4 characters

Edit a user

This procedure describes how to edit an existing user account.

+ Select the SMARTUNIFIER User Management perspective (1).

= /MORPH.Dro

@

| X

SMARTUNIFIER @ @

+ Click the "Edit" button (2).

22 User Management
User1 4+
JohnDoe2 John Doe

Administrator

Integrate perfectly your
Production-IT using

/AMORPH.pro

SMARTUNIFIER

Administrator Active

In the "Edit" view the user account can be redefined (3).

20210326 00:00:00.000

20210326 00:00:00.000

User Management o

%, Credential Management

Docker Java Image Manager

= Logging Configurations

Translations Manager

Backup

Restore

+ update the user details: user id, first and last name, email address

+ change the language

+ edit the user permission: Administrator, Writer or Reader

« activate or inactivate the user account

B

&
o
=
Q

]
=]

Hi, Unifier Administrator!

Account

Re-index Repository

Dark Theme

simple Ul

Administrative

About SMARTUNIFIER

sign out

- w

User Management
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+ change the password

@ Edit User: John Doe

English

Role: Reader

Administrator
Reader
Writer

Status:Active

Active
Inactive

« After editing, click the "Save" button (4).

Delete a user

]l < Y]

os

This procedure describes how to delete a user account.

+ Select the SMARTUNIFIER User Management perspective (1).

= /ZMORPH.OIro

SMARTUNIFIER @ @

Integrate perfectly your

Production-

SMARTUNIFIER

* Click the "Delete" button (2).

<2 User Management
UseriD 4+
Doe

JohnDoe2

admin Unifier Administrator

Confirm by selecting the "Delete" button (3).

Hi, Unifier Administrator!

IT usin
L 2 Account
(=) Re-index Repository
0  DparkTheme
= Simple Ul
22 User Management o A, Administrative »
@ Credential Management @  About SMARTUNIFIER
Docker Java Image Manager Sign Out

/ZAMORPH.pro

]

Logging Configurations

Translations Manager

Backup

Restore

Qa + o

der

-

Rea Active 2021-03-26 00:00:00.000

-

Administrator Active 2021-03-26 00:00:00.000
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Delete user

Are you sure you want to delete this user JohnDoe2?

Cancel  Delete

The user account is deleted and no more visible in the SMARTUNIFIER User Management per-
spective.

22 User Management aQ + &
Userid Emai First Name LastName Language Role Staus Created
admin Unifier Administrator en Administrator Active 2021-03-26 00:00:00.000 V|
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CHAPTER
SEVEN

GETTING HELP

Having trouble? We would like to help!
+ In case of malfunctioning SU Instances check out the Troubleshooting section
+ Try the FAQ - it's got answers to regularly asked questions

* Check out the Glossary if some terminology is not clear

Troubleshooting

Communication Instances

Determine if there is an issue with the deployment environment (VM, Cloud, other Hardware)
where the Communication Instance is operated on.

* In case of a HW problem setup a new HW (or switch to a spare HW). Ensure to place
the correct security certificates on the new HW. Perform a new deployment of a new SU
Instance with SU Manager on the new HW.

* In case, the HW is operating correctly navigate to the log file of the deployed instance
./SmartUnifierManager/deploy/<deployment-id> and check for error messages.

- If there is a configuration issue which can be fixed:
* Undeploy the Communication Instance
* Fix the configuration issue accordingly
* Deploy and start the Communication Instance

- If there is a configuration issue which can not be fixed save the log files and contact
Amorph Systems through the Support Portal for further assistance
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Customer

Incident Management - Communication Instance

Amorph Systems

Communication
Instance works
abnormally or
crashes

Check Deployment

Hardware, Cloud....)

fes Hardware
issue?

Check Log Files for
Error Messages

Configuration
issue that
can be

fieed?

Fix the Configuration
accordingly

Instance
running
correctly?

Instance
running
cormectly?

logs and provide
them to Amorph
Systemsa for further
analysis

Log Files

Troubleshooting
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SMARTUNIFIER Manager
Determine if it is a HW problem on the HW where SMARTUNIFIER Manager is operated.

* In case of a HW problem, setup a new HW or switch to a spare HW. Perform installation
of SU Manager and Repository from latest backup and re-start the Manager on the new
HW.

+ In case HW is operating correctly stop and restart the Manager
+ If the Manager is still not running correctly:
— Create a Backup
- Perform a complete uninstall of the Manager
- Install the Manager with the Repository from the latest backup and start the Manager

+ If the Manager is still not working navigate to ./SmartUnifierManager/log and save the
log files (debug.log and info.log) and contact Amorph Systems through the Support Portal
for further assistance
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Customer

Amorph Systems

Check Installation
Hardware, Cloud,_)

Hardware
issue?

Stop and restart the
SU Manager

=)
Manager
running
correctly?

Create Backup

Perform complete
uninstall of SU
Manager

Install SU Manager
and Repository from
latest backup and re-
startthe SU
Manager.

=)
Manager
running
correctly?

Ve

Mo

Save 5U Manager
loge and provide
them to Amorph

Systerns for further
analysis
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FAQ

Does SMARTUNIFIER provide caching/buffering of data?

Yes, SMARTUNIFIER is capable of supporting caching of messages using file buffer (Spool)
for message transfer to external middleware like MQTT. This functionality can be provided as
part of a SMARTUNIFIER Communication Channel and dependent on the used communication
protocol of the respective channel.

Is it possible to set different buffering options for different channels?

Yes, each communication channel of SMARTUNIFIER can provide a different buffer size and
further options.

Does SMARTUNIFIER enable data pre-processing, cleansing, filtering and optimization of
data?

Yes, this is a core feature of SMARTUNIFIER. SMARTUNIFIER provides powerful capabilities
for any kind data preprocessing, cleansing, filtering and optimization. The capabilities of
SMARTUNIFIER in this respect range from simple calculations, unit conversions, type conver-
sions and reformatting up to arbitrary processing algorithms of any complexity.

Does SMARTUNIFIER enable data aggregation?
Yes, SMARTUNIFIER enables data aggregation and reformatting with any level of complexity.

Does SMARTUNIFIER provide short term data historian features?

Yes, historic telemetric data (of variable time horizons; size limited by used HW) can be mon-
itored by usage of SMARTUNIFIER's logs which can record all communication activities of a
SMARTUNIFIER Instance incl. telemetric data. SMARTUNIFIER's Log data can afterwards be
forwarded by usage of a dedicated Communication Channel to any (and also multiple) upper-
level monitoring or analytics system. Alternatively SMARTUNIFIER's Logs can be accessed
directly by any external IT application (remote access to HW device is required).

Yes, SMARTUNIFIER can create any number of OPC-UA Servers and/or Clients within just one
Communication Instance.

Does SMARTUNIFIER support standard number of connections to OPC-UA Clients?

Yes, SMARTUNIFIER supports a virtually unlimited number of client connections per OPC-UA
Server. Physically the number of connections is limited by number of subscriptions per session,
number of data objects and size per subscription as well as by HW and network constraints.
SMARTUNIFIER allows to operate multiple OPC-UA Servers and/or OPC-UA Clients within each
single SMARTUNIFIER instance for northbound and/or southbound communication.

Does SMARTUNIFIER support brokering to MQTT Server?

Yes, SMARTUNIFIER supports any number of MQTT connections. One single SMARTUNIFIER
Instance can connect to one or multiple MQTT brokers (e.g., for different target systems) and
is able to communicate bi-directional.
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Which southbound protocols are offered with SMARTUNIFIER?
SMARTUNIFIER supports many protocols like e.g.,

+ Siemens S7, S7-2

+ OPC-UA

+ Beckhoff

+ MQTT

* Modbus-TCP

- file-based (different formats like CSV, XML, JSON, any binary format)

+ SQL

...and many more to come continuously. Specific protocols can be provided based on customer
request. Therefore please contact Amorph Systems (www.amorphsys.com).

Does SMARTUNIFIER enable pre-aggregation of additional sensor data and/or more devices
(rule based), for e.g., temperature monitoring?

Yes, SMARTUNIFIER allows to connect any number of telemetric data sources to a
SMARTUNIFIER Instance. Rule-based pre-aggregation and pre-processing of additional sensor
data is supported with any level of complexity. This ranges from simple pre aggregation/pre-
processing up to complex utilization of advanced Al or ML algorithms.

Does SMARTUNIFIER support processing of active cloud commands? (e.g., System Manager
AWS / AWS Agent)
Yes, SMARTUNIFIER provides a RESTful API to execute Shell Commands (e.g., Start/Stop In-

stance, etc.). Thus, active cloud commands are supported. In addition, also commands from
other external IT-Systems (e.g., MES, ERP, AWS Systems Manager etc.) are possible. Further-
more if required SMARTUNIFIER can be fully executed and operated within Cloud Environments
(e.g., within AWS Cloud).
Which northbound protocols are supported by SMARTUNIFIER?
SMARTUNIFIER supports many northbound protocols, like e.g.,

+ OPC-UA

+ MQTT

+ WebSphere

« HTTP / REST

+ any file based protocol

+ SQL/any database

+ Splunk

+ Vantiq

...and many more to come continuously. Specific protocols can be provided based on customer
request. Therefore, please contact Amorph Systems (www.amorphsys.com).
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Does SMARTUNIFIER support international naming standards (example: EUROMAP 77,
PackML)?

Yes, SMARTUNIFIER is specifically designed to strongly support the incorporation of interna-
tional standards (e.g., EUROMAP 77, 82, 83, 84, AutomationML, PackML, DFQ, SEMI SECS/GEM
etc.) as well as company standards, by offering the capability to be able to build up specific
SMARTUNIFIER Information Models complying with these standards and incorporating full
data semantics. There will be a one-time effort toimplement such a standard in SMARTUNIFIER
as a respective Information Model and afterwards this Standard can be used for any commu-
nication across the whole customer IT Infrastructure. Also this includes flexible mapping from
legacy protocols to new standard protocol and vice versa.

Does SMARTUNIFIER offer the ability to integrate with other systems and applications through
REST Server APIs and Web Services for Operational purpose?

Yes, SMARTUNIFIER features a REST API for operational purpose (e.g., instance start/stop ser-
vice, configuration etc.)

Does SMARTUNIFIER offer a way to realize a flexible, configurable dataflow?

Yes, SMARTUNIFIER features a configurable and highly performant rule-based engine
(SmartMappings) based on different northbound and/or southbound input sources for real-
izing any dataflow (workflow) that is required in industrial environments. This covers commu-
nication sequences for identification, processing start, processing execution, processing end,
results data pro-vision as well as detailed process data provision. Also commands from any
upper-level IT-System can be processed and further transmitted to the production equipment
(e.g., recipe management, NC program transfer etc.) External data flow engines / visualization
apps (e.g., Node-Red, Grafana) can be connected.

Does SMARTUNIFIER enable Central Software Management?

Yes, all Information Models, Mappings and Deployment Features can be managed centrally.
Furthermore, SMARTUNIFIER features an easy to use REST API for operational purpose (e.qg.,
instance start/stop service, configuration etc.).

Does SMARTUNIFIER enable Container Deployment?

Yes, SMARTUNIFIER operation and deployment is fully based on Container-Technology
(Docker). SMARTUNIFIER Manager and Instances can be operated and deployed inside Docker
Containers to any End Point within the network running Docker environment.

Which Operating System SMARTUNIFIER is supporting?
SMARTUNIFIER runs on Windows, Linux, Mac and other OS supporting Java RT and Docker.

Does SMARTUNIFIER support onPrem Edge-Analytics?

Yes, SMARTUNIFIER can be connected to any Edge-Analytics System SMARTUNIFIER Logs can
provide detailed information about all communication activities. These log data can either be
provided by a dedicated Communication Channel to any upper level Analytics System (in any
required format) or can be made locally accessible to any agent running locally on the HW.
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Does SMARTUNIFIER support DevOps CI/CD Pipeline for installations and update?

Yes, SMARTUNIFIER supports remote installation/update of Software from SMARTUNIFIER
Manager via Docker Registry SMARTUNIFIER Instances (running in Docker Containers) can be
updated, monitored and controlled remotely. Docker registry is also accessible from external
systems if required.

Does SMARTUNIFIER enable Software Scalability?

Yes, SMARTUNIFIER can scale from connection of one single equipment/device to virtually any
number of equipment/devices by means of its decentralized architecture.

Does SMARTUNIFIER support the architecture of distributed systems?

Yes, SMARTUNIFIER itself is a fully distributed and scalable IT system. With this architecture
SMARTUNIFIER is able to collaborate in any small or large IT environment. SMARTUNIFIER is
open to reliably collaborate in large sites.

Does SMARTUNIFIER provide the ability to directly communicate with other Devices or IT-
Systems through standard protocols and also supports Load-Balancing?

Yes, SMARTUNIFIER can communicate with any other Devices or IT-Systems and also address
load balancers for optimized feeding of data to any message brokers or data forwarder.

Does SMARTUNIFIER provide the ability for data to be ingested as a consolidated batch (File
Transfer)?

Yes, SMARTUNIFIER can use any file in any format as input source and also as output destina-
tion.

Does SMARTUNIFIER provide the ability to create custom connectors to ingest data from ar-
bitrary sources?

Yes, the capability to be able to realize custom connectors for any data source is one of the
core elements of SMARTUNIFIER's architecture.

Is SMARTUNIFIER able to push operational data to an Edge-Gateway?

Yes, SMARTUNIFIER can receive operational data from any device or IT-System and push it to
an Edge-GW. E.g., OPC-UA, MQTT and HTTP/REST are supported. Also, many other protocols
can be used therefore.

Does SMARTUNIFIER provide Software Monitoring?

Yes, each SMARTUNIFIER Instance creates detailed logs that document every communication
activity. These logs can be made accessible to any external system e.g., by a dedicated moni-
toring communication channel. Moreover, SMARTUNIFIER Manager comes with a built-in Mon-
itoring Dashboard that allows monitoring of the distributed SMARTUNIFIER Instances.

Does SMARTUNIFIER support Monitoring integration?

Yes, this is possible; Each SMARTUNIFIER Instance creates detailed logs that document every
communication activity. These logs can be made accessible to any external system e.g., by a
dedicated monitoring communication channel. In addition, SMARTUNIFIER is able to send any
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kind of monitoring message (e.g., based on status changes or other events (e.g., time triggered)
to any (or multiple) upper level monitoring system in any required format.

Does SMARTUNIFIER provide certificate handling?

Yes, SMARTUNIFIER can handle certificates and establish state-of-the-art secured connections
(e.g., TLS, secured MQTT, secured OPC-UA, etc.).

Is it possible with SMARTUNIFIER to limit access to data?

Yes, SMARTUNIFIER Instances work on independent Windows/Linux computer units. Data may
be stored temporarily on these HW devices as logs or for buffer (cache) purposes. This tempo-
rary data can be protected by assigning the HW with appropriate access rights and user roles.

Does SMARTUNIFIER support services for security supervision and security monitoring?

Yes, SMARTUNIFIER creates detailed logs regarding all communication activities (and other
activities) it performs. With SMARTUNIFIER it is possible to integrate with any external secu-
rity supervision/monitoring system (e.g., Splunk) and provide on-line log files (in any required
format) to these systems by usage of a dedicated monitoring communication channel.

Does SMARTUNIFIER support End-to-End transport encryption (to Northbound and South-
bound)?

Yes, SMARTUNIFIER can support End-to-End transport encryption for southbound and north-
bound communication channels.

Does SMARTUNIFIER enforce secure individual authentication for all users?

Yes, SMARTUNIFIER supports individual user authentication.

Does SMARTUNIFIER support Windows Active Directory (AD)?
Yes, SMARTUNIFIER supports Windows Active Directory.

Does SMARTUNIFIER support a (configurable) secure remote access?

Yes, Secure remote access to SMARTUNIFIER Manager and SMARTUNIFIER Instances is pos-
sible by standard Windows or Linux tools (e.g., SSH).

Can SMARTUNIFIER protect unsecured Shop Floor devices from office network through iso-
lation?

Yes, a SMARTUNIFIER Instance can be deployed locally near an equipment/device and map
any unsecured equipment/device interface into a secured protocol (e.g., OPC-UA, MQTT). This
way "unsecured data streams" coming from an equipment/device can be transferred to any
northbound system in a secured way (isolation of the equipment/device). The same principle
can be also applied when sending control parameters (e.g., screwer params, NC programs,
recipes, ...) or commands from a northbound system to the equipment/device.
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Does SMARTUNIFIER support malware protection concepts (e.g., support of standard Anti-
Virus Software)?

Yes, SMARTUNIFIER works with any standard malware protection software incl. McAffee, NOD
and many others.

Is SMARTUNIFIER secure by design (e.g., secure coding guidelines, use of open source code,
pentesting)?

SMARTUNIFIER was developed according to state-of-the-art coding principles and on request
we are willing to let perform any checks, verifications, pen testing as required to validate the
software. Especially for realizing communication channels and implementing protocols, state-
of-the-art Open Source Libraries are used and constantly updated to the newest versions avail-
able.

Does SMARTUNIFIER support a range of transmission/infrastructure protocols (e.g.,
IPV4/IPv6)?

Yes, with SMARTUNIFIER (depending on used HW) IP4/IP6 are supported.
* LAN: Up to 4x Gbit Ethernet Intel i211
+ Wireless LAN: 802.11ac dual antenna + BT 4.2
+ Cellular communication: LTE/WCDMA/GSM/GNSS
USB: Up to 8 ports, 2x USB 3.0, Up to 6x USB 2.0
+ RS232 serial port

Also other transmission/infrastructure protocols can be supported on request but may require
additional HW.

Does SMARTUNIFIER provide the ability to handle intermittent connectivity of sources
(data/event redelivery and failure modes)?

Yes, intermittent connectivity of sources can be handled by SMARTUNIFIER Communication
Channels. Based on rules, data/event redelivery can take place, failure modes can be activated,
and escalation procedures to northbound systems can be triggered.

Does SMARTUNIFIER reduce unnecessary traffic on shop floor network to protect device in-
terfaces from traffic overload?

Yes, a SMARTUNIFIER instance can be deployed locally nearby the equipment on any suitable
HW device. The SMARTUNIFIER instance can then be configured to communicate to the con-
nected southbound equipment/devices by using a separate physical network port and this way
isolate the device from unnecessary traffic coming from the northbound network.

Does SMARTUNIFIER support low Latency between Southbound and Northbound Interfaces?

Yes, SMARTUNIFIER provides high performance / low latency by its distributed architecture
consisting out of small SMARTUNIFIER Instances (i.e., no central bottlenecks like e.g., a mid-
dleware broker/database). Furthermore, SMARTUNIFIER features an integrated compiler that
creates native Bytecode for the interfaces to be executed within the SMARTUNIFIER Instances.
This makes the SMARTUNIFIER highly performant, since no slow scripting language nor any
slow interpreter is used to provide the connectivity functionality.
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Is it possible with SMARTUNIFIER to ensure a consistent setting of time stamps for events
(NTP)?

Yes, this is possible.

Is it possible to use UNICODE for operational data?

Yes, it is possible to use UNICODE with SMARTUNIFIER (e.g., for OPC-UA).

Is stability of SMARTUNIFIER s API given? Is the API stable across releases?

Yes, SMARTUNIFIER is a standard product from Amorph Systems. Interface stability is given
and stable across new product releases. Furthermore, interfaces are versioned and under con-
trolled release management (i.e., different versions of interface, Information, Models and Map-
pings can be maintained and deployed in a controlled mode).

Which tools for development, deployment and error analysis can be used with SMARTUNIFIER
?

For extension, deployment and error analysis of SMARTUNIFIER (e.g., development of new In-
formation Models, pre-processing, aggregation etc.) widely-used and accepted state-of-the-art
development environments and powerful standard tools may be used, e.g., Eclipse, Maven/sbt,
Jenkins, Docker. For Error Analyses detailed logs created by SMARTUNIFIER can be used and
analysed with any analytics tools.

What is the cost model of SMARTUNIFIER ?

Please refer to Amorph Systems (www.amorphsys.com) for prices for SMARTUNIFIER . In gen-
eral, the following policies apply:

+ SMARTUNIFIER Manager is free of charge
« For SMARTUNIFIER Instances a yearly license fee is charged

Does Amorph Systems offer reliable support for SMARTUNIFIER ?

For many years, Amorph Systems is providing first class support and intensive care to all of its
customers. This covers all products and solutions that were delivered and operated in Industrial
Areas as well as in Air Traffic Industry. For customer references please refer to Amorph Systems
(www.amorphsys.com).

What support levels (SLAs) are supported?
Different levels of services (8x5, 8x7 up to 24x7) are available upon request from Amorph Sys-
tems (www.amorphsys.com).

Does SMARTUNIFIER support multiple languages?

Yes, SMARTUNIFIER can support multiple languages. Currently the GUI is available in English
and German language. In case more languages are required, please contact Amorph Systems
(www.amorphsys.com)
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Does Amorph Systems provide relevant training capabilities for operating SMARTUNIFIER and
for engineering of Information Models and Mappings?

Yes, SMARTUNIFIER is a simple to use standard product and was specifically designed as a
powerful tool to enable the end customers themselves to provide seamless equipment/device
as well as IT-Systems interconnectivity within their industrial environments.

Therefore, Amorph Systems trains customers to configure, deploy and operate SMARTUNIFIER
in their environments. Moreover, we can give advanced trainings, so that the customers can
also implement new interfaces, new channels, new, Information Models and new Mappings on
their own.

Glossary

Arrays
An Array (as an Information Model Node Type) is a container object that holds a fixed
number of values of a single type.

Configuration Components
Configuration Components are Information Models, Communication Channels, Map-
pings, Device Type and Communication Instances, used to realize an integration scenario.

Commands
Commands (as an Information Model Node Type) are functions like the methods of a
class in object-oriented programming. The scope of a Command is bounded to the Infor-
mation Model it belongs.

Communication Channels

Communication Channels or simply Channels, refer to a transmission medium. A Chan-
nel is used to convey information from one or several senders (or transmitters). Commu-
nicating data from one location to another requires some form of pathway or medium.
These pathways are called Communication Channels, and the information is transmit-
ted with the help of communication protocols. Each Information Model has one or many
Channels, and each Information Model can choose which Channel it subscribes to. The
information is transmitted through the Communication Channels in both directions: from
the external system to the SMARTUNIFIER application and vice versa.

Custom Types
Custom Data types are defined by the user for a Node Type.

Data Types
Each Node Type has a Data Type. Data Types can be either a Simple Type or a Custom
Type - depending on the Node Type.

Deployments
With the SMARTUNIFIER Deployment capability Instances can be deployed to any IT re-
source (e.g., Equipment PC, Server, Cloud) suitable to execute a SMARTUNIFIER Instance.

Deployment Endpoints
Deployment Endpoints are used to identify the location of a Deployment (e.g., AWS Far-
gate, Docker)

Device Types
Device Type contains one or multiple Mappings. Each Mapping contains one or
multiple Information Models and its associated Communication Channel. Within a
SMARTUNIFIER Device Type it is possible to overwrite existing Communication Channel
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configurations. Device Types are especially important, when having to connect several
similar equipment or devices that share the same communication parameters. In these
cases it is sufficient to define only one Device Type and the settings of this Device Type
can be reused across all Instances.

Events
Events (as an Information Model Node Type) represent an action or occurrence recog-
nized by SMARTUNIFIER, often originating asynchronously from an external data source
(e.g., equipment, device). Computer events can be generated or triggered by external IT
systems (e.g., received via a Communication Channel), by the SMARTUNIFIER itself (e.g.,
timer event) or in other ways (e.g., time triggered event).

File Consumer
This Communication Channels offers the capability to read-in files (e.g., CSV, XML, and
JSON). The File Consumer monitors an input folder that is specified in the configuration.

File Tailer
This Communication Channels offers the capability to read-in files (e.g., CSV, XML, and
JSON). The File Tailer monitors a specific file, which is specified in the configuration.

InfluxDB
This Channel offers connectivity to an InfluxDB. InfluxDB is an open-source time series
database.

Information Models
Information Model describes the communication related data, which is available for a
device or IT system. Each device or IT system is represented by an Information Model.

Instances
An Instance represents an application that handles the connectivity. Instances can be
deployed to any suitable IT resource (e.g., Equipment PC, Server, Cloud), and provide the
connectivity functionality configured. Therefore, a SMARTUNIFIER Instance uses one or
multiple Mappings and selected Communication Channels from a previously defined De-
vice Type.

Lists
A List (as an Information Model Node Type) representing collections of Node Types (e.qg.,
Variables, Properties, Arrays, and other Lists).

Mappings
Mapping represents the SMARTUNIFIER component that is defining when and how to
exchange/transform data between two or multiple Information Models. In other words it
is acting as a translator between the different Information Models. One Mapping consists
of one or multiple Rules.

MQTT
This Communication Channel offers the capability to send data using the messaging pro-
tocol MQTT. MQTT is a lightweight publish/subscribe messaging transport for connecting
remote devices with minimal network bandwidth.

Node Types
Node Types are elements within an Information Model. Node Types are Variables, Prop-
erties, Events, Commands and also collections such as Arrays and Lists. Each Node Type
has a Data Type that defines if the Node Type is a predefined Data Type or a custom Data

Type.
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OPC-UA
Is a machine to machine communication protocol for industrial automation.

Predefined Types
Predefined Data Types (e.g., String, Integer, Double, etc.) are available for the definition
types - Variables, Properties, Arrays, Lists (e.g., String, Integer, Boolean).

Properties
Properties (as an Information Model Node Type) are used to represent XML attributes.

REST Client
This Communication Channels offers the capability to consume and operate with re-
sources exposed by REST Servers.

REST Server
This Communication Channels offers the capability to provide resources employing the
HTTP communication protocol.

Rules
A Rule contains a Trigger that defines when the exchange/transformation takes place and
a list of actions that are defining how the exchange/transformation is done.

Manager
The Web application SMARTUNIFIER Manager is used to create and monitor
SMARTUNIFIER Instances.

Source
In the Mapping sources are Node Types that are mapped to targets.

SQL DB
This Communication Channel offers the capability to connect to a SQL Databases (e.g.,
MariaDB, SQLServer, PostgreSQL, ORACLE, HSQLDB, and DB2).

Target
In the Mapping targets are Node Types that receive data assigned from a source.

Trigger
The Trigger defines when the exchange/transformation data between two or multiple In-
formation Models takes place.

User Management
User Management allows the administrator to create users accounts, to assign permis-
sions as well as to activate or to deactivate the user accounts.

Variables
Variables in an Information Model represent data values and structures.

What has changed in 1.9.x

© Hint

Deployment options like AWS, Docker, and SSH are removed from the standard product and
available upon request. Please contact Amorph Systems for more details.
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1.9.8
Bug fixes

* Rest client config is not shown when the name of the variable is
BODY,HEADER,PARAMETERS or STATUSCODE

Added

* InfluxDB v1: Added support for reading from influx database

1.9.7
Bug Fixes

+ Sql Database: Fix database connection not cleaned up after disconnect

1.9.6
Bug Fixes

+ Updated dependencies to fix version conflict in used libraries

1.9.5
Changed

+ Sql Database: More granular connections settings for poolsize, timout, ...

1.9.4
Added
* Rest Client: Added support for additional OAUTH2 type
* Rest Server: Server can now use certificates stored in the Windows certificate store
Changed
+ Endpoint don't needs to be stopped before doing restore
Improvements

+ Backups can be downloaded as zip files

1.9.3
Added

+ EMail: Added option to use outgoing server without any security
Changed

+ Max logging to 180 days

1.9.2
Added
« Saving mappings without compiling

Bug Fixes
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+ Rest Client: Fixed configuration for selecting HTTP-Version

1.9.1
Added
+ Rest Client: Support for OUTH2.0 added
+ Rest Client: Support for body type "text" added
+ Rest Server: Support for body type "text" added
Improvements
+ Possibility to select which entries of the database to backup / restore.
+ Added confirmation prompts for artifact deletion and reindexing.
+ Visual distinction of complex and simple variables in Model editor / view
+ Documentation updates: Expanded guides for backup, Oracle drivers, and more.
+ OPC-UA client: Improved logging
« MQTT layers: Improved logging
Bug Fixes
+ Restoring of deployments not working
* Incorrect state of an agent deployment endpoint shown in gui
+ Creation of environment variables not working

+ OPC UA Client: Fixed subscription group "None" not recognized

1.9.0
Added
+ Validation for the SMARTUNIFIER configuration component.

+ Environment variables to store common configurations across multiple Communication
Channels.

+ New mapping trigger type "Timeout Scheduler".
« Implicit data type conversion within mappings via drag-and-drop.

« Mapping helpers such as equals, formatDateTime, parseDateTime, mapAndAssignChil-
dren for easier rule creation.

Improvements

* Introduced "Communication Status" to indicate the status of communication between
channels.

+ Updated MQTT Communication Channel to allow subscriptions on complex variables.
+ Updated SMARTUNIFIER Manager Interface framework to Angular 16.
+ Improved logging in Communication Channels to make it easier to react to certain events.

+ Multiple improvements to enhance the stability of the SMARTUNIFIER Manager and Com-
munication Instances.
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Bug Fixes
« Reconnect issue in InfluxDB Communication Channel after connection loss.
« Connection state issue in OPC UA Client Communication Channel.

+ Absence of notification when the Information Model compile fails.

What has changed in 1.8.x

Added

+ Added: Deployment Agent that allows to deploy and monitor SMARTUNIFIER Communi-
cation Instances remotely.

+ Added: Downloading feature to get the logs of an SMARTUNIFIER Communication In-
stance via the Deployment view.

+ Added: Alert feature, enabling users to monitor running Communication Instances and
create customizable alerts to receive notifications in case of errors.

+ Added: Validation feature has been added to check the validity of configuration compo-
nents such as Information Models, Communication Channels, Mappings, Device Types,
and Communication Instances, providing assurance that the they are free from faults and
errors.

+ Added: New Communication Channels (Email, InfluxDB V2).
Improvements

+ The Credential Manager now has the ability to manage tokens in addition to other creden-
tials.

+ To ensure all Communication Instances are properly started after a backup, an automatic
restart feature has been implemented for Instances that were started prior to the backup.

« A more robust logging framework has been introduced, resulting in improved perfor-
mance across the system.

+ Visually enhanced dashboard charts for CPU usage, RAM usage, and messages per sec-
ond to provide an improved overall appearance.

Bug Fixes
+ Fixed: Data type handling in the Information Model JSON-Import plugin.
« Fixed: Issue affecting the WebSocket channel's reconnection behavior has been fixed.
+ Fixed: Enabled editing of action timeout in SecsGem Channel.

+ Fixed: Arrow key logic in Information Model view.

What has changed in 1.7.x

1.7.0
Added

+ Added: OPC-UA model import - provides the possibility to generate an OpcUa Information
Model using a XML-file or connecting to the OpcUa server.
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Improvements

Introduced actions with conditions within the Mapping Rule configuration.

Added option for multi trigger Rule within the Mapping configuration. Simple one to one
Mapping of variables.

Added option to enable consumer/producer for the variable node within the MQTT Com-
munication Channel configuration.

Extended local deployment to flexibly choose the location of the Instance deployment on
your system by adding local endpoints.

Introduced Deployment states within the Deployment Instance operations.
Improved Modbus implementation.

Added tracing support for SECS implementation.

Bug Fixes

« Fixed: Variables under event duplicated when dragging in an action from the tree within

Mapping.

+ Fixed: Deploying of an Instance parsed the Mapping code.

Fixed: Error while creating AWS Deployment Endpoint.

Fixed: Log and status of Instances not working on SSH Deployments.
Fixed: Temp folder is not cleaned up after restoring a backup.

Fixed: REST client authentication issue.

Fixed: Notification issues.

What has changed in 1.6.x

1.6.0

Added

Added: New trigger types for Rules within the Mapping - Fixed Rate Scheduler and Fixed
Delay Scheduler.

Added: Simple Mapping option for data structures of the same type.

Added: SSH Deployment that allows to deploy Communication Instances in different net-
works.

Added: Notifications allow another way of monitoring deployed and running Communica-
tion Instances states.

Added: The new SiteWise model export extension makes an integration with AWS loT
SiteWise more easy.

Added: The new JSON model import extension that allows you to create Information Mod-
els automatically based on a given JSON structure.

Improvements
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Introduced configuration field within the Communication Channel configuration to define
deviating or unsupported Information Model node naming (e.g., avoid naming conflicts
with Scala keywords).

+ Added option TailFromEnd to the File Tailer Communication Channel.

Implemented List support for Command Replies.

You can backup the internal database of the SMARTUNIFIER Manager.

+ Improved Dashboard for the monitoring of deployed and running Instances.

Changed AWS account authentication from profile file to input fields for Access key id
and Secret access key.

Bug Fixes

Fixed: Deletion of Information Model custom nodes.

Fixed: Type conversion issues with Milo unsigned types in the OPCUA Communication
Channel.

Fixed: Deadlock issue in the SECS/GEM Communication Channel.

+ Fixed: Communication Instances show now the correct state when using a backup of a

repository.

Fixed: Ul issue during the offline activation when entering a new license.

What has changed in 1.5.x
Added

Mappings: Introduced rule scheduler as another trigger option.

Communication Instance: Added the option to choose the version of the framework which
the Communication Instance is using to allows backwards compatibility.

Deployments: Added bulk actions to deploy, start, stop and delete multiple selected De-
ployments.

Deployments: Added VM Arguments to configure the Java Virtual Machine (JVM) for the
Communication Instance.

Deployments - Docker: Introduced possibility to attach volumes to Docker containers.

Administration - Logging Configuration: Allows to generate customized log4j configura-
tions that can be used when deploying Communication Instances.

Improvements

Administration - Restore: Introduced progress bar with log viewer for monitoring the
restoring process of the repository.

Communication Channels - REST Client: Introduced option to use parameters within the
URL.

Communication Channels - InfluxDB: Introduced support for Arrays.

Bug Fixes

Information Models: Children nodes can have now the same name as their parent nodes.
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+ Administration - SCM (Gitea): Fixed issue of failing API requests when organizations are
missing within Gitea.

What has changed in 1.4.x

1.4.0
Added

+ Deployments: Introduced log viewer to show logs of deployed SMARTUNIFIER Commu-
nication Instances.

+ Deployments: Introduced flag "protected” for deployed SMARTUNIFIER Communication
Instances - requires a password to apply state changes on deployed Instances.

* Deployment Endpoint - Docker: Added TLS to protect the Docker daemon socket.
Improvements

+ Manager: Introduced local Git repository to version SMARTUNIFIER Communication In-
stances by default. The use of an Gitea repository can be configured optionally.

Bug Fixes
« Communication Channels - SECS: Not reconnecting when first attempt fails.
+ Communication Channels - MQTT: Layer connection state not set correctly.

« Manager Ul: Fixed Dashboard refreshing issue when Communication Instance changes
from Stopped to Started.

What has changed in 1.3.x

1.3.0
Added

« Manager Ul: Introduced backup and restore functionality for the SMARTUNIFIER reposi-
tory.

« Manager Ul: Introduced Docker Java Image Manager to support the administration of
Docker images for containerized deployments of Communication Instances.

« Manager Ul: Introduced clone functionality for configuration components that allows to
easily reuse components like Information Models, Communication Channels, Mappings,
Device Types, Communication Instances as well as Deployment Endpoints.

+ Manager Ul: "About SMARTUNIFIER" Pop-up

+ Deployments: Added option to encrypt Communication Instances so that configuration
files with sensitive data are secured.

+ User Administration: Added support for Windows Active Directory (AD).

+ Demonstrator: Added demo guide for high-availability (HA) use cases using a load bal-
ancer before two or more SMARTUNIFIER Communication Instances.

Improvements
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« Manager Ul: Introduced additional "save & close" button for configuration pages to exit
the configuration faster.

Bug Fixes

« Communication Channels: Fixed configuration issues on following Communication Chan-
nels: REST Client, MQTT and File Reader (JSON, XML, and CSV).

« Communication Channel - SQL Database: Added support for multiple nested lists inside
an Information Model.

+ Manager Ul (macOS): Fixed deployed and started Communication Instance state - Af-
ter restarting the SMARTUNIFIER Manager the running Communication Instance was not
displayed as running.

What has changed in 1.2.x

1.2.0

© Important

Breaking Change: This release contains a major update of the SMARTUNIFIER Framework.
Instances configured in an older release will not work with this version. Please contact
Amorph Systems for guidance on how to migrate SMARTUNIFIER Instances from previous
releases.

Improvements

« Improved architecture performance and stability by updating the framework to Scala ver-
sion 2.13 and Java version 11.

« Communication Channels: Improved configuration of Communication Channels by en-
hancing the internal process of how the configuration forms are generated.

+ Manager Ul: Introduced new icons for several menu entries (Information Model, Map-
pings, Device Type, Instance, Deployment, Deploy and Undeploy) to improve usability.

Bug Fixes
+ Manager Ul: Fixed small Ul styling issues.
« Communication Channel - IsoOnTCPClient: Fixed configuration issue.

+ Mapping: Added check to make sure that the Rule name is valid.

What has changed in 1.1.x

1.1.6
Added
+ Security Improvement: Encryption of credentials.

« Communication Channel: Simpliflied Communication Channels configuration using pre-
configured Channel Types.

Bug Fixes
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+ Information Model: Removed Simple Type as data type for Events and Commands.

+ Information Model: Ensure that "Save" button is only enabled when all mandatory fields
are filled.

« Communication Channel: OPC-UA Client configuration issues.

+ Communication Channel: File Consumer file handling when error occurs in the communi-
cation.

« Communication Channel: MQTT layer reconnects when no disconnect buffer is used.

+ Device Type: Enable the configuration of the Communication Channels before saving the
new Device Type.

+ Instance: Fixed Instance starting issue.

1.1.5
Added

* Import/Export functionality for SMARTUNIFIER Artifacts (Information Models, Commu-
nication Channels, Mappings, Device Types, Instances, Deployment Endpoints, Deploy-
ments) to allow transfer of artifacts in a simplified way.

« Communication Channel: Source code editor that displays the Channel configuration in
JSON format.

« Security: Encryption of databases.
Improvements

« Communication Channel - SQL Databases: Handling of infinity values.
Bug Fixes

+ Deployment: Fixed configurable refresh on deployment page.

1.1.4
Added
« Mapping: Option to enable/disable rules.

« Communication Channel - InfluxDB: Added Tags and allowing the renaming of variables
via configuration.

« Communication Channel - SECS: Added SECS as a new Communication Channel type.
+ Deployment - AWS: Introduced deployment of Instances on AWS using Fargate.
Improvements
+ Manager Ul: Updated to Angular version 11 to improve performance and usability.
Bug Fixes

+ Framework: Paths that are containing the SMARTUNIFIER Manager are now allowed to
have spaces in it.

+ Information Model: Fixed Copy and Paste issues of Nodes in the model editor.

« Communication Channel - SQL Database: Supports now all kinds of connection paths.
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+ Device Type: Alphabetically sorted list of Mappings.

1.1.3
Added
+ Mapping: Introduced check that shows if a Rule is valid or invalid.
- Deployment: Added more default logging settings (Info, Debug, Trace, Warning).

+ Deployment - Docker: Introduced health check for containers in order to determine
whether the resource is operating normally.

+ Repository: Added option to reindex (update) all implementations that are stored in the
repository.

Improvements
« Communication Channel - MariaDB: Updated driver to version 2.6.2.
Bug Fixes

+ Information Model: Fixed renaming of complex variable MemberType to make sure all
dependent nodes are updated to the new name.

« Communication Channel: Fixed duplication of Communication Channels when clicking
on "save".

* Device Type: Fixed several Ul issues when clicking on "apply" and "save".

1.1.2
Added
« Manager Ul: Added group filter for all artifacts.

« Communication Channel - MQTT: Buffering of messages when MQTT Client is not con-
nected.

Improvements
« Communication Channel - SQL Database: Simplified configuration.
Bug Fixes

« Communication Channel - MQTT: Added ID to the MQTT persistence folder to avoid mul-
tiple clients conflicts.

* Instance: Prohibit Instance from stopping in case another Thread is running in a Channel
Implementation.

1.1.1
Added

+ Added Port and IP of the SMARTUNIFIER Manager to the application.conf file.
Improvements

« Communication Channel: Introduce default configuration for Channels.

Bug Fixes
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* Instance: Ensure that multiple used Communication Channels have only one configura-
tion.

+ Device Type: Fixed long loading time when accessing Rules in the Mapping.

1.1.0
Added
+ Mapping: Allow the synchronous execution of commands.
Improvements
« Communication Channel - File Consumer: Improved logging and formatting of parsed
files.
Bug Fixes

* Information Model: Fixed icon of model node "Array".

« Communication Channel - SQL Database: Fixed reconnect when connection to the
database is lost.

What has changed in 1.0.x

1.0.1
Added

* Instance: Added schema validation for configuration values in Instances.
Improvements

« Manager Ul: Updated to Angular 9 - making use of several performance increasing fea-
tures.

« Communication Channel - OPCUA: Allow configuration of subscription attributes.
Bug Fixes

+ Communication Channel: Removed null values from the configuration.

1.0.0
Added

+ Added Device Type feature. Enables the possibility to group similar integration scenarios
and the creation of multiple Instances based on a Device Type.

+ Deployment - Docker: Added Docker deployment of Instances.
Improvements
« Communication Channel: Sort list of Channel Types alphabetically.
Bug Fixes
+ Information Model: Removed simple data types when creating a new Event/Command.

+ Mapping: Introduced check that evaluates if a Rule name already exists.
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